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MUCH PUBLIC debate has centred on the legality of unmanned aerial
vehicles (UAVs)! for the application of armed force. Using UAVs,
operators who sometimes sit hundreds or thousands of kilometres away
are capable of carrying out surveillance over long periods and attacking
stationary and moving targets with a wide range of explosive ordnance and a
relatively high degree of precision. These capabilities, along with the fact that
pilot lives are not at risk, make this new technology particularly attractive to
military and security forces.

Nevertheless, the idea of remote warfare has caused much public discomfort
on ethical, moral and political grounds. Some have argued that UAVS'’
heightened utility may increase opportunities to attack, drive war into
populated areas and put civilians and civilian objects at greater exposure to
incidental harm. Some sources have raised additional concerns about the
psychological harm caused to people living under the persistent threat of
UAV attacks. Other worries relate to the perceived lack of transparency and
accountability surrounding the use of lethal force by UAVs.

This chapter will not address all of the concerns relating to the use of
UAVs in the support or application of force, nor will it comment on specific
examples of UAV use.? This piece will focus on certain questions of legality
in military and security operations through the lens of existing international
law. International Humanitarian Law (IHL), which governs the use of UAVs
in armed conflict, and international human rights law, which applies to
their use in situations that do not amount to armed conflict,® can provide
frameworks in which to consider some of the common concerns that have
been expressed about the ways UAVs are used.

How Are UAVs Typically Used?

Unmanned aerial vehicles are able to conduct surveillance for extended
periods thanks to both sophisticated sensors and an increased ability to
remain airborne for extended periods. Most UAVs are used for intelligence-
gathering, surveillance and reconnaissance, both in peacetime and in armed
conflict. UAVs can also carry a range of explosive ordnance, including bombs
and missiles, and can be armed with precision-guided munitions. The
ordnance typically use a combination of blast, fragmentation, penetration
and incendiary effects to injure or kill people and damage or destroy objects.
Only a small number of countries currently possess armed UAVs.*

While small surveillance UAVs may be operated by a single person, larger
surveillance and armed UAVs are typically operated and controlled by a crew
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composed of a pilot and a payload operator who are supported by a team
of signals and imagery intelligence analysts. At present, human operators
activate, direct and fire the weapons carried by UAVs. Many armed UAVs
can be controlled by operators located hundreds or thousands of kilometres
away from the intended target, allowing the crews to be physically absent
from the place where the UAV is deployed.

These sophisticated features allow a state to use armed UAVs to conduct
surveillance over a given area outside its borders for an extended period of
time and to attack stationary targets as well as moving vehicles and persons.
Targeting decisions are made not only on the basis of whatis observed through
the UAV’s own sensors, but also on the basis of the operational context and
intelligence obtained by the UAV crew from various other sources.

Which Rules of International Law Apply to the Use of Military UAVs?

UAVs can be used directly as weapons platforms from which to launch bombs
and missiles, or indirectly as surveillance platforms to provide targeting
intelligence in support of attacks carried out by conventional aircraft, artillery,
forces on the ground, or other UAVs.

Much unease about UAVs relates to whether their use is lawful under
international law. More specifically, questions often arise as to the lawfulness
of the threat or use of force (jus ad bellum)®> and the manner in which force
is applied (jus in bello). The former should not be confused with IHL or
international human rights law, which address how force may be used in
order to ensure a minimum of humanity.® International human rights law
generally deals with a person’s inherent right to be protected against abusive
power, while IHL regulates the behaviour of parties to an armed conflict. As
the International Committee of the Red Cross (ICRC) is not in the practice
of opining on the lawfulness of force from a jus ad bellum perspective, this
chapter will focus on the rules of IHL and international human rights law as
they apply in military and security operations.

In armed conflicts, IHL applies equally to all parties to the conflict regardless
of whether their resort to force was lawful. It is a body of law that seeks,
for humanitarian reasons, to limit the effects of armed conflict. There are
two types of armed conflict: international and non-international. While the
former type is waged between states,’ the latter involves hostilities of a
certain intensity between a state and an organised non-state armed group,
or between such groups themselves.®

A key development in recent years has been the rise of non-international
armed conflict with an extraterritorial element. Some of these types of
conflict, originating within the territory of a state between government
armed forces and one or more organised armed groups, have been known to
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‘spill over’ into neighbouring states. In addition, a non-international conflict
can involve multinational armed forces, or forces under the aegis of the UN
or a regional organisation, fighting alongside the armed forces of a state in
its territory, against one or more organised armed groups.

Some believe that another type of non-international armed conflict can exist
across the territory of multiple states, between a state and an organised non-
state armed group, such as the United States and Al-Qa’ida. The ICRC adopts
a case-by-case approach to classifying the situations of violence occurring
in the ‘fight against terrorism’. Some situations have been classified as
international armed conflict, others as non-international, while various acts
of terrorism have been assessed as occurring outside any armed conflict.’

IHL does not govern situations of violence that do not amount to an armed
conflict. Such situations, which can include internal tensions or disturbances,
are governed by international human rights law. This offers guidance on how
force can be used by law-enforcement officials ‘in self-defence or defence of
others against the imminent threat of death or serious injury, to prevent the
perpetration of a particularly serious crime involving grave threat to life, to
arrest a person presenting such a danger and resisting their authority, or to
prevent his or her escape, and only when less extreme means are insufficient
to achieve these objectives’.’?

When used in armed conflict, UAVs must be employed in compliance with
applicable IHL treaties and customary law. Outside of armed conflict, UAVs
must be used in compliance with the relevant rules of international human
rights law. Both the operators concerned and the relevant party or state to
which they belong are responsible and accountable for respecting these
bodies of law.

Some Concerns Regarding the Use of UAVs in the Application of Force
When new weapons emerge, there is often debate as to whether existing
international law sufficiently addresses their legality. Uneasiness has also
arisen around the belief that UAVs may increase the opportunities for
attacking an adversary and thus put civilians and civilian objects at greater
exposure to incidental harm. A number of technical limitations can also
make it difficult to distinguish between civilian and military objects or to
properly assess the risk of excessive incidental harm to civilians. On the
other hand, because UAVs possess sophisticated sensors and are able to
conduct surveillance for long periods, they have the potential to increase an
operator’s ability to exercise the required caution in the timing, location and
precision of an attack by directing more precise attacks and thus reducing
incidental civilian casualties and damage to civilian objects. Set out below
are some thoughts on whether and how IHL provides a framework in which
to address some of these issues.
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The Legality of New Weapons

There can be no doubt that the longstanding rules of IHL apply to new
weapons and to the use of new technological developments in warfare.
This is recognised, for instance, in Article 36 of Additional Protocol | to the
Geneva Conventions of 1949 (AP I), which requires that each State Party
determine whether the employment of any new weapon, means or method
of warfare that it studies, develops, acquires or adopts would, in some or all
circumstances, be prohibited by international law, including IHL.*!

This requirement to review the legality of all new weapons arguably applies
to all states, regardless of whether or not they are party to AP I. Indeed,
every state should ensure that the new weapons it develops or acquires are
used in accordance with its international legal obligations. The assessment
will entail an examination of all relevant empirical information, such as the
weapon’s technical description and actual performance, and its effects on
health and the environment.*

Even in the absence of rules of international law that are specific to UAVs, the
longstanding rules of IHL govern their use. In light of the rapid development of
weapons technology, it is important that the study, development, acquisition
or adoption of military UAVs be subject to legal review.

Claims of Increased Likelihood of Attacks and Incidental Harm

Because UAVs cover vast ranges, have greater persistence, gather more
information about the battle space, reduce risks to air crew, and present
an attractive alternative to more valuable aircraft, there are claims that this
heightened utility may increase opportunities to attack. It has also been
alleged that an increase in the likelihood of attacks may cause an associated
rise in civilian exposure to harm.

The general rules of IHL applicable to all means and methods of warfare
provide general protection to civilian individuals, populations and objects.
They apply to any use of UAVs in armed conflict. One of the fundamental
rules of IHL requires that parties to an armed conflict distinguish between
civilian persons and civilian objects on the one hand, and combatants and
military objectives on the other, and that they direct their operations only
against military objectives.®®

In international armed conflict, members of the armed forces of a party to
the conflict can be lawfully targeted. In non-international armed conflict,
members of state armed forces can be lawfully targeted, as can members of
an organised armed group of a party to the conflict** when their continuous
function is to directly participate in hostilities.*
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Persons who do not fall within these categories are civilians and are entitled
to protection against direct attack. There is one exception to this, however.
Civilians directly participating in hostilities become legitimate targets of
attack, but only for the duration of their direct participation. In order to
qualify as direct participation in hostilities, a civilian’s specific act must be on
a spontaneous, sporadic or unorganised basis and meet the following three
cumulative criteria:*®

1. The act must be likely to adversely affect the military operations or
military capacity of a party to an armed conflict or, alternatively, to
inflict death, injury or destruction on persons or objects protected
against direct attack

2. There must be a direct causal link between the act and the harm
likely to result either from that act, or from a co-ordinated military
operation of which that act constitutes an integral part

3. The act must be specifically designed to directly cause the required
threshold of harm in support of a party to the conflict and to the
detriment of another.

Measures in preparation of a specific act of direct participation in hostilities,
and the deployment to and the return from the location of the act also form
an integral part of that act.’” When civilians cease their direct participation in
hostilities, they regain full civilian protection against direct attack.®

As for military objectives, they are defined as follows: the object to be
attacked must, by its nature, location, purpose or use, contribute effectively
to the military action of the enemy and its partial or total destruction, capture
or neutralisation, and must offer — in the circumstances ruling at the time —a
definite military advantage. Any object that does not fall under the definition
of a military objective is a civilian object and must not be attacked.

Whether or not UAVs actually increase the likelihood of attacks, their
operators must comply with these clear IHL prohibitions on attacking civilian
persons or civilian objects.

Indeed, civilians who are near a legitimate target are often victims of
inevitable side-effects of an attack on it. While it is legally accepted that
civilian persons and objects may be incidentally harmed in this way, the
IHL rule of proportionality dictates that ‘incidental loss” of civilian life or
property must not be excessive in relation to the concrete and direct military
advantage anticipated from an attack against a military objective. Attacks
that do not comply with the rule of proportionality are forbidden.*®
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In addition, precautions must be observed by all parties to an armed conflict
in order to avoid or at least minimise such incidental effects. Some of the
rules on these precautions are addressed below.

Extraterritorial Targeting of Persons
Over recent years, questions have also been raised about the lawfulness of
extraterritorial targeting of persons with UAVs.?°

As seen above, members of organised armed forces or groups whose
continuous function is to conduct hostilities on behalf of a party to an armed
conflict can be lawfully targeted. Despite the fact that only combatants
are explicitly authorised under IHL to directly participate in hostilities, the
reality is that civilians often do so as well. For such time as they are directly
participating in hostilities, they lose their protection against direct attack.

Of course, to determine the lawfulness of extraterritorial targeting by a UAV,
it will also be important to examine whether the activities of the targeted
person are committed within an armed conflict (in which case IHL applies) or
have no link to an armed conflict (in which case international human rights
law applies).

A particular concern relates to the lawfulness of UAV attacks against
persons directly participating in hostilities in connection to a specific non-
international armed conflict?! that has no relation to the state from which
they are carrying out their hostilities. Under one view, that person ‘carries’
an armed conflict with him to that state. In this case, the IHL rules mentioned
above on whom may be lawfully targeted would apply here. The application
of the rule of proportionality would entail that ‘incidental’ harm to civilians
or civilian objects could be lawful when the targeted person is in their midst.
The contrary view, which the ICRC shares,?? is that the person does not ‘carry’
the armed conflict with him to the state from which he or she is participating
in hostilities. In such a case, and in contrast to the first view mentioned
above, the application of armed force against a person in the territory of a
non-belligerent state should be governed by the rules of law enforcement
under international human rights law.?®

There have also been cases in which states have extraterritorially targeted
individuals whose activity, based on publicly available facts, clearly had
no connection to any armed conflict. Here, too, the lawfulness of such an
application of armed force would need to be examined under the same
human rights law standards: lethal force may be used only if other means
are ‘ineffective or without promise of achieving the intended result’.* If
the use of force is unavoidable, the operator must exercise restraint, act in
proportion to the seriousness of the offence and the legitimate objective to
be achieved, minimise damage and injury, and respect and preserve human
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life.?® In light of these strict human rights standards, it has been argued that
the use of UAVs for extraterritorial targeting is almost never likely to be legal
outside of an armed conflict.?®

Feasible Precautions

Because UAVs possess such sophisticated sensors as video and infra-red
cameras and are able to conduct surveillance over a given area for an
extended period of time, they also have the potential to help direct attacks
more precisely against military objectives and thus reduce civilian casualties
and damage to civilian objects. As armed UAVs are crewed by a pilot and
payload operator and are supported in real time by intelligence analysts,
they may be less subject to information overload than, for instance, the pilot
of a conventional single-seat fighter-bomber.

On the other hand, UAVs’ high altitudes and potentially long engagement
ranges can hamper their sensor resolution, posing particular challenges
for complying with the fundamental IHL rule of distinction. Moreover, due
to limitations in intelligence-gathering and depending on the quality of
the information provided by UAV sensors, targets may not be identified
correctly and their activities may be mistakenly identified as having military
significance. Some have argued that abuses are more likely when a person
is disconnected and at a distance from a potential adversary,?” but there is
no evidence that this is true or more frequent in the particular case of UAV
operators.”® The limited capacity of an operator to process a large volume
of data, including contradictory data, at a given time, and the supervision
of more than one system at a time, have also led to questions about the
operator’s ability to fully comply with IHL in those circumstances.

These factors, combined with the difficulty of containing the effects of
explosive ordnance, mean that civilians might sometimes be mistakenly
attacked, and these attacks might sometimes cause excessive incidental
injury or loss of life to civilians and damage or destruction to civilian objects.

According to Article 57 AP | and customary IHL applicable in all types of
armed conflict, in the conduct of military operations, constant care must
be taken to spare the civilian population, civilians and civilian objects. IHL
therefore requires that parties to a conflict take feasible precautions in
carrying out attacks.?® This includes doing everything feasible to verify that
targets are military objectives. This requires paying close attention to the
gathering, assessment and rapid circulation of information on potential
targets, which, in turn, depend on the availability and quality of the party’s
technical resources. A party must use the most effective and reasonably
available means to obtain the most reliable information possible before an
attack. In case of doubt, additional information must be obtained before an
attack is launched.
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In addition, a target’s sudden appearance may make it necessary to strike
within a very short time. In such instances, the need for a rapid reaction
will affect the feasibility of certain precautions, as determining the military
nature of a target and potential incidental damage will require an expedited
analysis. In most cases, those who plan or decide on an attack will base their
decisions on indirect information provided by intelligence or reconnaissance
(human, aerial, satellite or other) operations. UAVs’ enhanced real-time aerial
surveillance possibilities therefore have the potential to widen the range of
precautionary measures that may be taken in advance of an attack.*®

IHL also requires that each party to a conflict take all feasible precautions
in the choice of means and methods of warfare with a view to avoiding,
and in any event minimising, incidental loss of civilian life, injury to civilians
and damage to civilian objects. This can entail restrictions on the timing
or location of an attack, for instance to avoid attacking a military objective
located within a densely populated area if the attack is likely to cause heavy
civilian losses. It can also require choosing the axis of attack least likely to
cause civilian losses. In light of this, consideration must be given to the use of
precision-guided munitions where these are available to the party conducting
the attack. If, through the use of UAVs, operators have an increased ability
to exercise the required caution in the timing, location and precision of an
attack, then UAVs may well — from an IHL point of view — be the preferred
option for certain operations.

Conclusion

While UAVs that support or use force are not prohibited, international law
clearly circumscribes their use. Operators are bound to comply with IHL
or international human rights law, depending on the context. In armed
conflict, their use to support or carry out attacks must conform to IHL rules
of distinction, proportionality and precautions. Outside of armed conflict,
the legality of UAV attacks is subject to the far stricter limits on the use of
force under international human rights law and standards. While these legal
frameworks can help respond to some of the common concerns about the
use of UAVs, they can only be complementary to the growing ethical, moral
and political concerns that we so often hear.

The views expressed in this chapter are those of the author and do not
necessarily reflect those of the ICRC. The author is grateful to Raymond Smith
for his invaluable expertise.
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