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MEXIVHAPOOHOE I'VMAHHWTAPHOE
ITPABO 1 KNBEPOITEPAIIUA BO BPEMA
BOOPY>KEHHDBIX KOH®/IMKTOB

W3JI0KEHUE IT0O3UIIN MKKK

JOKYMEHT IpeficTaB/ieH Pabouelt rpyrire OTKPBITOTO COCTABA [0 BOIIPOCY O JOCTU-
SKeHUsIX B chepe MHDOPMATH3ZAIUU U TEIEKOMMYHUKALIUY B KOHTEKCTE MESKIY-
HaApOJHOM 6e30IacHOCTY ¥ ['pyTiIie MPaBUTETbCTBEHHBIX SKCIIEPTOB 110 BOIIPOCY O
TOOIIPEHN Y OTBETCTBEHHOTO [IOBE/IeHMSI TOCYAAPCTB B KNOEPIIPOCTPAHCTBE B KOH-
TeKCTe MEKYHAPOIHOM 6€30TIacHOCTH.

KPATKOE U3JIO)KEHUE

B coBpeMeHHBIX BOOPYIKEeHHBIX KOHGMINKTax Kubeponepanyu cTanu
peanbHOCTBIO. MeskayHaponHbiii KomuteT KpacHoro Kpecta (MKKK) obec-
IOKOEH MOTeHIUATbHBIMH F'YMaHUTApPHBIMH NOCIeACTBUSMM PACTYIIEero
KCIIONh30BaHUsI K1bepoIepanyii Bo BpeMsi BOOPYKeHHBIX KOH(IUKTOB.

ITo muenno MKKK, Me;RAyHapogHOe ryMmaHUTapHoe npaso (MI'II) orpa-
HUYMBaeT NMpHUMeHeHHe KN0epopysKusl BO BpeMs BOOPY’KEeHHOI'0 KOH-
(buKTa Taxk ke, Kak 1060r0 JPYroro Opy>Kus, CPeCTB U METOOB BefleHUs
BOWHBI — Y HOBBIX, U CTaphIX.

VTBep>KieHHe 0 TpUMeHUMOCTH MIII He TeTUTUMU3UPYET KUOEpBOHHY,
KaK " J11000¥ Jpyro¥ BUJ BOMHBIL JIl060e NpuMeHeHUe rocyapcTBaMu
cuiabl — 6yab To KUGepopysKUe UM KUHEeTUUYECKOe OPYIKHe — MOo—
npeykHeMy perynupyercs YeraBoMm OpraHusanuu O6begquHeHHbIX Hanuii
(OOH) 1 COOTBETCTBYIOIUMU HOPMaMH 0OBIYHOT0 MEJKVHApOZHOT0
npaBa, B YaCTHOCTH 3allpeTOM Ha IIpUMeHeHMe CUJIbl. Me>KIyHapogHble
CIIOPBI IOJIKHBI Pa3pemaTbcsi MUPHBIMU CPEICTBAMU BO BCeX 0071acTaX,
B TOM 4HCJIEe B KUGEPIIPOCTPAHCTBE.

Celiuac KpaiiHe BasKHO, YTOOBI MeKAYHApOAHOe CO00IeCTBO IO TBEPAUIO
npuMeHUMOCTh MI'TI K KubeporepalnusM Bo BpeMsl BOOPY>KeHHBIX KOH-
¢nukToB. MKKK Tak>Ke NpU3bIBaeT HIPOBECTH CPeiU IPAaBUTEIbLCTBEHHbBIX
M UHBIX 3KCIEePTOB 00CysKeHNe TOro, Kak UMeHHO IPUMEeHSI0TCI NMe-
romueca Hopmbl MI'II 1 ABIA0TCA U CYIIeCTBYIOLIYe IIDaBOBble HOPMBI
aZleKBaTHBIMM U JOCTAaTOYHBIMU. B cBa3u ¢ 3TuMm MKKK npusercTrByeT
MeJKIPaBUTEIbCTBEeHHbIE 00CY;KAeHUsI, IPOXOSsIINe B HACTOSIIEE BPEeMSI
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B pPaMKax JIBYX [IPOLIECCOB, CAHKIIMOHNPOBaHHBIX ['eHepanbHOM Accambiieert
OOH.

Co6BITHS MTOCTIeJHUX JIeT II0Ka3bIBAIOT, YTO KHbeponepanuy — Kak CBsI-
3aHHBIe C BOOPYKeHHBIMY KOH(INKTaMH, TaK 1 He UMelollie K HUM OTHO-
[IeHKsT — MOTYT [OAO0PBaTh pPaboTy JKU3HEHHO Ba’KHBIX 00HEKTOB rpak-
JIAHCKOM MHMPACTPYKTYPHI ¥ IIOMeEIIATh IPef0oCTaBIeHNI0 OCHOBHBIX YCIIYT
HaceleHUK. B cuTyanuu BoOpy;KeHHOro KOH(IUKTa 00 beKTHhI Ipask-
JaHCKOM MH(}PACTPYKTYPHI 3aMUINeHbI 0T KubepaTak CyIecTBYOIUMU
nNpuHINamMy 1 Hopmamu MI'II, B 4aCTHOCTY NPUHIMIIAMH IIPOBEJIeHUS
pa3nuyuusi, COpa3MEPHOCTH U IPUHATHA MepP IIPeJOCTOPO’KHOCTH BO BpeMsI
HanajieHus. MTTI Tak>Ke IIpefiOCTaBIIsieT 0CcOOYI0 3aIUTy 60IPHMIIAM M 00b-
eKTaM, HeoOXOAMMBIM JJIs1 BBIKMBaHUS TPasKAAHCKOI0 HaceIeHUsI.

Bo BpeMs BOOPYIK€HHBIX KOH()IMKTOB 3alpeiieHo NpuMeHeHne Krubep-
CcpeJCcTB, KOTOPbIE PACIPOCTPAHSIOTCS HeU30HUpaTEeIbHO U IIPU 3TOM
HAHOCAT Hen30upaTenabHbIH ymep6. C TeXHUYECKON TOUKM 3peHUs,
HEeKOTOpble KNOePHMHCTPYMEHTHI MOKHO IPOEKTUPOBAThH U MCIOIb30BaTh
TaKUM 00pa3oM, YTOObI OHYM HAIPaBISIIMCh IPOTHUB KOHKPETHHIX Iienel
Y HaHOCWJIY BpeJ] KOHKPEeTHBIM 00beKTaM, a He PacIpoCTPaHsIINCh Hen36u-
paTebHO WY NPUYNHSIIN Hen30MpaTelbHbIH yiep6. OfHaKo B KUOepIpo-
CTpPaHCTBe BCE B3aMMOCBSI3aHO, II03TOMY /1000 00BHEKT, IOJKIIOUEHHBIH
K UHTEPHEeTY, MOJKET MOBEPTHYThCSI HaNlaZIeHUIO U3 000 TOYKU MHpa
u KubepaTaka Ha OJHY CUCTEMY MOKET UMETb ITOC/IECTBUS [jii MHOTHX
IPYIruX. B pe3yibTaTe CYIIeCTBYET peanbHasl OMACHOCTH TOrO, YTO IpHU
MPOEKTUPOBAHUU U IPUMEHEHUN KUOEPUHCTPYMEHTOB He OYYT YUTEHbI
HOpMBI MI'TI — mpefHaMepeHHO WJIH 10 OIIMOKe.

TonKoBaHMe rocylapcTBaMu CyIiecTBYIEUX Hopm MIII onpepenur,
B KaKoH cTemeHu MTIII 3amuigaeT OT MOCAeACTBUM Kubepomepanuii.
B yacTHOCTH, roCyAapCcTBa [JOMYKHBI 3aHATH YETKYIO O3UILUI0 OTHOCH -
TeJIbHO CBOEM rOTOBHOCTU TOJIKOBAaTh MIII Tak, uTo6bI y6epeub 06 beKThI
IPa’KaHCKOM MHOMPACTPYKTYPhI OT CEPhe3HBIX MOBPEXKAEHUN U 3aIlIUTUTh
JaHHBIe TPa’KTAHCKOr0 Ha3HauyeHWs. Hannuyne TaKoH MO3UIMU TaKiKe
MOBIMAET Ha OLIeHKY TOr0, JOCTaTOYHO JIU CYIIeCTBYIOIINX HOPM HIIU JKe
TpebyoTCs HOBBIe. ECTM rocyapcTBa COYTYT HEOOXOMUMBIM pa3paboTaTh
HOBBIe HODMBI, OHM JOJI’)KHBI B3ITh 32 OCHOBY U YKPEIIUTh CYIeCTBYIOIIYIO0
npaBoByIo 6a3y, BKiIoyasg MITI.
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BCTVIIIIEHUE

Ocy1iecTBIeHMe KUOEPOIIEPAIII BO BpEMST BOOPY>KEHHBIX KOHMIUMKTOB CTAJO Pealb-
HOCTBIO!. XOTSI TUIIIb HECKOJIBKO roCcygapCcTB Hy6J'II/I‘-IHO IIPU3HAJIVCh B BEIEHUU TaKUX
orepariuii, Bce 60IbIIee YMCIIO CTPaH Pa3BMBAET BOEHHbBINM KUOEPIIOTEHITHA, MCTIOThb—
30BaHKe KOTOPOTO B OYAYIIEM, 110 BCEl BEPOSITHOCTH, OYIeT pacTu.

Kpome Toro, TeXHOJIOTHH IITarHyJ/IN JJajleKo BIleper B pa3pab0oTKe HACTYIIATEIbHbIX
KUOEPCPeICTB: COOBITHS MTOCIENHWX JIET CBUIETEIBCTBYIOT, UYTO Krbeporieparum
MOT'YT OKa3bIBaTh CEPbE3HOE BO3MIEMCTBUE Ha IPAsKIAHCKYI0 MHMPACTPYKTYPY U ITPU-
YMHSATH BPEJ] JTFOSM.

B COOTBeTCTBUU CO CBOMMU IIeJISIMHU, 33[JadaMy 1 MaHAaToM MesKIyHAPOLHBIN
KomuTeT KpacHoro Kpecta (MKKK) B repByio ouepe[ib 03a604UeH HCIIONb30BaHUEM
Kubeporepaii B Ka4yeCTBe CPeJICTBA WIK MeTO/a BeZleHUs1 BOMHBI BO BpeMSsI BOO-
PY’KREHHBIX KOH(PIMKTOB U 3alIUTOU OT MOCJIeNCTBUM KUbeporepalyii, KOTOPYIO
rnpepocrasiseT MITL

MKKK IpUBeTCTBYET MEKIIPABUTENbCTBEHHBIE 0OCYKIEHUS, IPOXOSAIIUE
B HACTOsIIIIee BpeMsI B PAMKaX JIBYX IIPOLIECCOB, CAHKI[MOHUPOBAHHBIX ['eHepanbHON
Accambrieett OOH: Pabouel IpyIibl OTKPEITOrO COCTABA 10 BOIIPOCY O [IOCTUIKEHUSIX
B cdepe MHPOPMATU3ALMHY U TEIEKOMMYHUKALIMY B KOHTEKCTE MeKIYHAPOTHON
6e30macHOCTY 1 [pyIIITEI TPAaBUTETECTBEHHBIX SKCIIEPTOB 10 BOIIPOCY O IOOIIPEHNN
OTBETCTBEHHOI'O [IOBEeHIsI FOCYapCTB B KNOEPIIPOCTPAHCTBE B KOHTERCTE MEXK-
IyHapopHoM 6e30macHoCTH. O6erM IPyIIam IOPYUeHO U3YUUTH, <<KaK MEXKIY-
HapOJHOe IIPaBo IIpUMeHseTCs K Ucronb3oBaHuio VKT rocygapcrBamm> 2. MKKK
nepeZlaeT HAaCTOSIIINI JOKYMEHT o6erM IpyIiaM, YToOBI ofAep>KaTh 00CY KIeHVe
3TOr0 BOIIPOCA FOCYJaPCTBaAMMU.

,HaHHbIﬁ OOKYMEHT OIrPDAHWNYKMBAETCA ITPABOBBIMY VM TYMaHUTAPHBIMU BOIIPOCAMU,
KOTOpbI€ BCTAIOT B CBA3M C BEAEHNEM KH6€pOH€paLI,I/Iﬁ BO BpEMSA BOOPY>KEHHOT'O
KOH(I)J'[I/IKTa. B Hem He pacCMaTprBAIOTCA BOIIPOCHI, KaCaloIyecsd IIPaBOBbIX HOPM,
KOTOpbIE IPMMEHV MBI K KI/I6epOHepaLU/IHM, HEe MMEIOIIVM OTHOIIIEHW S K BOODY-
JKeHHBbIM KOHCl).TH/IKTaM.

! B HacTOsiIIieM JOKYMEHTe BbIpaskeHHe <« Kubeporepariii BO BpeMs BOOPY>KeHHbIX KOHGMIIMKTOB> 060-
3HaYaeT OllepalllH, OCYellleCTBIIsseMble I0CPeACTBOM II0TOKA JAaHHBIX IPOTUB KOMIIBIOTEPA, KOMITBIO-
TePHOM CHCTEMBI MM CeTH JIMG0 APYToro MOAKII0UeHHOr0 K MHTEePHETY YCTPOMCTBA, KOIfia TaKue ore-
PpaIMH UCTIONB3YIOTCS B Ka9eCTBe CPeICTBA MIIM MeTO/ja BefieH!sI BOMHBI B CUTYaI[H BOOPYKEHHOI'O KOH-
drukTa. B Knbeponepanysx UCIONIb3YITCS MHDOPMAIIMOHHO-KOMMYHUKAI[MOHHbIE TeXHOJIOIUH.

2 Pesomroniuy OOH A/RES/73/27, 1. 5; A/RES/73/266, 11. 3.
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1. IIOTEHIIUAJIbHBIE T'YMAHUTAPHBIE
TIOCJIE[CTBUA KUBEPOIIEPALIUM

Bo BpeMst BOOPY>KEHHOT0 KOHMDIMKTa KOeporeparuy BeIyTCs B TIOIIEPsKKY Ore-
paruii ¢ mprMeHeHreM KMHEeTUUECKOTO OPYsKUs MIIH TIapasijIebHo ¢ HUMM. Krbe-
POTIepAIY MTPeJIaTal0T PEeIeH s, KOTOPbIe He MOTYT MPEAJIO’KUTE JPYTIHe CPeCcTBa
Y METOIbI BeJIeHU I BOMHBI, HO OCYIIIeCTBIIEHNe KUOeporepalvi TaksKe COMPSIKEHO
¢ pruckamu. C OJHOM CTOPOHBI, KNbeporepanyy MOTeHI[UATbHO MOTYT II03BOIUTH
CTOpPOHAM B BOOPY>KeHHOM KOHMITUKTE AOCTUUD UX BOEHHBIX IIeJIeH, He TPUYMHSIS
BpeJia TPAsKAAHCKUM JIUIAM U He HaHOCST (bH3UUeCKOro yiiepba rpasKIaHCcKoM nHdpa-
cTpyKTYype. C IPyrov CTOPOHBI, HeflaBHYe KUOeporiepaliyy, B O0TBITUHCTBE CBOEM He
CBSI3aHHBIE C BOOPY>KEHHBIM KOHMDIMKTOM, TOKAa3bIBAIOT, YTO B HAIIle BPEMST aKTOPHI,
obrajarortiyie HOBEUIITMMY KUOEpPCpeICTBaMMU, CITOCOOHBI TOMEITIATh TIPEOCTaBIEHITO
OCHOBHBIX YCITYT TPasKAAHCKOMY HaACEJIEHUIO.

T[TocpencTBOM KMOepOIIeparini BOIIONIYE CTOPOHBI MOTYT IPOHUKHYTE B CUCTEMY
1 cobpaTh, U3 BSITh, U3MEHUTb, 3alIM(PPOBaTh WIN YHUUTOKUTD JaHHbIe. TaksKe BO3-
MOSKHO KCIIONTBb30BaTh B3JIOMaHHY0 KOMIIBIOTEPHYIO CUCTEMY IJIst 3aIyCKa U U3Me-
HEHWUS [IPOLIECCOB, KOTOPbIe OHA KOHTPOIMPYET, UK IJIst MHOTO MAaHUITYINPOBaHUs
STHMM IpoLeccaMi. PaboTa pasHOOOpasHbIX «IIeJIe>, CYIIECTBYIOIINX B PealbHOM
MUpe, — HallpUMeD, IPOMU3BOJCTB, 00BEKTOB MHMPACTPYKTYPHI U TUHUM CBSI3H,
TPAHCIIOPTHOM, IIPAaBUTEIbCTBEHHOM MK (DUHAHCOBOM CUCTEMBI — MOKET OBITH
TMoZlopBaHa, N3MeHeHa WK HapyIieHa. [1ocsie KOHCYIBTAIUM C SKCIIEPTAMU CO BCETO
MUPa Y IIPOBEIEHUST COOCTBEHHBIX UCCIIeNoBaHMM MKKK 0cofeHHO 06eCIIOROeH OTeH-
[[MQJIbHBIMY ['YMAHUTAPHBIMU IOCIENCTBUSIMU KUOEpOIeparinii, HalpaBIeHHbIX
[IPOTYB KU3HEHHO BasKHBIX 00BEKTOB IPasKIaHCKOM MH(PPACTPYKTYPhI, BKITFOUAsT
CUCTEMY 37IpaBOOXPaHeHM I3,

B nocsiefjHue rofibl KubepaTaky 00HasKUIIU YSI3BUMOCTE CUCTEM JKHU3HEO0eCIIeYeH s,
[To coobITeHUSIM, TaKVe HalaIeHUsI IPOMCXOMST BCe Yallle, @ UX [OCJIeICTBUS CTa-
HOBSITCSI BCE TsIKeJlee — U 3T U3MEHEHUSsI IPOUCXOAISAT ObICTpee, ueM OsKUIaTH OKC-
nepTsl. Bosiee TOro, 0 HEKOTOPHIX Belllax HaM IOIPEsKHEeMY M3BECTHO KpariHe MaJlo:
KaKOBBI CaMble IIPOBHHYThIE KOEPCPeCTBA ¥ MHCTPYMEHTEI, Y3Ke CO3IaHHble VWIN
HaXO[SIIVECS B pa3paboTKe; KaK TEXHOJIOTMY MOTYT 3BOJIIOIIMOHUPOBATD; B KaKOM
CTelleHU BeJleHHe Kubeporepanyii BO BpeMsl BOOPY>KeHHBIX KOH(MINKTOB MOKeT
OT/IMUATECSI OT TeHEHIINH, KOTOpble MBI HabMIOaIuy J0 CHX TI0P.

Kpome Toro, eCThb psij OTTaCeHUM, CBA3aHHBIX C 0COOBIMM CBOMCTBAaMU KU6epITpo-
cTpaHcTBa. K npumepy, Kubeporieparini COnpsisKeHbI C PUCKOM SCKATAL[UY CUTYALUH,
KOTOpast MOBJIEYeT 3a COO0M COOTBETCTBYIOIINE T'YMAaHUTAPHBIE MIOCTIELCTBYST, — 10
TOW IIPOCTOM MPUYMHE, YTO CTOPOHE, KOTOPasi TIOfIBEPraeTCsl HATIAZeHHIO, ObIBaeT

3 Cm.: ICRC, The Potential Human Cost of Cyber Operations, 2019: https://www.icrc.org/en/document/potential-
human-cost-cyber-operations.


https://www.icrc.org/en/document/potential-human-cost-cyber-operations
https://www.icrc.org/en/document/potential-human-cost-cyber-operations
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CJIO’KHO TIOHSITH, KaKOBa I1eJIh HallaJjaioIero — cbop pasBeaHHbIX WA TPUUM-
HeHue 60o1ee cepbe3HOTO0 yirep6a. B pe3ybraTe 00BeKT HAlAZEH!s], OXKUAsT CAMOTO
XY/ILIEro, MOKET OTPEarupoBaTh SKeCTUE, YeM He0OX0mMMO. KnbepuHCTPYMEHTHI
TaK>Ke PacpOCTPaHSIIOTCS 0C0OBIM 06pa3oM. Byyuu 3ameicCTBOBaHHBIMUY, OHU
MOTYT OBITH [IEPEHALIENIEHBI MK IITMPOKO UCIIOIh30BAHbI HE TOJIBKO Pa3paboTUNKOM
WJTA MCXOHBIM IT0JIb30BATENIEM, HO U IPYTUMU JIUIIAMU WJIV OPraHU3alsIMU.

2. IPUMEHEHUWE MTITI K KUBEPOITEPAITUSIM
BO BPEMS BOOPY;KEHHBIX KOH®JIMKTOB

MKKK He COMHEBaeTCs, YTO HOpMbI MITI MpYMEHUMBI K KUOepOoriepariyistMm BO BpeMst
BOOPY>KeHHOI'0 KOH(IMKTA 1, COOTBETCTBEHHO, OTPDAaHUUMBAOT MX TaK >Ke, KaK IIpH-
MeHeHwe JTI060Tr0 IPYroro OPy>Kusi, CPELICTB U METOLIOB BEJIEHMSI BOMHBI — U HOBBIX,
U CTapbIX4 ITO CIIpaBe[IMBO BHE 3aBUCHMOCTH OT TOTO, CUMTATh JTU KUOepIpo-
CTPAHCTBO HOBOM chepor BeZleHUsI BOMHBI, aHAJIOTMYHON BO3YXY, 3€MJIe, MODIO
¥ KOCMUYECKOMY ITPOCTPAHCTBY; MHOTO BUzia chepor BefleHN s BOMHBI, TOCKOJIBKY
OHO CO3JaHO YEJIOBEKOM B OTJIMUKE OT [IePEUNCIIEHHBIX BhIIIe IIPOCTPAHCTB, CO3-
JAHHBIX IPUPOJOK; UIIY >Ke He CUUTATh ero cepoli BefeHNs BOMHEI BoBce. [1pu-
HUIMasi IOTOBOPEI B obacTy MITI, rocyapcTBa CTPEMSITCS PEIYINPOBATh KOHMIUKTEI
B HacTosieM U B 6yayIiem. [ocyjapcTBa BKIIOYAIOT B ZOTOBOPEI 110 MI'TI HOPMBI,
KOTOpBIe TIPeBOCXUIIAIOT Pa3paboTKy HOBBIX CPELICTB U METOZIOB BeJieHIsI BOMHBI,
npefrosarast, uro MITI 6ymeT mpuMeHUMO U K HuM. K mpumepy, He 6yas MITI py-
MEHMMO K OYIyINUM CpeICTBAM U METO[laM BeJleHUsI BOMHEI, He ObII0 6bI HE06X0-
IHUMOCTH OIIPeLeNsiTh UX 3aKOHHOCTD B COOTBETCTBUH C CYILIECTBYIOIMMY HOPMaMU
MITI, KaK 3TOro Tpe6yeT CTaThs 36 JJOMOTHUTEIBHOTO IIPOTOKONA I OT 8 MIOHS 1977 T.

STOT BBIBOJ, HAXOAUT PEIIUTEIIbHYIO IOAEP;KKY B KOHCYIBTaTUBHOM 3aK/IIOUeHNU
MesxknyHaponHoro cyna OOH 0THOCUTENBHO 3aKOHHOCTY YI'PO3bl AIePHBIM OPY>KUEM
WY ero NpumMeHeHMs: Cyz HallOMHMUIIL, YTO YCTAHOBJIEHHBIE IIPUHITUIIBI 1 HOPMBI
MTITI, IpMMeHVMEIe B CUTYaIlU BOOPY>KEHHOT'0 KOHMIVKTA, OTHOCSTCSI <«<KO BCEM
opmam BOEHHBIX JIEVICTBHIH M BCEM BHJaM OPY>KUSI>, BRIIIOUask OpysKre OyyIieros.
[To maennto MKKK, mTaHHOe 3aK/II0UYeHVe KaCaeTCs U BeleHUs KH6eponepaqu/’1 BO
BpeMsI BOOPY>KeHHOT'0 KOH(MINKTA.

4 ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2011, 311C/11/5.1.2,
pp. 36—37: https://www.icrc.org/en/doc/assets/files/red-cross-crescent-movement/31st-international-
conference/31-intconference-ihl-challenges-report-11—-5-1-2-en.pdf; MKKK, Mes0yHapodHoe 2yMmaHu-
mapHoe npaso U 8b1308bl COBPeMEHHbIX 800PYHCeHHbIX KOHNIUKMO8, 2015 T., 321C/15/11, . 70—71: https://www.
icrc.org/ru/document/mezhdunarodnoe-gumanitarnoe-pravo-i-vyzovy-sovremennyh-vooruzhennyh-
konfliktov; ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2019,
331C/19/9.7, p. 18: https://rcrcconference.org/app/uploads/2019/10/33IC-IHL—Challenges-report_ EN.pdf.

5 MesrayHapopnHbii cyg OOH (MC), KOHCYIbTaTHBHOE 3aKIIIOUeHe OTHOCUTEIBHO 3aKOHHOCTY YTPO3BI
SIZIlepHBIM OPY>KMEeMMUIIX ero IpMMeHeHud, 8 Ui/ 1996 T, 11. 86.


https://www.icrc.org/en/doc/assets/files/red-cross-crescent-movement/31st-international-conference/31-int-conference-ihl-challenges-report-11-5-1-2-en.pdf
https://www.icrc.org/en/doc/assets/files/red-cross-crescent-movement/31st-international-conference/31-int-conference-ihl-challenges-report-11-5-1-2-en.pdf
http://www.icrc.org/ru/document/mezhdunarodnoe-gumanitarnoe-pravo-i-vyzovy-sovremennyh-vooruzhennyh-konfliktov
http://www.icrc.org/ru/document/mezhdunarodnoe-gumanitarnoe-pravo-i-vyzovy-sovremennyh-vooruzhennyh-konfliktov
http://www.icrc.org/ru/document/mezhdunarodnoe-gumanitarnoe-pravo-i-vyzovy-sovremennyh-vooruzhennyh-konfliktov
https://rcrcconference.org/app/uploads/2019/10/33IC-IHL-Challenges-report_EN.pdf
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MKKK mpyBeTCTBYET TOT (aKT, YTO Bce GOIIbIIIe FOCYAPCTB ¥ MESKIYHAPOIHbIX Opra-
HU3AI[UU TOATBEP’KAAIOT IPUMEHUMOCTH MI'TI K KubeporeparysM BO BpeMst BOO-
PY>KEHHBIX KOH(PIIMKTOB, 1 HafleeTCst Ha 06CYsKIeHMe BOIIPoca O TOM, KaK MMEHHO
npumensieTcss MI'TL 'ocyfapcTBa TakyKe MOI'YT [IPMHSATD PeLlleHNe O BBEJEHWH Orpa-
HUYEHUM Ha KUO6eporeparnuy B IOTIOJTHEHYE K TeM, KOTOPble MOSKHO HAaWTH B ieH-
CTBYIOIMX MOJIOYKEHUSIX TIPaBa, ¥ MOTYT Pa3paboTaTh MOMOTHUTETbHbBIE HOPMBI,
B YaCTHOCTH JIJISl YCUJIEHUST 3T TRl TPasKIaHCKUX JIUI] U TPasKaaHCKOM nHbpa-
CTPYKTYPBI OT MOCIeNICTBUY Kubeporepalivit. C ToUukY 3peHnst MKKK, jiro6bie mpezi-
T10J1araeMble HOBble HOPDMBI JOJIPKHBI B3STh 33 OCHOBY U YKPEIIUTD CYIeCTBYIOIYI0
TIPaBoBYIO 06a3y, BKItouass MITL

B ciyyasix, He IpeyCMOTPEHHBIX CYIIeCTBYIOMUMY HopMamy MI'TI, rpaskgaHCKye
JIVIITA ¥ KOMOATaHThI OCTAIOTCS [I0]] 3alIUTOM TaK Ha3bIBaeMOM OTOBOPKY MapTeHca,
TO €CTh Ha HUX MO-TIPe’KHEMY PaCcIIPOCTPAHSIETCs 3alllUTa U AeNCTBYE IPUHIIUIIOB
MeSKIYHapOLHOTO IIPaBa, BBITEKAIOIIUX U3 YCTAaHOBUBIIIMXCSI 00BIUAEB, IPUHIIUIIOB
T'YMaHHOCTU U TpeOOBaHU OOII[eCTBEHHOTO CO3HAHUSIC.

BasKHO MOJUepKHYTh, UTO NONTBEP;KAEHMe MPUMeHMOCTY MITI K Kubeporepanysim
BO BpeMs1 BOOPY>KEHHOI'0 KOHGMIIMKTA He JIETUTHUMU3NPYET KOePBOMHY U He cofeli-
CTBYET MWINTapU3aLNY KOepIpocTpaHCTBa. Ha camoMm fiete — MI'TI HaylaraeT HeKo-
TOpbIe OTPaHNYeHNs] Ha MWINTApU3aliiio KMOepIpOCTPaHCTRa, 3ampellasi paspaba-
THIBaTh KUOEpPCpeicTBAa BOBHHOTO Ha3HaUeHwsl, KOTOPbIE HapyIIHIY 661 HOPMBI MITI”.

Bornee Toro, noboe prMeHeHYe CUITBL TOCyIapcTBaMu — Oyb To KubepaTaka Min
KUHETWYeCKoe Opy>Kue — MO-TIpesKHeMy peryiaupyeTcs: YeraBom OOH 1 cooTBeT-
CTBYIOIIMMU HOpMaMu 06p1dHOr0 MITI, B YaCTHOCTH 3allpETOM Ha IPUMeHeHUe
CUIBL. Me>KIYHAPOHbIE CIIOPEI JOMKHBL Pa3pelIaThCsl MUPHBIMY CPeICTBAaMU BO
BCex 00J1aCTsIX, B TOM YKCJIe B KMOEPITPOCTPAHCTRE.

3. BAIIIUTA, ITPEJOCTABJISEMASA
CVIIECTBYIOIIVMMM HOPMAMM MI'TI

BeneHre BOOPY>KEHHOTO KOHMIUKTA PETYIUPYIOT MHOTOUUCTIEHHBIE TTOJIOSKEHU ST
0OBIUHOTO TIPaBa 1 CYIIECTBYIOIUX JOTOBOPOB B 06macTy MITL B KubeprpocTpaHCTBe
0Co6eHHO aKTyalbHbI HOPMBI, PETYIUPYIOIIYe BefleHe BOEHHBIX IEMCTBUM. ITU
HOPMBI HallpaBJIeHbI Ha 3aIIUTY IPAsKIAHCKOTO HaCeIeHUsI OT MOC/Ie[CTBUM BOEHHBIX
JeticTBUM. OHU OCHOBAHBI Ha [JIABHOM IIPUHIINIIE — IIPUHIINIIE TPOBEIeHUs Pa3-
JINYUsT, KOTOPBIYM TPeOYET OT BOIOIOIINX CTOPOH BO BCSIKOE BPEMSI TPOBOAUTH Pa3-

6 CM. CT. 1(2) JIOTIOTHUTEIBHOrO ITPOTOKONA I K JKeHeBCKMM KOHBEHIIUsIM OT 8 MIoHS 1977 I. (OT1 I); 1. 9 mpe-
am6yrie! K Taarckovt RoHBeHUww 11 1899 r; 1. 8 mpeamOyIibl K ['aarckov KOHBeHIuM IV 1907 T.

7 Cm.: XeHRepTC, JKaH-Mapu u locBanba-Bek, Jlyusa. 06bluHoe MedxdyHapooHoe 2ymaHumapHoe npaso. Tom I:
Hopmbl. MKKK, 2006 (fanee — O6p1gyHOe MIII). Hopme! 70 ¥ 71. CM. TaksKe CT. 36 JI1 1.
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JIMUKE MEKIY IPasKIaHCKAMU JIMLIAMU M KOMOATaHTaMH1 ¥ MESKIY IPaskIaHCKUMU
Y BOEHHBIMM 06BEKTaMH, a TAKKE OCYILECTBIIATH HallaJeHusl TOJIBKO Ha BOEHHbIE
00BEKTHIS.

HecMOTpsi Ha B3aMMOCBSI3aHHOCTE BCEX 00BEKTOB, XapaKTePHYIO [JIs1 KNOeprpo-
CTPAHCTBA, TIIATeNTbHOE U3yUeHe paboThl KUOEPUHCTPYMEHTOB II0KA3BIBAET, UTO OHU
He Bcerza IeNCTBYIOT Hern36rpaTebHo. MHOrve 13 HeJaBHUX KubepaTak, 0 KOTOPBIX
CO00IIIATIOCH MYOIMYHO, C TEXHUUECKOM TOUKU 3PEeHUs], [0 BCEU BUANMOCTH, HOCHIN
JIOBOJIBHO M30MPATENIbHbIN XapaKTep: OHU OBLIY CIUTAHUPOBAHEI U UCIIONIH30BAHbI
TaK, UTOObI BEIOMPATh KOHKPETHEHIE LI Y HaHECTU Bpefl KOHKPETHHIM 00BEeKTaM,
a He PacIpoCTPaHSATHCsT Hem3bMpaTelbHO WU IIPUUMHATH HeN301paTesbHBIN YITepo.
OZHAKO C[ieaTh TaK, YT06b! OB 3aTPOHYTHI TOJIBKO KOHKPETHBIE 00BEKTHI, MOYKET
6BITH TEXHUUECKU CTIO’KHO, IJIS ITOTO MOSKET IIOTPeb0BaThCsI TIAaTeIbHOE ITTaHU-
pOBaHMe MpU pa3paboTKe U BeleHNU Kubeponepanuii. CienyeT Tak>kKe OTMETUTb,
yTo KMbeporneparys, faske Oyayun TeXHUUeCKH U36MpaTebHOM, CoBceM He 06s13a-
TeJIbHO 3aKOHHA — GV TO B XOZIe BOOPY>KEHHOT0 KOH(MIUKTA WU B CUTYallUY, He
MMeIOIIel K HeMY OTHOIIIEHHS.

[Ipy 3TOM HEKOTOPEIE Y3Ke CYIIeCTBYIONIVE KUOePUHCTPYMEHTHI CIIPOEKTHPOBAHEI
TakUM 06pa3oM, YTO MOT'YT CaMOCTOSITEIIBHO PAaCIIPOCTPAHSITECS ¥ HEM30MPATEeIbHO
BO3[]eICTBOBATH Ha IIIMPOKUM KPYT' KOMIIBIOTEPHBIX CHCTEM. Y 3TO He CITyJalifHOCTE:
CIIOCOOHOCTH K CAMOCTOSITETIBHOMY PacIIPOCTPAHEHMUIO ITPY ITPOEKTUPOBAHUM TaKUX
VHCTPYMEHTOB MOSKET OBITh 3aJI0’KeHa TOJIBKO YMBIIITIEHHO. B KMO6epITpOCTpaHCTBe
BCE B3aMMOCBSI3aHO, TIO3TOMY JTF000M 00BEKT, TIOMKITIOUEHHBIN K UHTEPHETY, MOSKET
TIOZIBEPTHY ThCSI HallaZeHMIO U3 JIF000M TOURY MUpa. Boree TOro, aTaka Ha KOHKPETHYIO
CUCTEMY MO’KeT CKa3aThCsl Ha MHOI'MX JPYTUX CUCTEMAXx U IIPUBECTH K HeM361pa-
TeJTBHBIM II0CTIEACTBUSIM. B pesyibTare CyIIeCTBYeT peasbHasi OlTaCHOCTH TOTO, UTO
TIPY IIPOEKTHPOBAHMY U IIPYMEHEeHNY KUOePUHCTPYMEHTOB He OyIyT yUTeHbI HOPMBI
MITI — mpeHaAMEPEHHO WITU TI0 OITTHOKE.

[MopTBepsRIeHUe TOro, YTo HopMbl MI'TI, B TOM UMCIie IPUHIUIIBI IPOBEJeHUS pa3-
JINYUS, COPAa3MEPHOCTU M IIPUHATUS Mep MPeOCTOPOSKHOCTH, TPUMEHMMBI K Krbe-
porieparusimM Bo BpeMsi BOOPY>KeHHBIX KOH(MIMKTOB, 03Ha4daeT, YTO B COOTBETCTBUU
C CYIIECTBYIOIMMU IOJIOKEHUAMU [IPaBa, CPeIU IIPOYero:

— 3anpemniaroTcs KubepcpencTBa, KOTOPble KBATUGMUIIMPYIOTCS KaK OPY>KUeE U 10
CBOEM IIPUPOJIE SIBNISIOTCST Hen30upaTeTbHbIMUY;

— 3ampeIamTCs HENOCpPeACTBeHHBIE HaMafeHUs Ha IPa’kJaHCKUX JIUIL
U TpaKIaHCKHE 0OBEKTHI, B TOM UKCIIE C UCIONb30BaHNEM KUOEpHETUUECKUX
CPeNCTB Y MeTOZOB Be[leHUsI BOMHBIY;

— 3alpemarnTCs aKThl HAaCUJIUS U YIPO3bl HaCUIKUEM, TIaBHas IeJb

8 Cr. 48 [II1 I; O6BruHOe MI'TI, HOpMEI 1 11 7; MC, KOHCY/IBTaTUBHOE 3aKIIOUeHe MeSKIYHAPOFHOrO Cy/ja OTHO-
CHTEJIBHO 3aKOHHOCTY YI'PO3HI SIIePHBIM OPY>KHEM WJIU €0 IPUMeHeHUs], 8 UIoNs 1996, 1. 78.

9 06b1yHOE MI'TI, HOpMa 71.
0 CT. 48, 511 52 [IT1 I; O6p19H0e MI'TI, HOpMBI 1 1 7.
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KOTOPBIX — TE€PPOPU3UPOBATH IPAsKIAaHCKOE HACeJIeHVe, B TOM YHCJTe KOTVIa OHU
OCYITECTBISIOTCS TIOCPENCTBOM KUOEPHETUUECKUX CPEICTB M METOJ[OB BeIeHUs
BOMHBIY,

3aTpeIalTcs Henm3brpaTebHble HallaleHus, @ UMEeHHO HarlaJieHusl, KOTOphIe
MOPaskaloT BOEHHbBIE 00BEKTHI U TPASKIAHCKUX JIUIL WIIU TPasKIAHCKYE 00BEKTHI
6e3 BCAKOTO Pa3InuMsi, B TOM UKCIIe [TPU MCTIONTb30BaHUN KUOEPHETUUECKUX
CpPE[ICTB ¥ METOJIOB BeJIeHMsI BOMHBI;

3aMpeIaTCcst HecopasMepHbIe HallafeHusl, B TOM YKCIIe TTPY UCITOJIB30BaHUN
KUOEpHETUUECKUXCPEIICTB UJIM MEeTOJIOB Be[eHUs BOMHEL. HecopasamMepHble
HaTlafIeHMsT — 3TO Halla[IeH s, KOTOPbIe, KaK MOSKHO O’KU/]ATh, TIOMTYTHO [TOBJIEKYT
3a co00i1 TOTepY SKU3HU CPeiU IPaskIaHCKOTO HaCeIeHU s, pPAHEHUS TPasKIaHCKUX
Jut, yiriep6 rpasKoaHCKUM 00BeRTaM WIU TO U IPYTOoe BMeCTe, KOTOpbIe ObIu ObI
Ype3MepHbI 10 OTHOIIEHUIO K KOHKPETHOMY U HETIOCPEe[ICTBEHHOMY BOEHHOMY
TIPENMYIIIECTBY, KOTOPOE MpeToiaraeTcsi TaKUM 00pa30oM MONTYUUTES;

BO BpeMsI BOEHHBIX OTI€paIIyii, B TOM UKCIIe TIPU UCTIONB30BAHUM KMOEPHETUUECKUX
CPeIICTB W METOMOB BeIeHMsT BOMHBI, HEOOXOIMMO ITOCTOSTHHO ITPOSIBISITH 3a00TY
0 TOM, UTOOBI ITIAAUTH TPASKIAHCKOE HACEJIEHNE U TPASKIAHCKHE 00BEKTE,

IIOJI>KHBI IPMHUMAThCSI BCE BO3MOYKHBIE MEPBI IIPEOCTOPOKHOCTH, YTOOBI
n36e3KaTh CJIYYalHOrO Bpea MPaskIaHCKUM JINIAM U 00BeKTaM MY XOTs1 Gbl
CBECTH ero K MUHUMYMY IIPH OCYIIIECTBICHNUY HallaJieHU, B TOM YKCJIe KOrma
OHU OCYIIECTBIISFOTCS C UCTIONBb30BaHNEM KMOEPHETUUECKUX CPEIICTB Y METOLIOB
BeJIeHM s BOMHBIY,

3aMpeanTcsa HalaJeHUs Ha 06beKThl, He0OXOqUMEIe JIJIs1 BRISKUBAHUS
IpaskgaHCKOr0 HaCeJIeHMs, UX VHUUTOXKEHWE, BEIBO3 WM MPUBELEHME
B HETOJHOCTH, B TOM YHCJIE TIOCPEICTBOM KCIIOIb30BAHUS KUOEPHETUUECKUX
CpEJICTB ¥ METOIOB BEJIEHUS BOMHBI'S;

HEOOXOIMMO 3aIUINATh U YBAsKATh MEAUITMHCKYE CITY>KOBI, B TOM YKCIIE TTPU
[IPOBEIEHUY KUOeporeparuil BO BpeMsi BOOPY>KEHHBIX KOH(MIMKTOBY,

Cr. 51(2) AT I; O6brun0e MI'TI, HopMa 2.

Cr. 51(4) AT I; O6praH0e MITI, HOpMBI 11 1 12. K HarlafjleHUsIM Hen36MpaTeIbHOrO XapaKTepa OTHOCSTCS:
a) HaTafIeHwsi, KOTOPbIe He HalIPaBJIeHbl HA KOHKPETHBIM BOEHHBIN 00beKT; 6) HallaZeHusI, TP KOTOPhIX
TIPUMEHSIIOTCSI MeTOZIbI WM CPEJICTBA BeJIeHUsI BOEHHBIX IEMCTBUM, KOTOPbIe HEBO3MOYKHO HAallPAaBUTh Ha
KOHKDETHBIH BOEHHBIN 00BbeKT; WX B) HallafleH!sI, [IPY KOTOPBIX UCIIONb3YIOTCS METOIbI MIIK CPeLCTBA
BeJleHNsI BOGHHBIX JIeMCTBUH, [IOC/IEACTBYSI IPUMEHEHNS] KOTOPBIX He MOI'YT ObITh OrPaHIYeHbI, KaK TOr0
TpebyeT MI'TI; COOTBETCTBEHHO, B KasKIOM TAaKOM CJIy4ae 9TH HAIAeHUs [T0PasKAl0T BOEHHbIE 06BEKTHI
Y IPasKJJAaHCKUX JIUI] WK TPASKIAHCKUE 00BeKTHI €3 pas3uuusl.

Cr. 51(5)(b) u 57 AT I; O6bruHO0e MI'TI, HOpMa 14.

Cr. 57 [T I; O6p1aHOE MI'TI, HOpMBI 15—21.

CT. 54 I T; CT. 14 JIONOMTHUATEIBHOr0 MpoToKoa 11 K JKeHeBCKUM KOHBEHIIUSIM OT 8 MIoHS 1977 I. (II1 II);
06bryHOe MITI, HOpMA 54.

CM., HaIIPUMeD, CT. 19 JKeHeBCKOM KOHBEHIIUH 00 YITYUIIeHNY YIaCTH PAHEHbIX U GOJTBHBIX B IEUCTBYIOIUX
apMUSIX OT 12 aBrycTa 1949 I. OKK I); cT. 12 JKeHeBCKOM KOHBEHIIMY 00 YIyUIlleHNN YYaCTH paHeHbIX,
60TBbHBIX U TOTEPIIEBLINX KOPABIeKPYIIIeHNEe U3 COCTaBa BOOPY>KEHHBIX CHIT Ha MODE OT 12 aBIYCTa 1949 T.
(OKK 11); cT. 18 YKeHeBCKOV KOHBEHIMH O 3all[UTe IPAasKIAHCKOr0 HaceleH!s BO BpeMsl BOMHEI OT 12 aBrycTa
1949 . (KK 1V); cT. 12 AT1 I; cT. 11 [IT1 II; O6p19HOe MITI, HOpMBI 25, 28 U 29.
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Kpome TOro, Heo6X0AMMO ITPUHUMATD BCE BO3MOYKHbIE MEPHI IPEJOCTOPOSKHOCTH
TSI 3AIIUTHI TPAKIAHCKUX JIUIL ¥ 00BEKTOB OT MOCIECTBUM HallafeHUi, OCYIecT-
BJISIEMBIX [TPU [TOMOITIIY KUOEPHETUYECKUX CPELCTB Y METOJIOB BeJIEHUSI BOMHBL, —
3T0 00sI3aHHOCTh, KOTOPYIO FOCY/IAPCTBA IOJIKHBI BBITIONHSITH Y3Ke B MUPHOE BpeMsi.
MO’KHO PacCMOTPETE TaKVe MepPHI, KaK pasfeseHre BOEHHON U TPasKIaHCKOM Kube-
PUHGPACTPYKTYPBI U CETEN; OTeIeHVE KOMITBIOTEPHBIX CUCTEM, KOTOPBIE UCIIONB3YeT
rpaskaHCKast MHMPACTPYKTYpa SKM3HeobecreueHust, 0T MHTEPHETA; OMpeleieHye
RUOepUHGPACTPYKTYPhL U CETel, KOTOPBIE 00CTY;KUBAIOT 00BEKTHI, HAXOMSIIHECST
1107 0CO00¥ 3aLTUTOM, HAaTIprMep OOIBHUITBIS,

4. HEOBXOIMMOCTD O6CYVINTD, KAK IIPUMEHAETCA MITI

[TonTBepsKIeHYe TOro, yTo MITI mprMeHsIeTCsI K KuOeporeparusiM BO BpeMsi BOOPY-
SKEHHBIX KOH(IIVMKTOB, — BayKHEUIITMH [IEPBBIM IT1ar K TOMY, YTOOBI N36esKaTh Uesio-
BEYECKUX CTPAJIaHNM, KOTOPBIe MOTY'T IIPUHECTH KUOepOIIepariuy, U CBECTH UX
K MUHUMYMY. OnHako MKKK Takske IpH3bIBaeT TOCYIapCTBa paboTaTh Hafl JOCTH-
>KeHreM OOITero IIOHMMAaHMSI TOTO, KaK IPUHITUIIEL ¥ HOpMBI MI'TI IPUMEHSIOTCSI
K Kubepornepanusm. ITo Heo6X0OMMO, IOTOMY UTO B3aMMOCBSI3b BCeX 06bEKTOB
B KUOEPIIPOCTPAHCTBe U ero 110 60JIbIIIel YacTy [[UbPOBOI XapaKTep CO3AAI0T TPy~
HOCTH JI7Is1 TOJIKOBAHMSI OCHOBHBIX [TPHHIIWIIOB U MOHATMM MI'T], KacaroIyxcsl BefeHNs
BOEHHBIX JIEMCTBUM.

B HacTosem fokyMeHTe MKKK xoTen 651 yIenuTh ocoboe BHUMaHWE TPeM U3 MHO-
>KeCTBa Pa3IMUHbBIX [TPOOIIEeM.

HCITIOJIb30BAHUWE KMBEPITPOCTPAHCTBA B BOEHHBIX IIEJIAX U IIOCIEACTBUA
TAKOI'O MCIIOJIb30BAHUA IJIA ETO TPAJKIAHCKOI'O XAPAKTEPA

3a UCKITIOYeHNEM OTHENIbHBIX CeTel BOEHHOrO Ha3HaueHUsl, KUOepIIpOCTPAaHCTBO
WICIIONIB3YeTCsI B OCHOBHOM B I'PasKIaHCKUX IeIsiX. OMHAKO pask/JaHCKHeE U BOEHHBIe
CeTH MOTYT OBITH CBSI3aHbI [IPYT C PYTOM; BOEHHBIE CETH MOTYT HCIIONb30BaTh IPask-
JAHCKYI0 KUOepUHMPACTPYKTYPY: MPOXOASIIIYE 10 MOPCKOMY JHY BOJIOKOHHO-
ONTHUYeCKYe KabeNy, CIIyTHUKY, MapIIPyTU3aTOPBE! M Y3l Y Ha060pOT, rpasKfaHCKUM
TPAHCIIOPT, YIIpaBJIeHre MOPCKMMU II€PEBO3KaMU M BO3AYIITHBIM IBIKEHUEM BCE
6OIIBIIIE 3aBUCSIT OT CITYTHMKOBBIX HABUTAIIVOHHBIX CHCTEM, KOTOPBIE MOTYT UCIIONb-
30BaThCs ¥ BOEHHBIMU. ['DasKJAHCKHE CHCTEMBI MaTepHaIbHO-TEXHIYEeCKOro CHab-
SKEHVsI ¥ OCHOBHBIE IPAyK/JaHCKUE CITY3KOBI KCIIONB3YIOT Te SKe CETH M CUCTEMBI KOM-
MYHVKAIMH, 4epe3 KOTOpbIe IIPOXOIST OT/ie/IbHble COOOIIeHNsT BOBHHOTO XapaKTepa.

CormacHo MTI'TI UCITONh30BaHME IPAsKIAaHCKOT0 06'beKTa B BOEHHBIX IIe/ISIX He JielaeT

7 Cr. 58 JI1 I; O6b1uH0e MITI, HOPMBI 2224,

8 MKKK, Mex0yHapoOHoe 2yMmaHUmapHoe npaso U 8bl308bl CO8peMeHHbIX 800pYHceHHbIX KOHPNUKMO8, 2015 T.,
c.76=77.
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€r0 aBTOMATUYECKU BOEHHBIM 00BERTOM". ECITH 3TO BCE Ke MTPOMCXOLUT, TO TAKOM
00BEKT OOJIBIIIE HE HAXONUTCS TIO] 3aIlIMTOMN 3allpeTa Ha HelloCpeICTBeHHbIe Hara-
JIEHUS Ha IPaskIaHCKUe 00BeKThI. EC/IM ObI UCIIONb30BaHWe KUOEePIIPOCTPAaHCTBa
B BOEHHBIX [I€JISIX TIPUBEJIO K TOMY, UYTO MHOTIME BXOZISIIIME B HETO OOBEKTHI YTPATHIIN
6bI 3aITUTY KaK IPaskIaHCKUE, 3TO CTAJI0 OBl TOBOIOM [IJIsl CEPbe3HOT0 OeCTIOKOMCTBA
¥ MOIIO GBI CYIECTBEHHO MOfIOPBATh KCIIOIb30BaHMe KUOEPIIPOCTPAHCTBA B IPask-
IIAHCKUX IIeJIsIX, KOTOPOe IIprobpeTaeT Bee GoJIblilee 3HAUEHNE B HACTOSIIEE BPEMSI.

[Ipu 3TOM BO BPEMSI BOOPY>KEHHOTO KOHMbIIUKTA, JasKe ECITU OIIPeIeSIEHHBIE 00 BEKTHI
MHOPPACTPYKTYPhI KUOEPITPOCTPAHCTBA YTPAYMBAIOT IIPABO Ha 3aMUTY KaK IPask-
JTAHCKYE 00'bEKTEI, JIF000€e HallaIeHye [TOIPESKHEMY OrPAHMYEHO 3aIIPETOM Ha HEM3-
GUpaTeIbHbIE HAMA/IEHWSs, @ TAKSKE IIPUHITUIIAMY COPa3MEPHOCTHY U IIPUHATUS MEp
[IPEZIOCTOPOKHOCTH IIPU HaTaIeHUK. VIMEHHO M3-3a TaKOM B3aMMOCBSI3aHHOCTHU
IPasKIaHCKMX Y BOEHHBIX CeTel, YTOObI 06eCIeUnTh 3alIUTY IPaskKAaHCKOrO Hace-
JIEHUSI OT TIOCIIeLCTBUM 110001 Krubepornepaliuy, KpaliHe BaskHO OLEHUTD [IPeLo-
JlaraeMbI CJIyYavHbBIN Bpe[l, KOTOPBIM OHA MOSKET HaHEeCTH rPasKIaHCKUM JIMIIaM
¥ 00BEKTaM?.

INIOHATUE «HAITAJEHWE> COITIACHO MI'TI 1 KUBEPOITEPALIMIIA

KpuTHUUeCKH BasKHbIe 06'BEKTHI TPAYKIAHCKON MHMPACTPYKTY DI, TIO3BOJISIOIIIE
IIPeIOCTaBIATH HaceJIeHUI0 OCHOBHBIE YCIIYTH, BCe OOJIbIIE 3aBUCSIT OT IMGPOBBIX
cucTeM. OrpasKaTh TaKyio MHGOPACTPYKTYPY U YCIIYTH OT KUOepaTak WK CITyYaiHOro
yiiep6a mpeiesbHO BasKHO [IIs1 3alIUThHI TPasKJAHCKOTO HaceIeHUsI.

MITI ipelycCMaTPUBAET 3aNTUTY KOHKPETHBIX 00BEKTOB MHMPACTPYKTYPBI, TAKUX
KaK MeJUIIMHCKIE CITY>KObI ¥ 00BeKTEI, HEOOXONVMBIE [Tt BBIXKUBAHUS IPasKIaH-
CKOI'0 HacCeJIeHUs, He3aBYMCHMO OT THIIA Ollepaliviy, KOTOpask MOXKET [IPUUYUHUTD
UM Bpe?. OfHaKo OONBITMHCTBO HOPM, BBITEKAIONIUX U3 TIPHUHITUIIOB POBENEHUS
Pa3NIuyuyisi, COPAa3MEPHOCTY U IIPUHSTUSI Mep IIPeoCTOPOXKHOCTH (KOTOphIe 06e-
CIIEYMBAIOT OOIIYIO 3AIUTY TPAsKIAHCKUX JIUI] ¥ 00BEKTOB), IPUMEHUMBI JTUIITh
K BOEHHBIM OIlepaliyisim, KOTOpble KBATU(DUIIUPYIOTCS KaK «HalaIeHUsI>> COTTIaCHO
OIIpefieNieHuIo, copepsratemycsd B MI'TI?2 CraTed 49 [I1 1 onpenendeT HanageHWs Kak

v CMm. cT. 52(2) [IT1 I; O6bruH0e MITI, HopMa 8 («<UT0 KacaeTcst 00BEKTOB, TO BOEHHBIE 00BEKTHI OrPAaHUUM-
BAIOTCSI TEMU 00BEKTaMMU, KOTOPBIE B CUITY CBOETrO XapaKTepa, PaClloNIoyKeH s, Ha3HaYeHUsI MIIN UCIIOIb-
30BaHUsI BHOCAT 3G DEKRTUBHBIN BKJIAJ B BOEHHbIE NeHUCTBYSI U [TOITHOE WK YaCTUUHOE Pa3pyIleHue,
3aXBaT WM HEUTPAIU3alysi KOTOPBIX MTPY CYIECTBYIONINX B JAHHBIM MOMEHT 00CTOSITeIbCTBAaX JjaeT
sIBHOE BOEHHOE [IPeNMYIIeCTBO>). Bosee ofgpo6HO 06 orpaHnUeHUsIX, HajlaraeMblx MI'TI Ha npeBpa-
meHre 06BeKTOB K16eprHGPAaCTPYKTYPhl B BoeHHbIe 06BeKTHI, cM.: MKKK, MeskIyHapoqHOe I'yMaHU-
TapHOe ITPaBO ¥ BBI30BBI COBPEMEHHBIX BOOPYKEHHBIX KOHMIUKTOB, 2015 T., C. 75.

20 Cm.: ICRC, The Principle of Proportionality in the Rules Governing the Conduct of Hostilities under International
Humanitarian Law, 2018: https://www.icrc.org/en/document/international-expert-meeting-report-principle-
proportionality, pp. 37-40.

2 CM. BBIIIIE TEKCT K CHOCKAM 16 U 15 BBIIIe. «OGBEKTHI, HEOOXOUMBIE JITIsl BbIKUBAHMSI HACETIEHUSI>, HETIb3sI
NOfiBEPraTh HallaleHUIO0, YHUUTOXKATh, BBIBO3UTD MM IPUBOAUTD B HETOSHOCTb.

22 TIoHATHE «HalafleHre>» B cooTBeTcTBUM ¢ MITI, onpefeieHre KOTOporo faeTcs B CT. 49 JI1 I, oTnrnyaeTcs oT


https://www.icrc.org/en/document/international-expert-meeting-report-principle-proportionality
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<«Q@KTBI HaCUINS B OTHOIIEHUU TPOTUBHUKA, HE3aBUCKMO OT TOT'0, COBEPIIIAIOTCS U
OHU TTPY HACTYIJIEHWHY WU TTPU 0O0POHE>> 3,

[To3TOMY BOIIPOC O TOM, HACKOJIBKO IIIMPOKO MJTU Y3KO TOJIKYETCsI TOHSITHE <« Hara-
JeHMe> IIPMMEHUTENIBHO K KUbeporeparnysam, IpeiCTaBIsSeTCsl KpaliHe BasKHBIM
B IUTaHe [IPYMEHMMOCTY 3THX HOPM U B IUIaHe 3aTUTHL, KOTOPYIO OHU IIPefOCTABIISIIOT
TPasKAHCKOMY HaCeIeHUIO Y IPasKIaHCKOM MHGMPACTPYKTYPeE.

[IMPOKO MPU3HAETCs, UYTO Krbeporepariy, KOTOphle, KaK 03KUIAeTCsl, IPUBELYT
K rubenu, paHeHUSIM UK HU3UYECKOMY yirepOy, cormacHo MITI npefCTaBIsIIOT
cobor HamafieHust. [To mHeHMI0 MKKK, Clofja OTHOCSITCS ¥ KUOeporiepariy, KOTOphIe
[IPUUMHSIIOT BpeJ, CBOMMU [TPOTHO3UPYEMBIMU IIPSIMBIMU U «<HEIPSIMBIMU>» (KOC-
BEeHHBIMU) IIOCTIeCTBUSIMU: HAlIpUMeD, KOI7ia MalllieHThl, HaXOfsIIecsl B peaHu-
MaLMOHHOM OT/e/IeHUY O0TBHUIIBI, YMUPAIOT, IIOTOMY YTO 60BHUIA OCTaIach 6€3
3TIEKTPUYECTBA B pe3yIibTaTe KMOepaTaky Ha 3IeKTPOIHEPreTHUECKYI0 CUCTEMY.

[ToMMMO 3TOr0, HallafeH1sl, KOTOPbIe CePbe3HO IIOPHIBAIOT OKa3aHMe OCHOBHBIX
YCIIYT, He 00513aTeNbHO IIPUYWHSS IIPY 3TOM DU3NUECKUH YIIep6, IpeCTaBIIsIIoT
co60¥1 OHY M3 CAMBIX Cephe3HbIX OIIaCHOCTeN IIst TPasKIaHCKYX JIUL. MHeHUsI pac-
XOZISITCSI, OfTHAKO, OTHOCUTENIBHO TOTO, CYUTATh JIM KUOEpOoIepariuio, IpUBO/SIIYIO
K roTepe GYHKIIMOHATBHOCTY 663 MPUUMHEHNsT GU3NUECKOro yirepha, HarnajeHrueM
110 ornpepeneHno MITL

C Touru 3peHVss MKKK, Bo BpeMsi BOOPY>KeHHOT'0 KOH(MIIMKTA Orlepaliysi, HallpaB-
JIeHHasl Ha BBIBEJIEHE U3 CTPOsT KOMITBIOTEpa UM KOMITBIOTEPHOM CETH, SIBIISIETCS
HarafeHreM CoriacHo MITI, He3aBHUCHMMO OT TOr0, KAKUMMU CPEICTBaMU 00BEKT
ObLT BBIBEMIEH U3 CTPOST — KUHETUYECKUMMU UITM KUOEPHETUUECKUMM, ECITM TOM-
KOBaTh [IOHATHE <«<HallaJ[eHre> KaK OTHOCAIeecsd TOJIBKO K OllepalusaM, IPUBO-
ISIIAM K TUOeNY, paHeHUSIM 1 (PU3UUECKOMY ViTiepOy, To Kubeporepariust, KoTopast
HarpaBJieHa Ha HapyIeHue paboThl TPaskKIaHCKOM CeTH (HalpUMeD, SIIeKTPOCETH,
6aHKOBCKOM CUCTEMBbI WM CUCTEMBI CBSI3M) WJIH, KaK MOKHO OKU[[AaTh, BEI3OBET e
HapyIIeHUe CTYYaiHO, MOSKET He MOATIaJaTh O] JeMCTBHUE OCHOBHBIX HOpM MI'TI
TIO 3aITUTE IPAasKIAHCKOr0 HaCeTeHUS U IPaskIaHCKUX 00BeKTOB. Takoe Ype3MepHO
OTPaHUUUTEBHOE TIOHUMAHUe TOHATUS <« HaTlafleHHe> C TPYIOM COITIaCyeTcsi C 00b-
€KTOM U 1IeJIbI0 HOpM MI'TI, Kacarouuxcsl BeeHWsl BOEHHBIX IEUCTBUM. [I03TOMY
YTOOBI 00eCTIEYUTD afIEKBATHYIO 3aIIUTY TPAsKIAHCKOTO HaCceJIeHUsI OT TIOCIeICTBUM

TIOHSITHSL <«<BOOPY’KEHHOe HallaJieHue> B CT. 51 YeraBa OOH (KoTopast siBsieTcs yacThio jus ad bellum), v ero
He CJIefiyeT [IyTaTh C ocIefHNUM. [IoATBep>KeHMe TOro, YTO KOHKPeTHast Kubeporepariysi My THUI Krube-
porieparu rpezcTasisieT cob0i HarafeHue cornacHo MITI, He BCerzia O3Ha4aeT, YTo 3Ta Kubeporepars
6yIeT CYMTaThCsI BOOPYsKEHHbIM HallafieHrIeM B COOTBETCTBHHU C YeraBom OOH.

»  HopMBI, IPYMEHUMBle KOHKPETHO K HallaIeHNSIM, MOKHO HaWTH B TEKCTE, K KOTOPOMY OTHOCSITCSI TIPH-
Me4daHus 10—14 BBIIIe.

2 Cm.: ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2011, p. 37;
MKKK, MexcdyHapoOHoe 2yMaHUMapHoe npaso U 6b1306bl CO8PEMEHHbIX 800PYHeHHbIX KOHGNUKMOS, 2015 T.,
C.72-73.
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Rubeporepariyii, KpariHe BaKHO, YTOObI TOCYIAPCTBA PUILIH K 0O1IEMY TOHUMAHUIO
TIOHATUSA «<HaMafIeHYe>,

JAHHBIE TPAJKJAHCKOI'O HABHAYEHMA U1 [IOHATHE
«I'PAJKITAHCKUE OB BEKTBI»>

BasrHeHIITMe JaHHbIe TPa’KJaHCKOr0 Ha3HaYeHUs], TAKKE KaK MeIUIIMHCKYE ¥ 61oMe-
TpUYeCKUe JaHHbIe, JaHHbIe OPIaHOB COITMAIBHOI0 0beciedeH s], HajloroBasi JOKY-
MeHTalusl, 6aHKOBCKYe CUeTa, KINeHTCKYe 6a3bl KOMITAHWUM WM CIIUCKY U30Mpa-
TeJIel U Pe3yNIbTaThl BEIOOPOB, — BayKHBIY 37IEMEHT 0011[eCTBEHHOU SKU3HU B 3II0XY
I1@POBBIX TeXHONOrMM. TaKkue JaHHbIe UMEIOT KIIloueBoe 3HaueHue Iist PYHKIW-
OHUPOBaHUSI OONBIINHCTBA Chep JKU3HU IPakAaHMHA KaK Ha UHIUBUYATIBHOM
YPOBHE, TaK U Ha YPOBHE Bcero obimecTBa. COXpaHEHWE 3TUX BaXKHEUIIINX JJAHHbBIX
IPasKAHCKOr0 Ha3HAYEHUsI CTAHOBUTCSI TIPEIMETOM BCe OOJTbIIIel 03a00UeHHOCTH.

YacTb 0coO0¥ 3alUTHI, TpefocTaBsteMor MITI, pacpoCTpaHseTCst Ha BayKHEMIIIVe
JAHHBIE, HAIPUMep JaHHbIe MEJUIIMHCKUXK YUPESKIEHUM, TOTIaatoIIue oy 00si-
3aTeNIbCTBO YBAsKATh U 3allIUIIATh TAKOTO POLIA YUPEsKIeHU.

B 6071ee MMPOKOM IIaHe IPaskKAaHCKUX JIUI Y IPaskIaHCKUe 00BeKThI 3alUIIAI0T
OCHOBHBIe ITPUHIUIIB! ¥ HOpMBI MI'TI, perynupylonve BefieHrie BOHHBIX JeVCTBUN.
[TosTOMY rOCyZapCTBaM BasKHO IIPUMTH K COIJIACHIO OTHOCUTEIIBHO TOTO, UTO JaHHbIe
IPasKIaHCKOr0 Ha3HaYeHNsI HaXOSITCS T0T, 3alllUTON 3TUX HOPM.

VrasieHVe WK NCKayKeHMe BayKHEUIINX TaHHbIX TPasKIAHCKOTO Ha3HaUeHUsT MOSKET
6BICTPO IIPUBECTY K [TOJTHOM OCTAHOBKe PaboThI [OCYIAPCTBEHHBIX CITY>KO U UaCTHBIX
npennpusTyil. [logobHble felCTBUS MOTYT IPUUYUHUTE IPAsKIAHCKOMY HaceIeHUIO
6orblIIie BpeZia, YeM YHUUTOREHYE (DHU3UUECKUX 0OBEKTOB.

Bompoc 0 ToM, SIBISIOTCS IV JAaHHBIE IPa*KAaHCKOr0 Ha3HauYeHVs IPayKIaHCKUMU
06BeRTaMU — U €CJIN [Ia, TO B KaKOM CTelleHU,— ocTaeTcs 6e3 oTBeTa. Kak mpefi-
ctasnseTcs MKKK, yTBepsKIieHe 0 TOM, UTO B HallleM MUPE, 3aBUCUMOM OT [JaHHBIX,
yIaseHVe WU UCKasKeHVe TaKUX BasKHENINX JaHHBIX IPsKaHCKOr0 Ha3HauUeHV s
He 3amnpertaeTcss MITI, ¢ TPyIoM COrIacyeTcst C 00BEKTOM U I1ebio MITL

3ameneHve 6yMasKHBIX JOKYMEHTOB [[U(POBBIMU He JOJI’KHO IPHUBECTU K CHU-
>KEHUIO YPOBHSI 3aIIUTHI, IIPeJoCTaBIsieMort MITI?7. JIuiieHrie BasKHEMIINX TaHHBIX
TPasKAaHCKOTO Ha3HaUeHMs 3alUThI, KOTOPYI0 MI'TI ITpeioCTaBIsIeT IPasKAaHCKUM
o6beKTaM, 03HauasI0 Obl 3HAUUTETBHBIH [TPOOEIT B 3aIUTE.

% CM. IpMMedaHue 16.
26 CM. TeKCT, K KOTOPOMY OTHOCSITCSI IPYMeYaHUsI 10—15 BBIIIIE.

27 MKKK, MesxdyHapodHoe 2yMaHumapHoe npaso U b1308bl COBPeMeHHbIX 800PYHeHHbIX KOH(PIUKMO8, 2015 T.,
c. 76; ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2019, p. 21.
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5. IIPUCBOEHME ITOBEAEHWA B KUBEPIIPOCTPAHCTBE
B IIEJIAX YCTAHOBJIEHUAI OTBETCTBEHHOCTU I'OCYJIAPCTB

KubeprpoCTpaHCTBO JaeT IUIAM U OPraHMU3alUsIM PA3TNYHbIE TEXHUUECKUE BO3-
MO>KHOCTH, [TO3BOJISIIOIIIVE M CKPBIBATh MU TIOLIENTBIBATH CBOIO IMYHOCTD, UTO
CUJIBHO 3aTPYIHSIET IPUCBOEHUE TIOBEJIEHUS. ITO CO3AeT CEPbe3HbIE CTIO’KHOCTH.
Hanprimep, faske BO BpeMsI BOOPY>KeHHOTO KOHGMDIMKTA MITI IPUMEHSIETCST TOTIBKO
K OTIEPAIVSIM, CBSI3aHHBIM C KOH(MINKTOM.

EC/TY HeBO3MOYKHO YCTaHOBUTE OPraHM3aTOpa KMOeporeparuy — U TeM CaMbIM CBSI3b
MesKy Kubeporepariyier ¥ COOTBETCTBYIOMIMM BOOPY>KeHHBIM KOH(MIUKTOM, —
MOSKeT OBITB TPYAHO OIPeeTUTh, IPMMEHVMO JIU K 3TOH onepariy MI'TIL YcTaHOB-
JIeHVe IMYHOCTY OPraHU3aTOPOB KUOepoIepaliiii Tak>Ke NMeeT BaKHOe 3HaueHVe
L7151 [IPUBJIeYEeHMSI K OTBETCTBEHHOCTHU TeX, KTO HapyIllaeT HOPMBI ME3KAYHAPOLHOTO
[IpaBa, B ToM uncie MITL

[ToMMMO 3TOr0, OIYIleHNe, YTO OTBETCTBEHHOCTD 3a COBEPIIIEHMe KMbepaTaK JIerKo
OTPUIIATh, MOYKeT 0CNIabMTh Taby Ha VX MCIIONb30BaHKE U CIellaTh akKTOPOB MeHee
IIeNeTWIBHBIMU B IIJIaHe UX COBEPIIIEHMS B HapyIleHMe MesKIYHAPOJHOIO ITpaBa’.

BoIpoc IpHCBOEHMS MTOBeeHUs He CO3/jaeT, ONHAKO, ITPOOIEMBI [JIS TeX, KTO IIPO-
BOIUT KMOEPOIEPALIUY, PYKOBOLUT UMM WJIK KOHTPOUPYET UX: Y HUX Ha PYyKax
ecTbh Bce (haKThI, YTOOBI OIIPEMIENIUTD, B KAKUX MEKYHAPOIHO-IPABOBBIX PAMKaX
OHU JIEUCTBYIOT U KaKue 00513aTeIbCTBa JOJPKHBI COOMIONAT.

B cooTBeTCTBUU C MEKIYHAPOLHBIM IIPaBOM 'OCYAAPCTBO HECET OTBETCTBEHHOCTD
3a IEVCTBYS, KOTOPBIE MOT'YT OBITH €MY [TPUCBOEHDI, BKITIOUAsi BO3MOSKHBIE HApY-
mreHrsi MI'TI. Crofla OTHOCSITCSI:

— [esiHUS TOCY[JapCTBEHHBIX OPTaHOB, B TOM UKCIIe
BOOPY>KEHHBIX CUJI Y Pa3BeIbIBATENIbHBIX CITY3KO;

— JedHUWd JINL U Op[‘aHPISaH,PIIZ, HaIlpyMep YaCTHBIX KOMHaHI/II\/]I,
YIIOJTHOMOYEHHBIX
roCygapCTBOM BBIIIOJIHATDH (byHKU,I/II/I TOCYyNapCTBEHHBIX BHaCTefI;

—  IesTHUS JIUI] U TPYIIIL, HallpUMep OIOTUeHUH UK TPYIIIT
XaKepOB, AeNUCTBYIOIIUX, M0 CYTH, 110 YKa3aHUSIM I'OCYIapCTBa
WJIU TIOf] €0 PYKOBOJCTBOM MJIM KOHTPOJIEM;

— JesSHMSs YaCTHBIX JIWL] UJIU IPYIII, KOTOPbIe TOCYIapCTBO
MIPU3HAET U IIPUHMMAET KaK CBOU COOCTBEHHBIE™.

8 ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2011, p. 37; ICRC,
International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2019, p. 20.

29 Cm.: O6praHOE MITI, HOpMa 149. CM. TarsKe: Komuccust OOH no mexcdyHapooHomy hpasy, OmeemcmeeHHOCMb
20cydapcme 3a MexcdyHapoOHO-NpoMueonpaeHble 0esiHusl, 2001 I., B YaCTHOCTHU CT. 4—11.
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6. 3AKITIOYEHUE

CyIIeCcTBYeT peasbHasi OIIaCHOCTD TOTO, YTO IIPU UCTIONIB30BaHUN KUOepoIeparyit
B KauecTBe CpPe[ICTBa WY MeToJa Be[JeH!sI BOMHBI BO BPeMSsI BOOPY>KEHHOI'0 KOH-
dnukTa OymeT HaHeceH Bpe[] IPasKIAHCKUM TUIaM. UTOOBI 3aIITUTHUTD IPaskJaHCKOe
HaceJleHVe U IPAasKIaHCKYI0 MHQPPACTPYKTYPY, KpaliHe BasKHO IIPU3HATH, YTO TaKUe
oleparmMy He IPOUCXOLAT B IIpaBoBoM BakyyMe. MKKK HacTOATENIbHO IPU3LIBAET
BCe IOCY/IapCTBa MOATBEPAUTE, YTO MI'TI IprMeHsIeTCst K KubeporiepariusiM BO BpeMsi
BOODY>KEHHBIX KOH(MIIMKTOB, NCXO[s 3 IIOHMMaHMs, YTO TaKoe 0N TBePsKeHNe He
CONEeNCTBYeT MIJIMTApH3alli KMOepIIpOCTPAHCTBA U He IETUTUMU3UPYeT Kubep-
BOMHY.

B T0 >ke Bpemst MKKK monaraet, UTo HeoOXOmqUMO AajbHelee 06CysKeHre — 0Co-
6EHHO Cpefiv rOCY[ApCTB — TOTrO, KaK CIIefyeT TOIKOBATh ¥ NPUMeHATH MITI B Kbep-
mpocTpaHcTBe. CyIIeCcTBYeT HAaCTOsITETbHAsE MOTPEOHOCTh B TAKOM 00CY>KIEHUH,
TIOCKOTBKY TOCYIAPCTBA, PENIAOIe Pa3pabaThiBaTh WK TPUOOpeTaTh — 6yIb TO
TSI HACTYTIAaTeTbHBIX MU 000POHUTETBHBIX I1eIel — KUOEePUHCTPYMEHTHI, KOTOPBIE
KBaTUGUIMPYIOTCS KaK OpPY>KUe, CpefICTBa WK METOLBI Be[IeHMsT BOMHBI, OJI’KHBI
06€eCTeunTh BO3MOKHOCTD MCITOJIE30BAHMST TONOOHBIX MHCTPYMEHTOB B COOTBET-
CTBUM C 00513aTeIbCTBAMU 3TUX TOCYAPCTB B ob6macTut MITIZ,

0O6Cy>RIeHYe 3TOr0 BOITPOCa JOJKHO 6BITH OCHOBAHO Ha [IITy60KOM MOHNMaHWY Iy Tel
Da3BUTHSI KNOEPCPECTB BOEHHOI0 Ha3HaUeHN s, IOTeHIINaTbHBIX TYMaHUTAPHBIX
TIOCTIEICTBUY MX WCIIONB30BaHNUS U 3alUTEI, IIPeJOCTaBIIsIeMON CYIIeCTBYOIINMY
HOpMaMU MpaBa. [ocymapcTBaM HeoOXOMUMO OTIPELIeIUTE, SIBJISIFOTCSI IV IeUCTRYIOIIVe
IIPaBOBbIe HOPMBI a[IeKBATHBIMU Y JOCTATOUHBIMU [JIs1 TOTO, YTOOBI CIIPAaBUTHCS
¢ mpobremMamMu, KOTOPbIe BOSHUKAIOT U3-3a I[U(PPOBOro — 10 OOJIBINIEH YacTh —
XapaKTepa KUOePIIPOCTPaHCTBA ¥ B3aMMOCBSI3aHHOCTY BCeX OOBEKTOB B HEM, HJTU 3K
3T HOPMBI HEOOXOLMMO aJJalITPOBATh K 0COOBIM CBOMCTBAM KMOEPIIPOCTPAHCTRA.
Ecu pa3pabaThiBaTh HOBBIE HOPMBI [JISI 3aITUThI IPAKIAHCKUX JIUI, OT MOCTEACTBUN
Kubeporneparyi WK C JPYTUMU LeIIMU, He0OXOMUMO B3SITh 32 OCHOBY 1 YKPEITUTD
CYIIECTBYIOIIYIO TPaBOBYIO 623y, BKiItodast MI'TL

MKKK prBETCTBYET MESKITPAaBUTENbCTBEHHbIE 00CYsKIEHN S, KOTOPbIe Cefyac mpo-
BOZSITCSI B PAMKaX JIBYX IIPOLIECCOB, CAHKIIMOHUPOBAHHbBIX [eHepanbHON Accambrieeit
OOH, u 671arofjapeH 3a BO3MO>KHOCTh PAcCKa3aTh O CBOEM BUIEHUM BOIIPOCA yUa-
CTBYIOIIYMM B HUX rocygapcrBam. MKKK Tak>Ke rOTOB IIOLEIUThCSA CBOMM OIIBITOM
Y 3HaHUSMU B XOfie TaKUX OOCY’KIIEHMH, eCJIM TOCYLapCTBa COUTYT 3TO LIe7Ieco0-
6pasHbIM.

3 Cm.: ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2019, pp. 28—-29;
ICRC, A Guide to the Legal Review of New Weapons, Means and Methods of Warfare: Measures to Implement Article 36
of Additional Protocol I of 1977, 2006, p. 4; cT. 36 I L.
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INTERNATIONAL HUMANITARIAN
LAW AND CYBER OPERATIONS
DURING ARMED CONEFLICTS

ICRC POSITION PAPER

Submitted to the ‘Open-Ended Working Group on Developments in the Field of
Information and Telecommunications in the Context of International Security’ and
the ‘Group of Governmental Experts on Advancing Responsible State Behaviour in
Cyberspace in the Context of International Security’

EXECUTIVE SUMMARY

Cyber operations have become a reality in contemporary armed conflict. The
International Committee of the Red Cross (ICRC) is concerned by the potential
human cost arising from the increasing use of cyber operations during armed
conflicts.

In the ICRC’s view, international humanitarian law (IHeL) limits cyber
operations during armed conflicts just as it limits the use of any other
weapon, means and methods of warfare in an armed conflict, whether new
or old.

Affirming the applicability of IHL does not legitimize cyber warfare, just as
it does not legitimize any other form of warfare. Any use of force by States —
cyber or kinetic —remains governed by the Charter of the United Nations
and the relevant rules of customary international law, in particular the
prohibition against the use of force. International disputes must be settled by
peaceful means, in cyberspace as in all other domains.

It is now critical for the international community to affirm the applicability
of international humanitarian law to the use of cyber operations during
armed conflicts. The ICRC also calls for discussions among governmental
and other experts on how existing IHL rules apply and whether the existing
law is adequate and sufficient. In this respect, the ICRC welcomes the
intergovernmental discussions currently taking place in the framework of
two United Nations General Assembly mandated processes.

Events of recent years have shown that cyber operations, whether during
or outside armed conflict, can disrupt the operation of critical civilian
infrastructure and hamper the delivery of essential services to the population.
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In the context of armed conflicts, civilian infrastructure is protected against
cyber attacks by existing IHL principles and rules, in particular the principles
of distinction, proportionality and precautions in attack. IHL also affords
special protection to hospitals and objects indispensable to the survival of the
civilian population, among others.

During armed conflicts, the employment of cyber tools that spread and cause
damage indiscriminately is prohibited. From a technological perspective,
some cyber tools can be designed and used to target and harm only specific
objects and to not spread or cause harm indiscriminately. However, the
interconnectivity that characterises cyberspace means that whatever has an
interface with the internet can be targeted from anywhere in the world and
that a cyber attack on a specific system may have repercussions on various
other systems. As a result, there is a real risk that cyber tools are not designed
or used — either deliberately or by mistake — in compliance with IHL.

States’ interpretation of existing IHL rules will determine the extent to
which IHL protects against the effects of cyber operations. In particular,
States should take clear positions about their commitment to interpret IHL
so as to preserve civilian infrastructure from significant disruption and to
protect civilian data. The availability of such positions will also influence the
assessment of whether the existing rules are adequate or whether new rules
may be needed. If States see a need to develop new rules, they should build on
and strengthen the existing legal framework - including IHL.

1. INTRODUCTION

The use of cyber operations during armed conflicts is a reality.! While only a few States
have publicly acknowledged using such operations, an increasing number of States
are developing military cyber capabilities, and their use is likely to increase in future.

Moreover, there have been significant technological advances in offensive cyber
capabilities: in recent years, cyber operations have shown that they can seriously
affect civilian infrastructure and might result in human harm.

In line with its mission and mandate, the International Committee of the Red Cross
(ICRC) is primarily concerned with cyber operations used as means and methods of
warfare during an armed conflict and the protection that international humanitarian
law (THL) affords against their effects.

! In this position paper, the term ‘cyber operations during armed conflicts’ is used to describe operations
against a computer, a computer system or network, or another connected device, through a data stream,
when used as means and methods of warfare in the context of an armed conflict. Cyber operations rely on
information and communication technologies.
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The ICRC welcomes the intergovernmental discussions currently taking place in
the framework of the two United Nations General Assembly mandated processes,
namely the Open-Ended Working Group on Developments in the Field of Information
and Telecommunications in the Context of International Security and the Group of
Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the
Context of International Security. Both groups are mandated to study “how international
law applies to the use of information and communications technologies by States”.?
The ICRC submits this position paper to both groups to support States’ deliberation
on this matter.

This position paper is limited to legal and humanitarian questions arising from the
use of cyber operations during armed conflict. It does not address questions relating
to the legal framework applicable to cyber operations unrelated to armed conflict.

2. THE POTENTIAL HUMAN COST OF CYBER OPERATIONS

During armed conflict, cyber operations have been used in support of or alongside
kinetic operations. The use of cyber operations may offer alternatives that other
means or methods of warfare do not, but it also carries risks. On the one hand,
cyber operations have the potential to enable parties to armed conflicts to achieve
their military aims without harming civilians or causing physical damage to civilian
infrastructure. On the other hand, recent cyber operations — which have been mostly
conducted outside the context of armed conflict — show that sophisticated actors
have developed the capability to disrupt the provision of essential services to the
civilian population.

By means of cyber operations, it is possible for belligerents to infiltrate a system and
collect, exfiltrate, modify, encrypt, or destroy data. It is also possible to trigger, alter
or otherwise manipulate processes controlled by a compromised computer system.
A variety of “targets” in the real world can be disrupted, altered or damaged, such
as industries, infrastructures, telecommunications, transport, or governmental and
financial systems. Based on discussions with experts from all parts of the world and
its own research, the ICRC is particularly concerned about the potential human cost
of cyber operations on critical civilian infrastructure, including health infrastructure?

In recent years, cyber attacks have exposed the vulnerability of essential services. They
are reportedly becoming more frequent and their severity is increasing more rapidly
than experts had anticipated. Moreover, much is unknown with respect to the most
sophisticated cyber capabilities and tools that have been or are being developed, how

> A/RES/73/27, OP 5; A/RES/73/266, OP 3.

3 See ICRC, The Potential Human Cost of Cyber Operations, 2019;available at https://www.icrc.org/en/
download/file/96008/the-potential-human-cost-of-cyber-operations.pdf.


https://rcrcconference.org/app/uploads/2019/10/33IC-IHL-Challenges-report_EN.pdf
https://rcrcconference.org/app/uploads/2019/10/33IC-IHL-Challenges-report_EN.pdf

22 International Humanitarian Law and Cyber Operations during Armed Conflicts

technology may evolve, and the extent to which the use of cyber operations during
armed conflicts might be different from the trends observed so far.

Moreover, the characteristics of cyberspace raise specific concerns. For example, cyber
operations entail a risk for escalation and related human harm for the simple reason
that it may be difficult for the targeted party to know whether the attacker’s aim is
intelligence collection or more harmful effects. The target may thereby react with
greater force than necessary out of anticipation of a worst-case scenario.

Cyber tools also proliferate in a unique manner. Once used, they can be repurposed
and widely used by actors other than the one that developed or used them initially.

3. THE APPLICATION OF IHL TO CYBER OPERATIONS
DURING ARMED CONFLICTS

For the ICRC, there is no question that IHL applies to, and therefore limits, cyber
operations during armed conflict — just as it regulates the use of any other weapon,
means and methods of warfare in an armed conflict, whether new or old.# This holds
true whether cyberspace is considered as a new domain of warfare similar to air,
land, sea and outer space; a different type of domain because it is man-made while
the former are natural; or not a domain as such.

When States adopt IHL treaties, they do so to regulate present and future conflicts.
States have included rules that anticipate the development of new means and
methods of warfare in IHL treaties, presuming that IHL will apply to them. For
instance, if IHL did not apply to future means and methods of warfare, it would not
be necessary to review their lawfulness under existing IHL, as required by Article 36
of the 1977 First Additional Protocol.

This conclusion finds strong support in the International Court of Justice’s Advisory
Opinion on the Legality of the Threat or Use of Nuclear Weapons: the Court recalled
that the established principles and rules of IHL applicable in armed conflict apply
‘to all forms of warfare and to all kinds of weapons’, including ‘those of the future’s
In the ICRC’s view, this finding applies to the use of cyber operations during armed
conflict.

4 ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2011, 311C/11/5.1.2,
pp. 36-37; available at https://www.icrc.org/en/doc/assets/files/red-cross-crescent-movement/31st-
international-conference/31-int-conference-ihl-challenges-report-11-5-1-2-en.pdf; International
Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 2015, 321C/15/11, p. 40; available at:
https://www.icrc.org/en/document/international-humanitarian-law-and-challenges-contemporary-
armed-conflicts; ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts,
2019, 331C/19/9.7, p. 18; available at: https://rcrcconference.org/app/uploads/2019/10/33IC-THL-Challenges-
report_ EN.pdf.

5 International Court of Justice, Legality of the threat or the use of nuclear weapons, Advisory Opinion, 8 July
1996, para. 86.
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The ICRC welcomes that an increasing number of States and international
organizations have affirmed that IHL applies to cyber operations during armed
conflicts and welcomes discussion on how IHL applies.

States may also decide to impose additional limits to those found in existing law and
develop complementary rules, in particular in order to strengthen the protection
of civilians and civilian infrastructure against the effects of cyber operation. In
the ICRC’s view, any new rules need to build on and strengthen the existing legal
framework, including IHL.

In cases not covered by existing rules of IHL, civilians and combatants remain
protected by the so-called “Martens clause”, meaning they remain under the
protection and authority of the principles of international law derived from
established custom, from the principles of humanity and from the dictates of public
conscience.

It is important to underline that affirming the application of IHL to cyber operations
during armed conflict does not legitimize cyber warfare or encourage the
militarization of cyberspace. In fact, IHL imposes some limits to the militarization
of cyberspace by prohibiting the development of military cyber capabilities that
would violate IHL” Moreover, any use of force by States — cyber or kinetic — remains
governed by the Charter of the United Nations and the relevant rules of customary
international law, in particular, the prohibition against the use of force. International
disputes must be settled by peaceful means, in cyberspace as in all other domains.

4. THE PROTECTION AFFORDED BY EXISTING IHL

Existing IHL treaties and customary law provide rules on a number of issues during
armed conflict. In cyberspace, the rules on the conduct of hostilities are particularly
relevant. These rules aim to protect the civilian population against the effects of
hostilities. They are based on the cardinal principle of distinction, which requires
that belligerents distinguish at all times between the civilian population and
combatants and between civilian objects and military objectives, and direct their
operations only against military objectives.?

Notwithstanding the interconnectivity that characterizes cyberspace, a careful

6 See Art. 1(2) of Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the
Protection of Victims of International Armed Conflicts (AP I); paragraph 9 of the preamble to the 1899
Hague Convention (II); paragraph 8 of the preamble to the 1907 Hague Convention (IV).

7 See, among others, Henckaerts and Doswald-Beck (eds), Customary International Humanitarian Law, Vol. I:
Rules, ICRC, Cambridge University Press, Cambridge, 2005 (hereinafter ICRC Customary IHL Study),
Rules 70 and 71; see also Art. 36 AP .

8 Art. 48 AP I; Rules 1 and 7 ICRC Customary IHL Study. International Court of Justice, Legality of the threat or
the use of nuclear weapons, Advisory Opinion, 8 July 1996, para. 78.
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examination of the functioning of cyber tools shows that they are not necessarily
indiscriminate. Many of the recent cyber attacks that have been reported in public
sources appear to have been rather “discriminate” from a technical point of view:
they have been designed and actually used to target and harm only specific objects
and have not spread or caused harm indiscriminately. Ensuring that cyber operations
affect only the targeted object may, however, be technically challenging and require
careful planning in their design and use. Moreover, it must be noted that a cyber
operation that is technically discriminate is not necessarily lawful, whether during
or outside of an armed conflict.

This being said, some known cyber tools have been designed to self-propagate and
indiscriminately affect widely used computer systems. They have not done so by
chance: the ability to self-propagate needs to be specifically included in the design of
such tools. The interconnectivity that characterises cyberspace means that whatever
has an interface with the internet can be targeted from anywhere in the world.
Moreover, an attack on a specific system may have repercussions on various other
systems and cause indiscriminate effects. As a result, there is a real risk that cyber
tools are not designed or used — either deliberately or by mistake — in compliance
with THL.

Affirming that IHL — including the principles of distinction, proportionality, and
precautions — applies to cyber operations during armed conflicts means that under
existing law, among many other rules:

cyber capabilities that qualify as weapons and are by nature indiscriminate are
prohibited;?

— direct attacks against civilians and civilian objects are prohibited, including
when using cyber means or methods of warfare;*

— acts or threats of violence the primary purpose of which is to spread terror
among the civilian population are prohibited, including when carried out through
cyber means or methods of warfare;"

— indiscriminate attacks, namely those of a nature to strike military objectives and
civilians or civilian objects without distinction, are prohibited, including when
using cyber means or methods of warfare;>

— disproportionate attacks are prohibited, including when using cyber means or

9  Rule 71 ICRC Customary IHL Study.

o Arts 48, 51and 52 AP [; Rules 1 and 7 ICRC Customary IHL Study.

- Art. 51(2) AP I; Rule 2 ICRC Customary IHL Study.

2 Art. 51(4) AP I; Rules 11 and 12 ICRC Customary IHL Study. Indiscriminate attacks are those: (a) which are
not directed at a specific military objective; (b) which employ a method or means of combat which cannot
be directed at a specific military objective; or (c) which employ a method or means of combat the effects

of which cannot be limited as required by international humanitarian law; and consequently, in each such
case, are of a nature to strike military objectives and civilians or civilian objects without distinction.
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methods of warfare. Disproportionate attacks are those which may be expected
to cause incidental loss of civilian life, injury to civilians, damage to civilian
objects, or a combination thereof, which would be excessive in relation to the
concrete and direct military advantage anticipated.s

— during military operations, including when using cyber means or methods of
warfare, constant care must be taken to spare the civilian population and civilian
objects; all feasible precautions must be taken to avoid or at least minimize
incidental civilian harm when carrying out attacks, including through cyber
means and methods of warfare;

— attacking, destroying, removing or rendering useless objects indispensable to
the survival of the population is prohibited, including through cyber means and
methods of warfare;

— medical services must be protected and respected, including when carrying out
cyber operations during armed conflicts.?®

In addition, all feasible precautions must also be taken to protect civilians and
civilian objects against the effects of attacks conducted through cyber means and
methods of warfare, which is an obligation that States must already implement in
peacetime.” Measures that could be considered include, among others: segregating
military from civilian cyber infrastructure and networks; segregating computer
systems on which essential civilian infrastructure depends from the internet; work
on the identification in cyberspace of the cyber infrastructure and networks serving
specially protected objects like hospitals.®®

5. THE NEED TO DISCUSS HOW IHL APPLIES

Affirming that IHL applies to cyber operations in armed conflict is an essential
first step to avoid or minimize the potential human suffering that cyber operations
might cause. However, the ICRC also encourages States to work towards a common
understanding of how IHL principles and rules apply to cyber operations. This is
necessary because the interconnected nature of cyberspace and its largely digital

3 Arts 51(5)(b) and 57 AP [; Rule 14 ICRC Customary IHL Study.
% Art. 57 AP I; Rules 15 - 21 ICRC Customary IHL Study.

5 Art. 54 AP I; Art. 14 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the
Protection of Victims of Non-International Armed Conflicts (AP II); Rule 54 ICRC Customary IHL Study.

6 See, for instance, Art. 19 Convention (I) for the Amelioration of the Condition of the Wounded and Sick in
Armed Forces in the Field (GCI); Art. 12 Convention (II) for the Amelioration of the Condition of Wounded,
Sick and Shipwrecked Members of Armed Forces at Sea (GCII); Art. 18 Convention (IV) relative to the
Protection of Civilian Persons in Time of War (GCIV); Art. 12 AP I; Art. 11 AP II; Rules 25, 28, 29 ICRC
Customary IHL Study.

7 Art. 58 AP I; Rules 22 to 24 ICRC Customary [HL Study.
® ICRC, International humanitarian law and the challenges of contemporary armed conflicts, 2015, p. 43.
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character pose challenges for the interpretation of key IHL principles and concepts
on the conduct of hostilities.

Among the various issues, in this position paper the ICRC emphasizes three.

THE MILITARY USE OF CYBERSPACE AND THE
EFFECT ON ITS CIVILIAN CHARACTER

Except for some specific military networks, cyberspace is predominantly used for
civilian purposes. However, civilian and military networks may be interconnected.
Furthermore, military networks may rely on civilian cyber infrastructure, such as
undersea fibre-optic cables, satellites, routers or nodes. Conversely, civilian vehicles,
shipping and air traffic controls increasingly rely on navigation satellite systems
that may also be used by the military. Civilian logistical supply chains and essential
civilian services use the same web and communication networks through which
some military communications pass.

Not every use for military purposes renders a civilian object a military objective
under IHL.® If it does, however, the object is no longer protected by the
prohibition to direct attacks on civilian objects. It would be a matter of serious
concern if the military use of cyberspace led to the conclusion that many objects
forming part thereof would no longer be protected as civilian objects. This could
lead to large-scale disruption of the ever-increasingly important civilian usage
of cyberspace.

This being said, even if certain parts of the cyberspace infrastructure were no
longer protected as civilian objects during armed conflicts, any attack would
remain governed by the prohibition of indiscriminate attacks and the rules of
proportionality and precautions in attack. Precisely because civilian and military
networks are so interconnected, assessing the expected incidental civilian harm of
any cyber operation is critical to ensure that the civilian population is protected
against its effects.>

THE NOTION OF ‘ATTACK’ UNDER IHL AND CYBER OPERATIONS

Critical civilian infrastructure enabling the provision of essential services
increasingly relies on digitalized systems. Safeguarding such infrastructure and

9 See Art. 52(2) AP I; Rule 8 Customary IHL Study: “In so far as objects are concerned, military objectives
are limited to those objects which by their nature, location, purpose or use make an effective contribution
to military action and whose partial or total destruction, capture or neutralization, in the circumstances
ruling at the time, offers a definite military advantage.” For more details on the limits to cyber
infrastructure becoming military objectives under IHL, see ICRC, International humanitarian law and the
challenges of contemporary armed conflicts, 2015, p. 42.

20 See ICRC, The Principle of Proportionality in the Rules Governing the Conduct of Hostilities under International
Humanitarian Law, 2018, available at https://www.icrc.org/en/document/international-expert-meeting-
report-principle-proportionality, pp. 37-40.
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services against cyber attacks or incidental damage is essential to protect the civilian
population.

IHL provides specific protection for certain infrastructure, such as medical services
and objects indispensable to the survival of the population, regardless of the type
of harmful operation.>» However, most rules stemming from the principles of
distinction, proportionality and precautions — which provide general protection
for civilians and civilian objects — apply only to military operations that qualify
as ‘attacks’ as defined in IHL.22 Article 49 of Additional Protocol I defines attacks
as ‘acts of violence against the adversary, whether in offence or in defence’.>s The
question of how widely or narrowly the notion of ‘attack’ is interpreted with regard
to cyber operations is therefore essential for the applicability of these rules and the
protection they afford to civilians and civilian infrastructure.

It is widely accepted that cyber operations expected to cause death, injury or physical
damage constitute attacks under IHL. In the ICRC’s view, this includes harm due
to the foreseeable direct and indirect (or reverberating) effects of an attack, for
example the death of patients in intensive-care units caused by a cyber operation on
an electricity network that results in cutting off a hospital’s electricity supply.

Beyond this, attacks that significantly disrupt essential services without necessarily
causing physical damage constitute one of the most important risks for civilians.
Diverging views exist, however, on whether a cyber operation that results in a loss
of functionality without causing physical damage qualifies as an attack as defined
in IHL. In the ICRC’s view, during an armed conflict an operation designed to
disable a computer or a computer network constitutes an attack under IHL, whether
the object is disabled through kinetic or cyber means.> If the notion of attack is
interpreted as only referring to operations that cause death, injury or physical
damage, a cyber operation that is directed at making a civilian network (such as
electricity, banking, or communications) dysfunctional, or is expected to cause
such effect incidentally, might not be covered by essential IHL rules protecting the
civilian population and civilian objects. Such an overly restrictive understanding of
the notion of attack would be difficult to reconcile with the object and purpose of
the IHL rules on the conduct of hostilities. It is therefore essential that States find a

2 See text in relation to footnotes 16 and 15 above. With regard to the latter, they must not be attacked,
destroyed, removed or rendered useless.

2 The notion of attack under IHL, defined in Art. 49 of the 1977 First Additional Protocol, is different from and
should not be confused with the notion of ‘armed attack’ under Art. 51 of the UN Charter, which belongs to
the realm of jus ad bellum. To affirm that a specific cyber operation, or a type of cyber operations, amounts
to an attack under IHL does not necessarily mean that it would qualify as an armed attack under the UN
Charter.

23 For rules that apply specifically to attacks, see text in relation to footnotes 10 to 14 above.

2 See ICRC, International humanitarian law and the challenges of contemporary armed conflicts, 2011, p. 37; ICRC,
International humanitarian law and the challenges of contemporary armed conflicts, 2015, pp. 41-42.
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common understanding in order to adequately protect the civilian population against
the effects of cyber operations.

CIVILIAN DATA AND THE NOTION OF ‘CIVILIAN OBJECTS’

Essential civilian data — such as medical data, biometric data, social security data,
tax records, bank accounts, companies’ client files or election lists and records — are
an essential component of digitalized societies. Such data are key to the functioning
of most aspects of civilian life, be it at individual or societal level. There is increasing
concern about safeguarding such essential civilian data.

Some of the specific protection afforded by IHL extends to essential data, such as
data belonging to medical units, which are encompassed in the obligation to respect
and protect such units.”

More generally, the main IHL principles and rules governing the conduct of
hostilities protect civilians and civilian objects.?It would therefore be important for
States to agree on an understanding that civilian data is protected by these rules.

Deleting or tampering with essential civilian data can quickly bring government
services and private businesses to a complete standstill. Such operations could cause
more harm to civilians than the destruction of physical objects. While the question
of whether and to what extent civilian data constitute civilian objects remains
unresolved, in the ICRC’s view the assertion that deleting or tampering with such
essential civilian data would not be prohibited by IHL in today’s data-reliant world
seems difficult to reconcile with the object and purpose of IHL. The replacement of
paper files and documents with digital files in the form of data should not decrease
the protection that IHL affords to them.”” Excluding essential civilian data from
the protection afforded by IHL to civilian objects would result in an important
protection gap.

6. ATTRIBUTION OF CONDUCT IN CYBERSPACE FOR
THE PURPOSES OF STATE RESPONSIBILITY

Cyberspace provides various technical possibilities for actors to hide or falsify their
identity, which increases the complexity of attribution by other actors. This creates
major difficulties. For example, even during armed conflict, IHL only applies to
operations that are linked to the conflict. If the author of a cyber operation — and
thus the link of the operation to an armed conflict — cannot be identified, it may be

> See footnote 16 above.
26 See text in relation to notes 10 to 15 above.

27 ICRC, International humanitarian law and the challenges of contemporary armed conflicts, 2015, p. 43; ICRC,
International humanitarian law and the challenges of contemporary armed conflicts, 2019, p. 21.
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difficult to determine whether IHL is even applicable to the operation. Attribution
of cyber operations is also important to ensure that actors who violate international
law, including IHL, can be held accountable. The perception that it will be easier to
deny responsibility for such attacks may also weaken the taboo against their use —
and may make actors less scrupulous about using them in violation of international
law.28

This being said, attribution is not a problem from the perspective of the actors
who conduct, direct or control cyber operations: they have all the facts at hand to
determine under which international legal framework they are operating and which
obligations they must respect.

Under international law, a State is responsible for conduct attributable to it, including
possible violations of IHL. This includes:

— conduct by State organs, including its armed forces or intelligence services;

— conduct by persons or entities, such as private companies, the State empowered
to exercise elements of governmental authority;,

— conduct by persons or groups, such as militias or group of hackers, acting in fact
on the State’s instructions, or under its direction or control; and

— conduct by private persons or groups which the State acknowledges and adopts
as its own conduct.”

7. THESE PRINCIPLES APPLY WHETHER THE CONDUCT IS
CARRIED OUT BY CYBER OR ANY OTHER MEANS. CONCLUSION

The use of cyber operations as means or methods or warfare in an armed conflict
poses a real risk of harm to civilians. For the protection of the civilian population
and civilian infrastructure, it is critical to recognize that such operations do not
occur in a legal vacuum. The ICRC urges all States to affirm that IHL applies to cyber
operations during armed conflicts, on the understanding that such affirmation
neither encourages the militarization of cyberspace nor legitimizes cyber warfare.

At the same time, the ICRC believes that further discussion — especially among
States — is needed on how IHL should be interpreted and applied in cyberspace. There
is a pressing need for such discussion because States that decide to develop or acquire
cyber capabilities that qualify as weapons, means and methods of warfare — whether
for offensive or defensive purposes — must ensure that these capabilities can be used

28 ICRC, International humanitarian law and the challenges of contemporary armed conflicts, 2011, p. 37; ICRC,
International humanitarian law and the challenges of contemporary armed conflicts, 2019, p. 20.

29 See Rule 149 ICRC Customary IHL Study. See also International Law Commission, Responsibility of States for
Internationally Wrongful Acts, 2001, in particular Articles 4 to 11.
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in accordance with their obligations under THL3° Discussion should be informed by
an in-depth understanding of the development of military cyber capabilities, their
potential human cost, and the protection afforded by existing law. States need to
determine whether existing law is adequate and sufficient to address the challenges
posed by the interconnected and largely digital character of cyberspace, or whether
it needs adaptation to the specific characteristics of cyberspace. If new rules are
to be developed to protect civilians against the effects of cyber operations or for
other reasons, they should build on and strengthen the existing legal framework —
including THL.

The ICRC welcomes the intergovernmental discussions currently taking place in
the framework of two United Nations General Assembly mandated processes and
it is grateful for the opportunity to share its views with the participating States.
The ICRC also stands ready to lend its expertise to such discussions, as States deem
appropriate.

3 See ICRC, International humanitarian law and the challenges of contemporary armed conflicts, 2019, p. 28-29;
ICRC, A Guide to the Legal Review of New Weapons, Means and Methods of Warfare: Measures to Implement Article
36 of Additional Protocol I of 1977, 2006, p. 4; Art. 36 AP L.
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