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FOREWORD

The digital transformation of our world extends to armed conflicts, to people affected by them, and
to people seeking to alleviate the suffering they cause. For humanitarian and medical actors, includ-
ing the International Committee of the Red Cross (ICRC), digital technologies provide extraordinary
opportunities for making our response to peoples’ needs in armed conflicts more efficient and effec-
tive. For example, we use satellite imagery to discover people in need and plan relief operations.
We analyse large amounts of data to identify missing people and reunite them with their families.
We offer a digital space during humanitarian crises for people to store their most important doc-
uments. And medical professionals use digital technologies in many different ways, for instance,
to provide real-time guidance to medical personnel in health facilities behind front lines.

In recent years, however, we have also learnt that the vast opportunities provided by digital technol-
ogies come with risks. Since the onset of the COVID-19 pandemic, cyber operations against hospitals
have disrupted life-saving treatment for patients, and forced doctors and nurses to resort to pen and
paper at a time when their urgent work was needed most. At the beginning of 2022, we discovered
that ICRC servers hosting personal data belonging to more than half a million people worldwide had
been hacked, through a massive and highly sophisticated cyber operation. This put already vulner-
able people - detainees, unaccompanied minors, migrants — at even greater risk. While cyber secu-
rity and data protection have been strategic priorities for the ICRC, this data breach highlighted the
urgency of our work in this area. Protecting personal data, and ensuring the availability and integrity
of our data and systems in the digital space, is essential to assist and protect people in the real world.

To achieve this objective in a digital age we need to be reliable and innovative. For medical per-
sonnel and medical facilities, and for the humanitarian operations of the International Red Cross
and Red Crescent Movement, the red cross and red crescent emblems - a simple red cross or red
crescent painted on the roof of a hospital or vehicle - have long served as a sign of protection. Any
ICRC delegate or Movement colleague can testify to this. I experienced the protective power of the
emblem at first hand in many sensitive situations: for example, when we facilitated the evacuation
of civilians from besieged rural Damascus, Syria, in 2018; when we went into the besieged city of
Taiz, Yemen, in 2017; or over the course of my many visits to the Gaza Strip during or immediately
after the intense fighting of 2014 and 2021.

Is it possible to use this reliable and battle-proven emblem in the digital space? Can we find a way
to digitally mark the assets, services and data of medical and humanitarian operations? How can
we ensure that concepts and solutions derived from international humanitarian law keep pace with
technological developments? And how do we make sure that in future everyone operating in cyber-
space knows that computers marked with a ‘digital emblem’ serve an exclusively medical or human-
itarian purpose and must not be attacked? Every hospital IT system that is spared disruption, and
every humanitarian organization that is able to use all its strength to assist and protect victims of
armed conflict, requires our collective thinking, efforts, and innovation. We need to bring all relevant
stakeholders to the table. In recent years, the ICRC has worked with renowned research institutions,
and a diverse group of experts from throughout the world, to explore possible solutions and analyse
the benefits and risks associated with a ‘digital emblem’. We are proud to share our findings with
you - not as a conclusion of this work but as a basis on which we can build collectively.

I invite you - states, members of the Movement, IT experts working in the medical, humanitarian,
military, and security sectors, and internet organizations - to join the conversation and help us
identify concrete and practical ways to protect medical and humanitarian services against harm -
online as well as offline.
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Robert Mardini

ICRC Director General
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EXECUTIVE SUMMARY

As societies digitalize, cyber operations are becoming a reality of armed conflict. A growing
number of states are developing military cyber capabilities, and their use during armed conflicts
is likely to increase. The ICRC has warned against the potential human cost of cyber operations
in armed conflicts, especially as a result of the destruction or disruption of civilian infrastructure
by cyber means. In particular, the ICRC has raised concerns about the vulnerability of the medical
sector and humanitarian organizations to cyber operations, both having been targeted in recent
years. This report focuses on that particular vulnerability and how to address it.

In its quest for concrete measures to operationalize the protection afforded in cyberspace to cer-
tain medical and humanitarian entities by international humanitarian law, the ICRC decided to
investigate the idea of developing a new signal, digital marker, or other means of identification
for the digital assets of especially protected entities, i.e. a ‘digital emblem’. The idea and objec-
tive of a ‘digital emblem’ are straightforward: for over 150 years, the distinctive emblems (the
red cross and red crescent, and more recently the red crystal) have been used to convey a simple
message: in times of armed conflict, those who wear them, or facilities and objects marked with
them, must be protected against harm. The obligation of all belligerents to respect and protect
medical and humanitarian actors applies online as it does offline.

Since 2020, the ICRC has led a research project - in partnership with the Johns Hopkins Uni-
versity Applied Physics Laboratory (APL) and the Centre for Cyber Trust (CECYT, which is a joint
endeavour of ETH Zurich and the University of Bonn) - to explore the technological feasibility of
developing a ‘digital emblem’. Together with the Australian Red Cross, it also convened a global
group of experts to assess the expected benefits and the risks associated with a ‘digital emblem’,
and the key characteristics that a ‘digital emblem’ would need to present. Participating experts
came from diverse professional, geographic and gender backgrounds. They included representa-
tives of tech and cyber-security companies, former government officials, former cyber operators,
medical and humanitarian experts in information and communications technology (ICT), experts
with backgrounds in criminology and police work, white-hat hackers, and academic scholars.

The research and consultation resulted in the following main takeaways for the ICRC:

In the view of a majority of experts consulted, the benefits expected from a ‘digital emblem’ tend

to outweigh the risks foreseen.
The main benefit expected from a digital emblem is that it would make it easier for
those conducting cyber operations (hereafter called ‘cyber operators’) to identify and
spare protected entities by visualizing and operationalizing legal protections in the ICT
environment. In the ‘fog of war’, this additional signal can have real added value. It will
primarily enhance protection for marked entities against the risk of harm caused by law-
abiding operators; however, it may also have a deterrent effect on malicious ones.
At the same time, digitally marking and identifying medical and humanitarian entities
risks increasing their exposure to harmful operations. The severity of this risk will vary.
‘For sophisticated operators, and even for those with less advanced capabilities, it is already
easy to identify medical or humanitarian organizations in cyberspace; the additional risk
of facilitating their targeting of marked entities may be relatively small. The use of a
‘digital emblem’ might, however, run the risk of greater exposure to operations by less
sophisticated actors who would otherwise not be able to easily identify these targets.
A different risk is the potential misuse of a ‘digital emblem’ to falsely mark military or
otherwise unprotected infrastructure. This risk also exists in the physical domain, and
misuse of the emblem is widely prohibited under domestic laws. A cyber-specific risk
that may pose new challenges is the speed, scale and reach that characterizes the ICT
environment and might enable new types or a greater magnitude of harmful operations.
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A ‘digital emblem’ signals legal protection; thus it cannot be seen as a technical ‘silver bullet’ for
resolving the security challenges faced by protected entities in cyberspace.
Protection against harmful cyber operations requires cyber-security measures to be
implemented by each protected entity. A ‘digital emblem’ cannot replace such measures.
It could, however, supplement them by signalling that the marked entity enjoys special
protection under international law and must be protected against harm.

If developed, a ‘digital emblem’ needs to be easy to deploy, remove, and maintain at scale.
A ‘digital emblem’ would need to be easy to deploy and maintain at low cost. It will have
to be suitable for use and maintenance with minimal resources in places affected by armed
conflict throughout the world, bridging linguistic, technological, resource, and cultural
differences.
To be a viable option, it should be capable of integrating into the existing technological
environment, and capable also of marking different types of assets, services and data. A
‘digital emblem’ should also be easily removable, as that is crucial for addressing possible
security risks. Moreover, it should be adaptable to future technological and infrastructure
developments. For example, it would be important to identify a technological solution for
marking protected data in a ‘cloud’.
A ‘digital emblem’ would need to be deployable under the direction of the competent
authority of any party to an armed conflict.

If developed, a ‘digital emblem’ needs to be ‘visible’ to and easily identifiable and understood
by cyber operators.
It must be possible for a cyber operator to easily identify the presence of a ‘digital emblem’.
Looking for and understanding a ‘digital emblem’ must not be a burden for a cyber
operator.
Operators have emphasized that they should be able to probe for a ‘digital emblem’ without
being identifiable as a potential threat actor.
Ideally, a ‘digital emblem’ should be part of the information that any cyber operator
asks of a system. It needs to be seen early on in an operation and must signal protection
unambiguously.
It should be possible to easily verify the authenticity of a ‘digital emblem’; this is essential
for such an emblem to be respected and trusted.

To ensure proper use, and to prevent and prosecute misuse, a ‘digital emblem’ would need to be
anchored in law and such law enforced by relevant authorities.
An important strength of the existing distinctive emblems is that their form, function, use, and
protection are regulated under international and domestic law, and their misuse prohibited. Dif-
ferent avenues exist for incorporating a ‘digital emblem’ in the international legal framework,
such as:
a new Protocol additional to the Geneva Conventions, to recognize and regulate a ‘digital
emblem’, like the approach taken in 2005 to establish the red crystal emblem
a revision of Annex I of Additional Protocol I, which regulates the use of ‘distinctive signals’
(light and radio signals, electronic identification) or communication (radio communication,
codes), an avenue last pursued by states in 1993.

Irrespective of which avenue is adopted at the international level, it would need to be incorpo-
rated in domestic law and enforced by national authorities.
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THE WAY FORWARD

Based on the research and consultations conducted as part of this project, the generally positive
feedback received from the international group of experts, and the unanimous encouragement of
the International Red Cross and Red Crescent Movement (Movement) “to continue researching
the technical feasibility of a digital emblem ... and assess the benefits of such an emblem”,' the
ICRC will continue research and consultation on a possible ‘digital emblem’. This will require
further work on the technical development, validation and verification of possible solutions
(notably of those proposed by the APL and the CECYT) and consultations with all relevant stake-
holders - in particular, states, National Red Cross and Red Crescent Societies (National Socie-
ties), and internet organizations.

1 See Council of Delegates of the International Red Cross and Red Crescent Movement, Safeguarding
Humanitarian Data (resolution), CD/22/R12.
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INTRODUCTION

As societies digitalize, cyber operations are becoming a reality of armed conflict. The number of
states developing military cyber capabilities continues to grow, and it is expected that the use
of these capabilities during armed conflict will increase.? In recent years, the ICRC has raised
concerns about the vulnerability of the medical sector to cyber operations.3 This risk exists at all
times, but is particularly acute in times of armed conflict, when functional medical systems and
infrastructure are needed most. Similarly, as the ICRC - and other components of the Interna-
tional Red Cross and Red Crescent Movement — continue to expand digitalization of their sys-
tems and operations, there is a real risk that they too may fall victim to hostile cyber operations:
in fact, they already have.4

Against this background, the ICRC has, in recent years, discussed with cyber-security experts
whether and how the internationally recognized symbols of protection for armed forces’ medical
and religious services, authorized medical units, transports and personnel, and certain human-
itarian actors in armed conflict - namely, the distinctive red cross, red crescent and red crystal
emblems - could be reflected in the information and communications technology (ICT) envi-
ronment. In the quest for concrete measures to strengthen the protection afforded to these
entities, the idea of developing a new signal, digital marker, or other means of identification in
cyberspace’ (hereafter, ‘digital emblem’) emerged.

Since 2020, the ICRC has led a research and consultation project® - in partnership with the Johns
Hopkins University Applied Physics Laboratory (APL) and the Centre for Cyber Trust (CECYT,
which is a joint endeavour of ETH Zurich and the University of Bonn) - to explore the technolog-
ical feasibility of developing a ‘digital emblem’. First, the research focused on technical means to
mark and identify the digital assets, services and data of protected entities, militaries, and other
relevant actors in a manner that takes their behaviour and operations into account’.

Second, the ICRC, together with the Australian Red Cross convened a global group of experts to
assess the potential benefits and risks associated with a ‘digital emblem’, in order to enable the
ICRC to make an informed decision on whether or not to recommend to states that they further
consider the idea. Expert consultations were conducted over a period of three months, bringing
together 44 experts from 16 countries. Participating experts came from diverse professional,
geographic and gender backgrounds. They included representatives of tech and cyber-security
companies, former government officials, former cyber operators, medical and humanitarian ICT
experts, experts with backgrounds in criminology and police work, white-hat hackers, and aca-
demic scholars. Consultations were conducted in two plenary meetings, seven consultations in
smaller groups, and a number of bilateral discussions.

2 See UN Open-Ended Working Group, , 2021, para. 16; UN Group of Governmental Experts,
, 2021, para. 7.
3 ICRC, , 2018. Echoing this concern, see also
, Humanitarian Law & Policy Blog,
2020.
4 See ICRC, , 2021.

52

In this report, the terms ‘cyberspace’ and ‘ICT environment’ are used interchangeably.
6 This project has been publicly explained in Rodenhduser et al,
Humanitarian Law & Policy Blog, 2021.


https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf
https://www.icrc.org/en/document/potential-human-cost-cyber-operations
https://blogs.icrc.org/law-and-policy/2020/05/26/call-global-leaders-stop-cyberattacks-healthcare/
https://blogs.icrc.org/law-and-policy/2020/05/26/call-global-leaders-stop-cyberattacks-healthcare/
https://www.icrc.org/en/document/cyber-attack-icrc-what-we-know
https://blogs.icrc.org/law-and-policy/2021/09/16/legal-protection-digital-emblem/
https://blogs.icrc.org/law-and-policy/2021/09/16/legal-protection-digital-emblem/
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The technological research (stage 1) and the expert consultations (stage 2) both aimed at:
examining the concept of a ‘digital emblem’ from operational, technical, legal, military,
humanitarian and policy perspectives
better understanding the potential benefits, risks and challenges associated with a ‘digital
emblem’
identifying the characteristics of a potentially effective ‘digital emblem’
examining different technical solutions for devising a ‘digital emblem’.

This report draws on the research, analysis, consultations and discussions — during both stages
of the project - that was carried out by or took place between the ICRC, researchers at the APL
and CECYT, the Australian Red Cross, and the group of experts. It aims to give a balanced account
of the different views that were expressed on the concept and necessary characteristics of a ‘dig-
ital emblem’, and the benefits and risks associated with it. The report was prepared jointly by the
ICRC and the Australian Red Cross; the annexes were prepared by the CECYT and the APL. Thus,
the findings and recommendations presented do not necessarily reflect the views of research
partners or participating experts.

Chapter 1 of the report introduces the concept of ‘distinctive emblems’ under international
humanitarian law (IHL), and the idea of a ‘digital emblem’. Chapter 2 discusses the main ben-
efits, risks, and challenges associated with a ‘digital emblem’, which were identified primarily
through a series of consultations with a global group of multidisciplinary experts. Chapter 3
presents desirable operational and technical characteristics for a ‘digital emblem’. Chapter 4
contains an initial assessment of the technical solutions considered thus far. Chapter 5 summa-
rizes the main findings and presents possible next steps.
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THE DISTINCTIVE EMBLEMS:
IDENTIFICATION AND PROTECTION
DURING ARMED CONFLICT

In times of armed conflict, the red cross, red crescent and red crystal signal specific legal pro-
tection for certain medical and humanitarian entities.” Distinctive emblems have been used for
over 150 years; a widely accepted legal and policy framework regulates their form, function, use,
and protection.

Ideally, a ‘digital emblem’ would integrate into the existing framework - that is, its functions,
employment, and use should correspond to those defined in IHL for the existing distinctive
emblems. The following sections present an overview of the legal and policy framework in which
a ‘digital emblem’ could function.

THE LEGAL FRAMEWORK

What is the purpose of the distinctive emblems?

A core rule of IHL is that during armed conflict the wounded and sick, and those who tend to
them - authorized medical and humanitarian personnel, and their facilities, units and transports
- must be respected and protected at all times. The obligation to respect and protect medical and
humanitarian personnel and facilities extends to cyber operations conducted within the context
of an armed conflict.®

The distinctive emblems - the red cross and red crescent, and more recently, the red crystal
- were created as signs of protection during armed conflict for armed forces’ medical and reli-
gious services and for authorized civilian medical personnel, units and transports. The emblems
are the visible expression of their protection under IHL. The legal protection provided to those
displaying the emblem lawfully is significant: entities displaying a distinctive emblem must be
respected and protected. Moreover, it is a war crime to “intentionally direc[t] attacks against
buildings, material, medical units and transport, and personnel using the distinctive emblems of
the Geneva Conventions [of 1949] in conformity with international law”.9

The emblems also symbolize the neutral, impartial and independent humanitarian action of the
components of the International Red Cross and Red Crescent Movement (the Movement).x°

These purposes and uses of the distinctive emblems are established by the Geneva Conventions
of 1949 and their Additional Protocols of 1977 and 2005, which provide a comprehensive legal
framework covering who - and under what conditions and circumstances - is entitled to use
the emblems.

7  There is also the distinctive emblem of the red lion and sun. This emblem has, however, not been used
since 1980.

8 ICRC, , 2019; UN Group of
Governmental Experts, , 2021, para. 71(f).

9 Articles 8(2)(b)(xxiv) and 8(2)(e)(ii) of the Rome Statute of the International Criminal Court.

10 The International Red Cross and Red Crescent Movement consists of the International Committee of
the Red Cross, the International Federation of Red Cross and Red Crescent Societies and all National
Red Cross and Red Crescent Societies.


https://www.icrc.org/en/document/international-humanitarian-law-and-cyber-operations-during-armed-conflicts
https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf
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Practical use case of the distinctive emblems

During an armed conflict between the countries of Boronia and Banksia, two Boronian
F-15 fighter planes fly towards a pre-planned military objective. What the pilots do not
know, however, is that operational planners have identified the wrong target. Instead of
the military warehouse they thought they were targeting, the fighter planes’ pilots are
heading towards a hospital in Banksia, an establishment serving a community of 55,000
people.

The pilots reach their objective, and prepare to drop their guided munitions according
to the pre-planned target list. Just before they do so, one pilot notices, on the head-up
display in her cockpit, that the assigned target has something painted on its roof: a large
red cross on a white background, about ten square metres in size. She knows that under
international humanitarian law, medical establishments are protected from attack, and
that the red cross is a sign of that protection. She immediately aborts the attack.

What form do the distinctive emblems take?

Under IHL, the distinctive emblems take the physical form of a red cross, red crescent or red
crystal on a white background. The distinctive emblems must be affixed to or displayed by
or on protected persons, objects or facilities to express, visually, the protection accorded to
them."

[HL also foresees the possibility of using ‘distinctive signals’, including lights, radio or electronic
signals to indicate that an entity is protected.?

Who may use the distinctive emblems?
The following entities are permitted to use the emblems to signal the specific legal protection
afforded them by IHL during armed conflict (i.e. ‘protective use’ of the emblems):
medical services of armed forces
religious personnel and chaplains attached to armed forces
civilian medical units and transports, subject to the authorization of the competent
authority (a state or possibly an ‘armed group’ during an armed conflict).
the ICRC and the International Federation of Red Cross and Red Crescent Societies
(International Federation)
National Societies placed at the disposal of the medical services of armed forces, or assigned
to them.

These entities (hereinafter ‘protected entities’) are permitted to use the emblem, but are not
obliged to do so. Their legal protection against harm is derived from IHL and is not dependent
on displaying the distinctive emblem; in other words, protected entities do not forfeit their legal
protection even when not displaying the emblem or while removing it.

In peacetime, armed forces’ medical services may display the distinctive emblems as a pre-
paratory measure, to ensure that they are in place if or when a conflict breaks out. Moreover,
components of the Movement may use the emblem to identify their units, transports, personnel
and volunteers. This is known as ‘indicative use’ of the emblems.?

11 See articles 38-44 Convention (I) for the Amelioration of the Condition of the Wounded and Sick in
Armed Forces in the Field, 12 August 1949 (First Geneva Convention); article 18

12 See articles 6-9 Annex I to Protocol Additional I to the Geneva Conventions of 1949 : Regulations
concerning identification, as amended on 30 November 1993.

13 When used as an indicative device, the emblem must always be displayed together with the name or the
initials of the Movement component concerned and in small dimensions.


https://ihl-databases.icrc.org/applic/ihl/ihl.nsf/Treaty.xsp?action=openDocument&documentId=D9E6B6264D7723C3C12563CD002D6CE4
https://ihl-databases.icrc.org/applic/ihl/ihl.nsf/Treaty.xsp?action=openDocument&documentId=D9E6B6264D7723C3C12563CD002D6CE4
https://ihl-databases.icrc.org/applic/ihl/ihl.nsf/Treaty.xsp?action=openDocument&documentId=D9E6B6264D7723C3C12563CD002D6CE4
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Who is responsible for enforcing the legal framework regulating the use

of the distinctive emblems?

No single authority is entrusted to regulate, monitor and/or enforce the use or misuse of
the emblems throughout the world. It is each state’s responsibility to regulate the use of the
emblems under domestic law, prevent and suppress misuse, and enforce the protections due
to the emblems, both in peacetime and during armed conflict.* For that purpose, many states
have adopted comprehensive laws on the use of the distinctive emblems and on their protection,
or incorporated related legal norms in domestic law and regulations that include penalties for
misuse.” National Societies and/or the ICRC may help states to fulfil this duty.

A POSSIBLE ‘DIGITAL EMBLEM’

As the distinctive emblems were conceived of for use in the physical domain, no distinctive
emblem (or distinctive signal) exists in the digital domain. The idea of adapting protective
emblems or signals to technological progress, however, is not new: IHL foresees, and states have
made use of, possibilities for introducing new means of identification in the form of ‘distinctive
emblems’ or ‘distinctive signals’ - namely light, radio or electronic signals - to indicate that an
entity enjoys specific protection under THL.

A ‘digital emblem’ could - in pursuit of the same protective purpose as the display of the dis-
tinctive emblems in their physical form — become an additional component in the identification
and protection of medical and certain humanitarian actors during armed conflict. Over the past
decade, this idea has been discussed repeatedly by academic experts and by the ICRC."

Practical use case of a ‘digital emblem’

In the armed conflict between the countries of Boronia and Banksia — mentioned earlier —
Banksia has started developing malware that spreads automatically and affects logistical
software used by Boronia to manage its military supplies. While conducting reconnais-
sance, the Banksian cyber command discovers that the targeted software is more com-
monly used than previously thought, including in systems marked by a ‘digital emblem’.
Upon further investigation, the operators realize that these systems belong to a hospital.

The Banksian cyber command knows that distinctive emblems and signals are signs of
protection. Having been alerted to the use of the software by medical units, thanks to the
‘digital emblem’ and effective reconnaissance, the commander directs programmers to
review procedures and program cyber capabilities with a view to ensuring that no harm
comes to systems marked by a ‘digital emblem’.

14 See articles 53-5¢4 First Geneva Convention.
15 For an overview of such laws, see ICRC, National Implementation of IHL, at

16 See Annex I to Protocol Additional I to the Geneva Conventions of 1949: Regulations concerning
identification, 6 June 1977 (as amended in 1993).

17 See, for instance, Rauscher and Korotkov,

, EastWest Institute, 2011, pp. 30-31; Pilyugin,
Eighth International Forum “Partnership of State Authorities, Civil Society and the Business Community
in Ensuring International Information Security,” 2014; Sutherland et al, The Geneva Conventions and
Cyber-Warfare, 160 The RUSI Journal 2015; ICRC,
, 2015, p. 43; ICRC, , 2018, pp. 4041;

ICRC, , 2021, pp. 27-28; Adriano
Taria, s
Opinio Juris, 2020.


https://ihl-databases.icrc.org/applic/ihl/ihl-nat.nsf/vwLawsByCountry.xsp?xp_topicSelected=GVAL-992BU8
https://ihl-databases.icrc.org/applic/ihl/ihl-nat.nsf/vwLawsByCountry.xsp?xp_topicSelected=GVAL-992BU8
https://www.eastwest.ngo/sites/default/files/ideas-files/US-Russia.pdf
https://www.eastwest.ngo/sites/default/files/ideas-files/US-Russia.pdf
http://www.iisi.msu.ru/UserFiles/File/bayern2014/Forum_1.pdf
http://www.iisi.msu.ru/UserFiles/File/bayern2014/Forum_1.pdf
https://www.icrc.org/en/document/international-humanitarian-law-and-challenges-contemporary-armed-conflicts
https://www.icrc.org/en/document/international-humanitarian-law-and-challenges-contemporary-armed-conflicts
https://www.icrc.org/en/document/potential-human-cost-cyber-operations
https://shop.icrc.org/avoiding-civilian-harm-from-military-cyber-operations-during-armed-conflicts-icrc-expert-meeting-21-22-january-2020-geneva-pdf-en.html
https://opiniojuris.org/2020/10/28/digital-emblems-the-protection-of-health-care-facilities-in-the-cyber-domain-in-the-age-of-pandemics/
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Ideally, a ‘digital emblem’ would enable the marking or identification in cyberspace of a variety

of digital components used by protected entities, such as:

- electronic assets - for instance, servers, computers, smartphones, IoT devices, and
network devices - used by protected entities,

- digital services used by protected entities (e.g. an FTP server to store documents and
VPN, a technical service to manage electronic devices remotely),

— data of protected entities that are stored on IT equipment/servers/clouds (such as data
stored in a commercial cloud), which can include sensitive medical or personal data

- communication (data transfer) between protected devices and servers (such as

communications between an ambulance and a hospital or between an ICRC delegate and

headquarters).

If a new signal or ‘digital emblem’ is developed, it may be necessary to amend existing treaties

to incorporate that new digital marker in the existing legal framework.

No technical solution has been found so far to meet these purposes and the additional require-
ments presented in this report. However, the ICRC - together with its partners - has studied a

number of technical solutions that could be pursued (see Chapter 4 and Annexes 2 and 3).

At a glance: key points to understand the idea of a ‘digital emblem’

What would a ‘digital emblem’ do?

A ‘digital emblem’ would identify the digital components (assets, services, and data) of
protected entities. It would signal that under IHL these entities must not be targeted and
must be protected against harm. It would not provide any other cyber defence or security,
and would signal protection only against disruption and destruction.

Who could use a ‘digital emblem’?

A ‘digital emblem’ could be used by authorized medical and humanitarian actors. The
use of distinctive emblems or signals is regulated by international and domestic law. The
use of a ‘digital emblem’ would be permitted solely for marking infrastructure or entities
that enjoy specific protection and are entitled to use the distinctive emblem under IHL.

When could a ‘digital emblem’ be used?

The distinctive emblems are used in times of armed conflict to signal specific protec-
tion of certain medical and humanitarian entities under IHL. Thus a ‘digital emblem’ is
not envisaged to mark medical and humanitarian facilities outside the context of armed
conflict (except as a preparatory step to ensure protection once conflict breaks out).
Note, however, that members of the Red Cross and Red Crescent Movement may use the
emblem for indicative purposes (i.e. for identification, not for signalling legal protection)
at all times.

How could a ‘digital emblem’ be developed?

As of 2022, no ‘digital emblem’ has been developed. It is the prerogative and responsi-
bility of states to incorporate any additional distinctive emblems or signals in IHL. Thus
the need for a ‘digital emblem’, the technical form it should take, and the framework of
its deployment would need to be agreed upon by states.
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ASSESSING THE BENEFITS, RISKS,
AND CHALLENGES ASSOCIATED
WITH A ‘DIGITAL EMBLEM’

The objective of a ‘digital emblem’ is clear and simple: identify, and thereby protect, the assets,
services and data of authorized medical and humanitarian actors in times of armed conflict.
The ‘digital emblem’ signals legal protection; it does not otherwise contribute to defending the
marked entities.

Therefore, a ‘digital emblem’ cannot be seen as a “technical silver bullet” for resolving the
security challenges faced by protected entities in cyberspace. To protect itself against harmful
cyber operations, every protected entity must implement its own cyber-security measures. A
‘digital emblem’ cannot replace such measures, but could supplement them by signalling that
the marked entity enjoys specific protection under international law and must be spared from
harm and protected against it. However, the use of a ‘digital emblem’, even if it is respected,
would not necessarily provide protection against all kinds of harm: in times of armed conflict
there is a risk of incidental damage to medical or humanitarian operators. For example, while
parties to conflict must respect and protect hospitals and take constant care not to harm them,
it is not necessarily an IHL violation if a clearly marked hospital were to suffer some collateral
damage during an attack on a nearby military objective. Moreover, protected medical facilities
depend on other infrastructure, such as water or electrical systems; and unlike medical facilities,
such infrastructure cannot generally be marked with a distinctive emblem and may be at risk of
being targeted.

A key takeaway from the research and consultation process is the conclusion reached by most
experts that the idea of a ‘digital emblem’ is important and worthwhile. Based on the research
and consultations, a number of key considerations were identified, regarding:

the expected benefits of a ‘digital emblem’

the potential risks associated with the use of a ‘digital emblem’

the key challenges for operationalizing a ‘digital emblem’.

This chapter and Chapter 3 — which summarize the benefits, risks and challenges, and the
technical and operational requirements, respectively — aim to present the main issues identi-
fied during research and raised by the experts during the consultation process. The objective is
to provide a balanced account of the various views expressed on the concept and the necessary
characteristics of a ‘digital emblem’, and on the benefits and risks associated with it. Inevita-
bly, the experts and researchers did not agree on all points. Moreover, the list of considerations
presented in the report is not exhaustive, and the operational and technical requirements set out
here are not the only ways to implement a viable technical solution.
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EXPECTED BENEFITS OF A ‘DIGITAL EMBLEM’

For a majority of the experts consulted in this project, pursuing the development of a
‘digital emblem’ was worthwhile. A majority were of the view that the potential benefits
of a ‘digital emblem’ to mark protected assets, services and data outweighed the potential
risks.

A ‘digital emblem’ may strengthen protection

As they do in the physical world, protected entities in the ICT environment face the risk of being
targeted or incidentally affected by disruptive or destructive operations: in the ICT environment,
this threat originates in cyber operations. A ‘digital emblem’ aims to signal that medical and
humanitarian entities must not be harmed; it has the potential to protect entities from harm
caused by the effects of hostile cyber operations. If a ‘digital emblem’ can reduce the direct
or incidental harm to medical and authorized humanitarian actors, even if only by a small
proportion, the development and deployment of such an emblem would be a worthwhile ini-
tiative, especially in times of armed conflict. Whether or not a ‘digital emblem’ can provide a
net-positive outcome will, however, be context-dependent (i.e. needs to be determined by each
protected entity with regard to the context they operate in, the risks they face and their specific
vulnerabilities); and any assessment in this connection will need to take into account the risk of
the ‘digital emblem’ being misused (see further discussion below).

A ‘digital emblem’ may make it easier for cyber operators to avoid harming
protected infrastructure

For cyber operators that aim to act in compliance with IHL, and avoid direct targeting or inci-
dental harm to medical or humanitarian digital assets, services or data, a ‘digital emblem’ would
clearly be of benefit, helping them to identify, and spare from attack, protected entities. For
instance, it could enable cyber operators to program into malware safeguards aimed at avoiding
direct or incidental harm to protected assets, services or data. While many cyber operators are
already capable of identifying targets, and therefore generally know what sort of entity they are
looking at in the ICT environment, or what type of ICT system the malware they employ will
affect, a ‘digital emblem’ could provide additional help in identifying the digital components of
medical and humanitarian entities that must not be attacked. It could help them avoid mistakes
in reconnaissance (i.e. to verify that a system belongs to a medical or humanitarian facility) or
to correct mistakes in reconnaissance. Moreover, it can be expected that in the future, cyber
operations during armed conflict will be conducted at a fast pace and in the ‘fog of war’, where
deceptive tactics may be one way to defend against such cyber operations. In that context, the
risk of mistakes increases, and this additional signal can have real added value - just like the
physical emblems.

Obviously, the benefit of identifying protected entities more easily, and taking active measure
to spare them from harm, applies to parties to armed conflict that aim to operate within the
confines of the law. In this respect, experts with a military background emphasized, if it can be
expected that the adversary will respect the emblem, there is no reason why the benefits of a
‘digital emblem’ would be different from those of the physical emblem.*

18 The news website BleepingComputer reached out in 2020 to different ransomware groups asking them if
they would stop attacking health organizations during the Covid-19 pandemic. Some of them, like CLOP,
DoppelPaymer, Netwalker, or Nefilim stated that they have never attacked certain types of facilities,
including hospitals and charities, and will continue to not do so. See Lawrence Abrams,

18 March 2020.


https://www.bleepingcomputer.com/news/security/ransomware-gangs-to-stop-attacking-health-orgs-during-pandemic/
https://www.bleepingcomputer.com/news/security/ransomware-gangs-to-stop-attacking-health-orgs-during-pandemic/
https://www.bleepingcomputer.com/news/security/ransomware-gangs-to-stop-attacking-health-orgs-during-pandemic/
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A ‘digital emblem’ would carry over into the ICT environment the signalling of IHL
protections by the existing physical emblems

Today, there is consensus among states that international law applies in the ICT environment
and that ‘international humanitarian law applies only in situations of armed conflict’. A ‘digital
emblem’ could - in step with the ongoing multilateral discussions on the applicability of IHL to
cyber operations - be an effective means of carrying over into the ICT environment and making
visible the protection that existing rules and principles of IHL provide for authorized medical
and humanitarian entities. It could also play a role in adapting the existing rules of IHL to the
challenges posed by cyber operations during armed conflict.

Practically speaking, in times of armed conflict, medical and humanitarian operations must be
respected and protected. In the past, threats against these operations were exclusively kinetic
in nature, such as the wrongful bombing of a hospital. Today, there is also, in addition to these
kinetic threats, a growing risk of cyber operations against medical and humanitarian facilities.
In light of this evolving threat landscape, signalling specific protection should no longer take
place only in physical space (e.g. a red cross, red crescent or red crystal painted on the roofs of
buildings), but should be complemented by a digital signal that operates in the ICT environment.

POTENTIAL RISKS ASSOCIATED WITH THE USE OF A ‘DIGITAL EMBLEM’

Some experts saw greater risks than benefits in the development of a ‘digital emblem’,
particularly the possibility of malicious actors intentionally targeting marked entities and
misusing the emblem. These risks must be carefully considered in the development and
possible use of any technical solution.

The use of the distinctive emblems to signal protected status in times of armed conflict has not
only benefits, but, potentially, risks as well. A number of the identified risks in the ICT envi-
ronment are similar to those that have existed for decades in the physical environment, such as
the increase in exposure, misuse of the emblem, and creation of a false sense of safety. These
risks could be aggravated by the particular speed, scale and reach that characterizes cyberspace.
For instance, marked entities could be targeted from anywhere in the world irrespective of
physical distance, or a large number of marked entities could be targeted simultaneously. Such
cyber-specific risks are different from the risks in the physical environment.

A ‘digital emblem’ could increase the exposure of medical and humanitarian assets,
services and data

One of the main risks associated with the use of a ‘digital emblem’ is the increased visibility,
potentially, of medical and humanitarian assets, services and data. This increased visibility could
further endanger these assets, services and data by facilitating the creation of lists of “soft
targets” that could make targeting by malicious actors easier, or identify marked entities as
especially ‘valuable’. The dangers may be even greater in the ICT environment, where the risk of
harmful cyber operations against medical and humanitarian facilities has grown in recent years.
In cyberspace, digital assets, services and data can be targeted by a variety of actors - including
criminals — who are not in physical proximity of the protected objects; this is not the case in
the physical world. A related cyber-specific risk is the possibility of attacking marked entities
at scale: for example, when a malicious actor is capable of programming malware able or even
designed to harm all entities marked with an emblem.

19 See UN Group of Governmental Experts, , 2021, paras 69 and 71(f). For further discussion on
how IHL applies to cyber operations, see ICRC,
, Position Paper, 2019.


https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf
https://www.icrc.org/en/document/international-humanitarian-law-and-cyber-operations-during-armed-conflicts
https://www.icrc.org/en/document/international-humanitarian-law-and-cyber-operations-during-armed-conflicts
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Facilitating identification and targeting of protected entities is the most prominent risk that
experts associated with a ‘digital emblem’. Some experts added that the severity of this risk will
likely vary, and should be considered in relation to the different threat actors. In the ICT envi-
ronment, there are already many different ways to identify and classify digital assets, services
and data. More sophisticated operators normally have the capabilities to identify medical and
humanitarian digital assets, with or without the ‘digital emblem’; a ‘digital emblem’ may not
significantly facilitate their task, and therefore not significantly increase the risk if they have ill
intent. In contrast, use of a ‘digital emblem’ might risk greater exposure to operations by less
sophisticated actors.

It should be recalled that the risk to protected entities, of being targeted, exists not only in
the ICT environment but also in the physical world. To address this, states have made it a war
crime to ‘intentionally direct attacks against buildings, material, medical units and transport,
and personnel using the distinctive emblems of the Geneva Conventions [of 1949] in conformity
with international law’.>° If a ‘digital emblem’ were to become part of the international legal
framework, this rule would afford protection against cyber attacks as well.

Unauthorized actors could misuse the ‘digital emblem’ or appropriate it

for perfidious purposes

For as long as the ‘distinctive emblems’ have existed, states, non-state actors and individuals
have sporadically misused them to feign protected status under IHL. The risk of such unlawful
conduct would also exist within the context of ICT operations. Anyone could misuse the ‘digi-
tal emblem’ to falsely claim protection under IHL, in the hope of being spared from attack (for
instance, by storing military data on a server marked with the emblem or by operators routing
operations through facilities showing the emblem, pretending that an operation originated in
a medical or humanitarian entity). A ‘digital emblem’ could also be misused for perfidious
operations (such as using the emblem to cover an offensive or criminal operation). Moreover,
depending on the technical characteristics of the solution chosen to potentially develop a ‘digital
emblem’, it may also be technically feasible to unlawfully deploy a ‘digital emblem’ in a broad
range of unprotected digital assets, which would undermine the emblem’s ability to signal any
protection. These different kinds of misuse would not only undermine the credibility and pro-
tective value of the ‘digital emblem’, but would also put medical and humanitarian actors at risk
of targeting.

In contexts in which medical facilities are the target of kinetic strikes in violation of IHL, or
medical personnel unlawfully persecuted, the use of a ‘digital emblem’ in medical devices or
data would risk facilitating the identification and tracking of medical facilities and personnel.

In fact, many of these risks have existed for decades and are addressed in existing rules of IHL
and in the domestic law of many states. For example, under domestic and international law only
specific entities (see section 1 above) are authorized to use the distinctive emblems: all other
use is prohibited. Moreover, IHL prohibits the killing, injuring, or capturing of an adversary by
resort to perfidy.* Misusing the emblem in a perfidious manner constitutes a war crime.?? These
legal frameworks would need to be built on and adapted to address potential misuse in the ICT
environment.

20 Articles 8(2)(b)(xxiv) and 8(2)(e)(ii) of the Rome Statute of the International Criminal Court.

21 Under IHL, perfidy is defined as the misuse of a distinctive emblem to invite the confidence of an
adversary to lead them to believe they are entitled to, or they are obliged to grant, protection under
the rules of THL, with intent to betray that confidence. See article 37(1) Protocol Additional to the
Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of International Armed
Conflicts (Protocol I), 8 June 1977.

22 See article 8(2)(b) of the Rome Statute of the International Criminal Court.
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A ‘digital emblem’ could create a false sense of safety and protection or give a false
impression that unmarked entities are not protected

Protecting medical and humanitarian entities against hostile cyber operations first requires the
taking of concrete cyber-security measures. A ‘digital emblem’ can only be an additional meas-
ure to signal legal protection; it cannot replace other cyber-security actions. This is also clear
from the use of the distinctive emblems in the physical world: often, a medical facility or a build-
ing housing a humanitarian organization will be protected by sandbags or other means, while
also being marked by a distinctive emblem.

Because ICT security requires investment and expertise, there is a risk that some entities might
opt to rely entirely on a ‘digital emblem’ instead of taking other basic security measures. Thus
the ‘digital emblem’ could create a false sense of protection or security. As the possibility cannot
be excluded that malicious actors may use a digital emblem to target protected entities at scale,
a ‘digital emblem’ cannot obviate the need to have adequate cyber-security measures in place.

Several measures can be taken to address and overcome this risk, such as clear communica-
tion that the ‘digital emblem’ has only an added value, concrete advice on the cyber-security
measures that should be taken irrespective of whether an emblem is used, or offering to build
capacities in cyber security for medical and humanitarian entities.

It is also essential to underline that the absence of a distinctive emblem does not necessarily
indicate an absence of protection or suggest that an entity does not enjoy specific protection
under IHL. There is a risk that cyber operators could become negligent in implementing their
obligation to verify the lawfulness of a target: they might probe only for a ‘digital emblem’, and
might wrongly equate the absence of such an emblem with an absence of legal protection. This,
however, is not a cyber-specific risk or challenge. In fact, the distinctive emblems - including,
potentially, their digital versions - can only be the expression or signal of a specific legal pro-
tection; they do not create the legal protection. The protection exists regardless of whether any
emblem is displayed. In times of armed conflict it is prohibited - and is a war crime - to attack
a hospital, irrespective of whether the hospital displays an emblem; and it is prohibited also to
attack civilian buildings that are not hospitals and therefore may not display any emblem. Under
IHL, operators have an obligation to ‘do everything feasible to verify that the objectives to be
attacked are neither civilians nor civilian objects and are not subject to specific protection but
are military objectives’.?

KEY CHALLENGES FOR THE OPERATIONALIZATION OF A ‘DIGITAL EMBLEM’
Digital components and data storage of protected entities are often intermingled
with non-protected networks or data

In the ICT environment, networks and storage space are often shared, and many entities are
increasingly moving to cloud-based options for applications and data storage. This may pose a
number of challenges for the effective use of a ‘digital emblem’.

First, an ideal solution should be able to mark the data of protected entities, and only those,
in a shared storage space such as a cloud. This would enable an operator to spare the marked
applications or data from attack, or malware to be programmed to that end. Conversely, a ‘digital
emblem’ must not be used to mark an entire cloud or server as protected (as one or both may
also host military data and may therefore be subject, potentially, to lawful attacks), unless it is
used exclusively for medical or humanitarian purposes. Blanket use of the emblem, which does
not allow for such differentiation, would risk undermining the protection it ought to signal.

23 Article 57(2)(a)(i) of Additional Protocol I.
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A ‘digital emblem’ would require measures to create trust and confidence around it
If the ‘digital emblem’ is misused - or the technology used to display it, compromised - that
could undermine the trust on which the ‘digital emblem’ is based. To ensure trust, any ‘digital
emblem’ would need to be developed in a neutral and transparent manner, possibly based on
open-source technology that is safe and easy to verify. Moreover, use of the emblem should be
regulated in law and misuse prosecuted.

The operating system of certain medical devices cannot be modified

The objective of a ‘digital emblem’ would be to mark a wide range of digital assets, services,
and data belonging to protected entities. In this respect, medical devices present particular
challenges. Some medical devices operate on closed-source software that cannot be accessed or
modified, either for physical reasons (i.e. they cannot be accessed), requlatory reasons (i.e. there
are compliance, certification or licensing restrictions that do not allow any modification), or
safety reasons (it requires significant engineering effort to safely change such equipment). As a
result, it would not be possible to directly mark existing devices having these characteristics with
a ‘digital emblem’, which means that certain technical solutions may not, for now, be usable for
medical devices that fall into these categories.

There are various possibilities for overcoming this challenge, such as: designing a ‘digital
emblem’ that may not be needed to mark each medical device but could operate at the network
level of a hospital (for example, a proxy server connecting these devices); or working with the
manufacturers of medical devices, or standardization authorities, to facilitate the marking of
these devices.

A ‘digital emblem’ must not only respond to the existing technological
environment, but must also be capable of being used in, or adapted for,

future infrastructure and development

Technology is developing fast; thus it is essential that a ‘digital emblem’ be capable of use in,
or easy adaptation to, future internet infrastructure and development. It is generally recognized
that devices with simple infrastructure, such as IoT devices, will be widely used by medical
actors in the future, to such an extent that it might become difficult for medical or humanitarian
entities to keep track of all devices in use. Thus a ‘digital emblem’ would have to be capable of
identifying large numbers of devices or networks simultaneously, for instance, through instal-
lation at a proxy level to signal protection of all connected devices; in other words, it would need
to be usable on a large scale.

Moreover, internet infrastructure is evolving. For instance, Internet Protocol (IP) addresses are
moving from IPv4 to IPv6. Designing a ‘digital emblem’ would need to take into account fore-
seeable changes in internet infrastructure and be suitable for future use.

Ensuring the protective value of the digital emblem

Medical and humanitarian facilities have become the target of deliberately harmful operations
(such as ransomware attacks and data breaches) or are incidentally affected by malware spread-
ing indiscriminately. To prevent protected medical or humanitarian entities from incidental
harm, a ‘digital emblem’ should be based on a technical solution that enables cyber operators to
easily programme malware not to harm entities marked by the emblem.
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OPERATIONAL, TECHNICAL
AND LEGAL REQUIREMENTS
FOR THE DEVELOPMENT

OF A ‘DIGITAL EMBLEM’

Experts and researchers emphasized that any ‘digital emblem’ should be developed with two
things in mind: the users of such an emblem and the harm that is to be prevented. Moreover,
due regard should be given to the types of cyber operation that are common in armed conflict,
and the strategies and tools that operators normally use when identifying and attacking tar-
gets. Taking these points into account, as well as the benefits, risks and challenges presented in
Chapter 2, a number of operational and technical requirements were identified as relevant to the
development of a ‘digital emblem’. For this report, they have been categorized as:

operational and technical requirements to enable use by protected entities

operational and technical requirements to enable cyber operators to notice the ‘digital

emblem’

preparatory and legal requirements for a ‘digital emblem’.

As noted above, these operational and technical requirements are neither exhaustive nor manda-
tory for a viable technical solution. However, as these requirements were distilled from discus-
sions with a diverse group of global experts, they should be taken into account in any evaluation
of potential technical solutions.

OPERATIONAL AND TECHNICAL REQUIREMENTS TO ENABLE USE
BY PROTECTED ENTITIES

The overwhelming view of experts was that a ‘digital emblem’ had to be easy to deploy,
remove, and maintain at scale. This requirement is closely linked to the basic premise
that a ‘digital emblem’ can offer protection only if it is used by authorized medical and
humanitarian entities.

Ease of deployment, removal and maintenance by protected entities

Medical and humanitarian operations during armed conflict are complex, at times conducted
rapidly with limited means, and in environments with only basic infrastructure. Moreover, ICT
support during armed conflict is most often limited and with only minimal resources at its
disposal. Infrastructure is usually ad hoc in nature and may be outdated, legacy hardware is
generally the rule, and asset discovery and management are often difficult. In addition, as armed
conflicts occur in all parts of the world, variations in ICT expertise — particularly in medical
facilities and humanitarian organizations — must be expected. Thus a ‘digital emblem’ would
need to be deployed and maintained at low cost to allow use by a variety of protected entities.
For instance, if a ‘digital emblem’ requires complex software that is easy to deploy but requires
significant hands-on maintenance, it may not be a workable solution. This challenge is aggra-
vated by the expanded use of connected devices in medical and humanitarian operations, which
makes it necessary that any solution be easily deployable at scale.
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Therefore, the more complex a ‘digital emblem’ is, and the more difficult it is to deploy and to
maintain, the less likely it is to be used. As usability is key to success, a ‘digital emblem’ must
burden operational personnel as little as possible. Ideally, a ‘digital emblem’ should be deploya-
ble from a capital, main office or headquarters, or require minimal technical knowledge of per-
sonnel in operational environments. In addition, capacity building - and, potentially, substantial
technical support — might be required to allow deployment throughout the world and by ICT
experts from the medical and humanitarian sectors.

Moreover, a ‘digital emblem’ must be easily removable. This would enable a protected entity to
choose - as with the physical emblem - whether to use the ‘digital emblem’, based on devel-
opments in the environment and circumstances in which they are operating. Ease of remova-
bility could be one way of addressing possible risks associated with use of the ‘digital emblem’.
Protected entities must be aware, however, that past use of the emblem can be recorded and its
removal may not eliminate all traces or record of that use, very much like the case in the physical
domain.

To increase the likelihood of a ‘digital emblem’ being easy to deploy, maintain and remove, it
may be advisable for a technical solution to leverage existing and commonly used technologies.

A ‘digital emblem’ should be able to protect a broad range of devices

Digital assets, data, and communication by protected entities can take different forms, rely on
different types of infrastructure, and require different technical solutions for identification and
protection. It is therefore unlikely that reliance on any one way of identifying protected entities,
such as the use only of an ‘IP-based’ solution or a ‘file-based’ solution, will make it possible to
identify the full range of assets belonging to protected entities.

To address this challenge, it may be necessary to employ a combination of techniques to identify
protected entities. This, however, risks limiting the protective effect that an emblem might have.
A ‘digital emblem’ would need to be easily identifiable and understood by operators and not
impose undue burdens. If different solutions are used alternatively (sometimes one solution and
sometimes another), the risk would be that cyber operators might not check all possible ‘digital
emblems’ and therefore miss the protective signal.

Moreover, given the large - and in all likelihood, increasing — number of digital (or digitally
connected) assets used in the health-care and humanitarian sectors, the deployment of a ‘digital
emblem’ may not be viable if it has to be placed on each asset or piece of equipment. A ‘digital
emblem’ might need to be deployable at the network level of a protected entity. This, however,
would need to be done cautiously, to ensure that only devices that enjoy specific protection are
connected to a network marked with a ‘digital emblem’.

A ‘digital emblem’ would need to be deployable under the direction

of the competent authority of any party to an armed conflict

Both state and non-state parties are involved in many of the armed conflicts going on now. Both
sides in a conflict may have medical facilities used by their fighters or armed forces, or exercise
authority over medical facilities under their control. Under IHL, all parties to a conflict are,
in principle, permitted to use or authorize the use of the distinctive emblem. Thus, a possible
solution should not be one that is accessible only to states or that requires a state’s permission
to use.
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OPERATIONAL AND TECHNICAL REQUIREMENTS TO ENABLE CYBER OPERATORS
TO NOTICE THE ‘DIGITAL EMBLEM’

As the obligation to respect it rests - in practice, and of necessity — primarily with the
cyber operators of parties to armed conflicts, experts with operational experience, in par-
ticular, emphasized that a ‘digital emblem’ needs to be easily identifiable by, ‘visible’ to
and understood by them. Looking for a ‘digital emblem’ must not be a burden or identify
an operator as a potential attacker.

A ‘digital emblem’ should be easily identifiable, ‘visible’ to and understood

by cyber operators

The purpose of a ‘digital emblem’ is to signal to cyber operators - at times in the heat or the
fog of war - that certain entities enjoy specific protection under IHL and must not be targeted.
Such an emblem would therefore need to be clearly visible to enable easy identification by cyber
operators or the malware they are using.

To this effect, and like in the ‘physical emblem’, a ‘digital emblem’ would need to be:
obvious and easily visible, meaning that a cyber operator would not have to put a great deal
of time and effort into identifying, or programming malware to identify and spare, a ‘digital
emblem’. Ideally, it should be found in a place or process that any operator (or malware)
would routinely check, meaning that verifying the presence of a ‘digital emblem’ should not
be a burden for the operator. One option might be to make the ‘digital emblem’ visible on
the process list, meaning that when an operator is checking the active processes they will
see the emblem.
easily identifiable by cyber tools (malware, script) to allow programmers to exclude marked
entities from the range of targets, for instance, by including a ‘white list’ of protected IP
addresses or a specific process name.
clearly identifiable, meaning that the ‘digital emblem’ should not get lost in the noise of
internet traffic. Its design should be such as to prevent operators from claiming that they
did not notice it.
clearly understood, meaning that the operator who is confronted with the ‘digital emblem’
would be able to understand what the signal is, irrespective of the language the operator
speaks or their geographic or cultural background.

A ‘digital emblem’ must be trustworthy. It should be possible for cyber operators
and authorities to verify the authenticity of a ‘digital emblem’
In light of the risk that a ‘digital emblem’ might be misused to falsely mark entities that are
military in nature or otherwise not authorized to display the distinctive emblem, and to ensure
that trust in the emblem is not undermined, it is important that cyber operators are able to verify
the validity of a ‘digital emblem’. There are a number of different technological solutions to help
ensure authenticity and trustworthiness, such as:
an a priori authorization for the use of an emblem by a relevant authority. This would be the
case, for example, if an IP-based solution is used, under which a protected actor would have
to request and obtain from an authority an IP number that signals protection (see domain-
name-system (DNS)- and IP-based emblems, Chapter 4 and Annex 2).
a system of certification and endorsement under which protected entities would signal their
protection by means of certificates endorsed by a trustworthy authority, such as a national
or international authority (see ADEM, Chapter 4 and Annex 3). A number of technical
solutions may be considered to address the risk of forged certificates or the leaking of
private keys, such as short-lived certificates or a revocation system.

As emphasized below, such verification must be simple and must not identify an operator to a
protected entity as a potential threat actor.
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Probing for a ‘digital emblem’ must not identify a cyber operator as a potential
threat actor

Cyber operators will check for a ‘digital emblem’ during reconnaissance operations only if that
will not identify them as potential threat actors. In other words, if cyber operators are concerned
that probing for a ‘digital emblem’ will identify them, they will not probe for it. This risk of
‘discovery’ will become particularly acute if the operator has to send a request for a specific file
to verify the presence of a ‘digital emblem’. In addition, a ‘digital emblem’ cannot function as a
honeypot:? probing for an emblem must not be disadvantageous to a law-abiding actor.

One possibility for overcoming this challenge might be to include a ‘digital emblem’ in standard
information that is checked so frequently that probing for a ‘digital emblem’ will not excite
suspicion in the protected entity. Moreover, if a DNS- or IP-based solution is used, it might be
possible to verify whether a domain name or IP address belongs to a protected entity by means
of a list provided by a neutral third party, which anyone could access and verify.

In this connection, it must be recalled that a distinctive emblem or signal, including a digital one,
is a humanitarian sign aimed at strengthening protection for inherently medical and humanitar-
ian missions. While identification of attackers, attribution of operations, and accountability for
wrongful acts may all help increase compliance with IHL, it is not the object and purpose of the
distinctive emblem to facilitate this.

A ‘digital emblem’ should be placed at the perimeter or end points and throughout
the internal network

The purpose of a ‘digital emblem’ would be to prevent cyber operations against marked entities.
Cyber operations can take place solely at the network level on the victim’s perimeter, such as
a distributed denial-of-service attack, where the operation consists in saturating the resources
or bandwidth of a server so that it is no longer available. To prevent such operations, a ‘digital
emblem’ would need to signal the protection of assets even when the victim’s computer network
has not been penetrated. It would need to inform the operator or malware that a specific network
is protected, even before that network is penetrated.

Cyber operations may also involve penetrating a network. When an operator penetrates the
victim’s network, it often needs to move laterally within that network to increase its privileges
(become an administrator and thus be able to operate with greater ‘depth’) or reach specific
assets within a given network (get access to the active directory or the domain controller). In
these cases, the ‘digital emblem’ must be installed on and distributed directly from the end points
of a system (i.e. laptops, desktops, virtual machines, servers, etc.) to signal their protection.

In order to prevent misidentification or incidental harm, and to have a deterrent effect, a ‘digital
emblem’ must be identifiable to a cyber operator at an early stage - ideally, at the perimeter,
meaning the external-facing part of a network. This is particularly important because most
cyber operations start with a reconnaissance phase, which includes, for example, active scanning
or identification of network information, websites, or potential targets. The ‘digital emblem’
should be identified during this phase. Placing a ‘digital emblem’ on the external facing part of
a network is, however, a double-edged sword: the risk of making protected entities more easily
visible to malicious actors in cyberspace is associated primarily with a ‘digital emblem’ deployed
at the perimeter, not inside a network.

24 A ‘honeypot’ is a computer security mechanism to detect, deflect, or, in some manner, counteract
attempts at unauthorized use of information systems. Generally, a honeypot consists of data (for
example, in a network site) that appears to be a legitimate part of the site and contain information
or resources of value to attackers but is set up to isolate, monito, and analyse the attacker. (Wikipedia:

. In this case, this refers to the illegitimate use
of the ‘digital emblem’ to identify possible cyber operations.


https://en.wikipedia.org/wiki/Honeypot_(computing)
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PREPARATORY AND LEGAL REQUIREMENTS FOR A ‘DIGITAL EMBLEM’

Any technical solution for a ‘digital emblem’ must be tested before it is implemented
A ‘digital emblem’ does not yet exist and, as shown by this report, technical solutions will have
to meet various requirements. There is probably no single solution that meets all the require-
ments equally well; for example, a solution that is very hard to misuse might also be less easy
to deploy. It is therefore important to research, develop, test, and refine possible solutions. It
will be important to assess the results of such testing with respect to the viability of any option
presented, and the potential benefits and risks associated with it (as identified in Chapter 2).

In addition, and depending on the technical solution, it will be necessary to have discussions
with specific authorities: for instance, with the Internet Assigned Numbers Authority (IANA),
about the use of dedicated IP numbers; and with the Internet Corporation for Assigned Names
and Numbers(ICANN), about the use of dedicated top-level domains (such as ‘.emblem’).

A ‘digital emblem’ needs to be part of an international legal framework to ensure
that it is widely accepted, known, and the rules on its use enforced
An important characteristic and strength of the existing distinctive emblems is that their form,
function, use, and protection are regulated under IHL and domestic law. Their misuse is prohib-
ited and in certain circumstances, criminalized, both at the national and the international level.
It may be expected that without a regulatory and enforcement system, a ‘digital emblem’ will be
less widely known and rules on its use less likely to be respected. Thus, if a ‘digital emblem’ is to
be introduced, it should become part of the existing international and domestic legal frameworks
regulating the use of the distinctive emblems and signals. Such matters as the entities that are
permitted to display the emblem and for what purposes, and how to prevent and stop misuse,
must be clearly regulated and understood. There are a number of different avenues for adapting
the international legal framework, such as:
a new Protocol additional to the Geneva Conventions, which could, like the existing legal
framework for the distinctive emblems, recognize a ‘digital emblem’, define its form and
technical details, provide which entities are permitted to use it and for what purpose, and
proscribe misuse. This approach was taken to establish the red crystal emblem in 2005;% as
a new Protocol additional to the Geneva Conventions would be a new international treaty, its
development, adoption and worldwide ratification would require significant diplomatic effort.
a revision of Annex I of Additional Protocol I, which includes ‘regulations concerning
identification’, for instance, on the use of ‘distinctive signals’ (light and radio signals,
electronic identification) or communication (radio communication, codes) by protected
entities. States developed Annex I of Additional Protocol I specifically in the expectation
that technological developments might allow, or necessitate, new means of identifying
personnel, material, units, transports and installations protected under the Geneva
Conventions and Additional Protocol I. Changes to this Annex can be made under a
procedure defined in Additional Protocol I (see Article 98), which is simpler than the
development of a new Protocol additional to the Geneva Conventions. States last pursued
this avenue in 1993.
ad hoc agreements on a ‘digital emblem’, meaning that states, and possibly other parties to
armed conflict, may at any time ‘agree upon additional or other signals, means or systems
which enhance the possibility of identification and take full advantage of technological
developments in this field’.>¢ This approach might be the most agile and flexible, but it also
comes with the challenge of warring parties having to agree on a ‘digital emblem’ after the
onset of armed conflict, and to implement such an emblem while fighting is in progress.
After it has been agreed upon, the success of a ‘digital emblem’ will require broad dissemination
of knowledge and capacity building among protected entities, who are entitled to use the ‘digital
emblem’, and among operators, who must respect it. A ‘digital emblem’ cannot be expected to
function properly if these actors do not have an adequate understanding of it.

25 Additional Protocol III to the Geneva Conventions, 2005.
26 Article 1(4) of Annex I to Additional Protocol I.
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INITIAL ASSESSMENT
OF POSSIBLE TECHNICAL
SOLUTIONS

In the first stage of the ‘digital emblem’ project, the ICRC partnered with researchers at the
CECYT and the APL to identify technical means to mark and identify the digital assets, services
and data of protected entities (see Annex 2 and 3 for further details).

During the second stage of the project, the various technical solutions proposed by the CECYT
and the APL were shared with the experts participating in the consultation process, to facilitate
their consideration of the concept of a ‘digital emblem’. The experts raised a number of points
with respect to each solution: each technical solution was found to have advantages and disad-
vantages, and to require further study and testing. There was, however, broad agreement among
the experts that a combination of technical solutions would be most likely to satisfy all preferred
requirements (see Chapter 3) or apply to all relevant digital assets, services and data used by
medical and humanitarian entities in times of armed conflict.

Based on the research undertaken so far and the expert consultations, the following points seem
pertinent to the technical solutions proposed.

A file-based emblem

This would be an end-point-based ‘digital emblem’, such as a well-known file, made
visible to processes running on the protected system. It would signal protection either
simply through the existence of the file or by directives contained within the file.

A file-based emblem is generally easy to deploy by cyber-security personnel on a sys-
tem-by-system basis. Implementation of a query protocol by cyber operators to notice the file-
based emblem is considered easy.

There are, however, disadvantages, such as the necessity of placing such an emblem on indi-
vidual assets and devices (which can be numerous); in addition, a file-based emblem would
be difficult to place on certain restricted medical devices, and its placement could lead to the
invalidation of the certification and the licences of such devices. The simplest version of a file-
based emblem could also be misused rather easily to mark infrastructure that does not enjoy
specific protection. Moreover, a file-based emblem would become visible only after an operator
is inside a network (i.e. it would not be visible at the perimeter), and it would not be visible
to intermediate networks (i.e. it cannot protect data in transit). The main problem with a file-
based emblem is accessibility: cyber operators would need to query each host for the existence
of the emblem. If operators have to actively search for the emblem (within a specific file or
folder), and run the risk of being discovered while within a network, they may be less likely
to check for a ‘digital emblem’. The file-based emblem should, therefore, make itself visible.
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An example of such a solution would be a file-based emblem that takes the form of a specific
process, which is then listed among active processes and can thus be easily identified without
impeding an operation.?”

A DNS-based emblem

A DNS-based emblem would use a special label to associate the ‘digital emblem’ with
the domain name (e.g., www.icrc.emblem). As long as the domain name is associated
only with systems that are eligible for protection by the ‘digital emblem’, it represents
a straightforward, human-readable ‘digital emblem’ identifying the protected system.

One advantage of a DNS-based emblem is that domain names are easily understood by both
humans and software, and could be easily integrated into the readily accessible global internet
infrastructure. A DNS-based emblem would also be of great practical convenience to IT staff
of protected entities because it would cover an entire domain and would not need to be placed
on each individual asset. Identifying an entity via DNS does not require access to the entity for
set-up or the deployment of additional software. Moreover, as an obvious and human-readable
sign, such an emblem would be easy to recognize, and early on, by any operator. Given that the
distribution of domain names is globally regulated, that global infrastructure could also be lev-
eraged to prevent misuse through a priori authorization for those wishing to use it.

Obtaining a DNS-based emblem would, however, require those wanting to employ the ‘digital
emblem’ to follow a certain process; it would also involve authorization by entities other than
the medical or humanitarian entity that is entitled to use it. The use of a DNS-based emblem
would require the establishment of a new top-level domain by ICANN, with IANA’s approval. To
operationalize a DNS-based emblem, it would also be necessary to establish an entity in charge
of the protected top-level domain and responsible for permitting the protected entity to use the
emblem in a timely, impartial and a non-political manner. In addition, it would also have to be
possible for a protected entity to use a new DNS signaling protection while still being reachable
at the previously used address.

One potential shortcoming of a DNS-based emblem is that its revocation might not be immedi-
ately effective. Because of DNS caching, domains can be resolved locally or through intermediate
resolvers; a request does not have to be sent to an authoritative name server every time. These
local resolutions have a time frame for expiration (‘time to live’). Thus when an emblem (a spe-
cific domain name) is revoked, a local resolution will be updated only at the end of the update
cycle and not immediately, resolving domains that should in fact no longer be resolved. Another
consideration is the security of the DNS, which is, in many quarters, thought to be weak. The
DNS did not include security features in the past, but Domain Name System Security Extensions
(DNSSEC) signing capabilities using public-key cryptography were developed by the Internet
Engineering Task Force. While not used universally, over the last ten years, major DNS service
providers including Google, AWS, and Deutsche Telekom have adopted DNSSEC. DNSSEC helps
to protect against forged or manipulated DNS data, and therefore against harmful operations
like DNS spoofing or DNS-cache poisoning. Thus, the DNS-based emblem could rely on a newly
developed multi-party signing capability. There is also this disadvantage associated with the
use of a DNS-based emblem: domain names are not transported in data exchanges across the
internet and intermediate systems do not query DNS while forwarding traffic.

27 As normal computer users are using Windows Task Manager as a quick and easy method of viewing
what programs, background processes, and apps are running on a computer, cyber operators similarly
apply tools to identify what processes are running on a computer.
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An IP address-based emblem

This type of emblem would require embedding semantics in IP addresses to identify
both protected digital assets and protected messages traversing a network. That would
allow systems anywhere in the Internet to determine whether the systems they probe,
or messages traversing the network, are associated with a specifically protected entity.
An address-based emblem can be based on IPv4, IPv6, a specific port, or other elements.

The IP address-based emblem provides significant visibility, both at the host level (by software)
and at the network level (by router). It could identify assets and data in transit (i.e. communica-
tion). As IP addresses are obtained through a global system, that system could also be leveraged
to protect an IP address-based emblem against misuse. An IP address-based emblem would also
be easy to query for cyber operators, who already implement IP checks. Thus, dedicated subnets
could be an option to facilitate implementation and respect by operators.

An IP address-based emblem would build on an existing system that assigns IP addresses; this
is comparable to what was said above about a DNS-based emblem. After a dedicated range of IP
numbers has been established, the next requirement would be the establishment of an organi-
zation to take responsibility for allocating IP numbers to protected entities in a timely, impartial
and non-political manner. Once the responsible organization learns that a protected entity no
longer enjoys specific protection or identifies misuse, the protected entity’s traffic would no
longer be routed through the dedicated range of IP numbers. Usually, such changes take effect
within 24 hours.

There is, however, concern about how IP addresses are mapped in an environment where they
may not be reflective of the end point (i.e. where multiple devices have the same IP address, as
in a Network Address Translation (NAT) or in a mobile-phone network). Another disadvantage
is that a single network address could potentially host both protected and unprotected services.
Thus, it would be mandatory for IP spaces dedicated to signalling legal protection (i.e. a ‘digi-
tal emblem’) to be used only for protected entities. The process for embedding semantics in IP
addresses for global use can be expected to be complex and contentious.

An ‘Authenticated Digital Emblem’ (ADEM)
This solution is based on a distributed approach that leverages certificate chains. To sup-
port diverse deployment scenarios, ADEM’s scheme has three tiers:
‘self-signed emblems’ that are linked to public keys and can be generated by anyone
an ‘organizational emblem’, meaning that self-signed emblems are linked to real-
world organizations identified by a domain name
an ‘endorsed emblem’, meaning an additional layer of authentication in which such
emblems are endorsed by third authorities.

This solution foresees the distribution of the ‘digital emblem’ in three ways, covering a
wide range of use cases and allowing easy identification: the DNS for labeling public and
named network entities; the Transport Layer Security (TLS) protocol for confidential net-
work connections; the Internet Control Message Protocol (ICMP) for unnamed network
entities, assets, and passive observers of network connections.
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Many experts considered the ADEM framework to be considered and elaborate for a ‘digital
emblem’. It would allow wide distribution by users and easy identification by operators. More-
over, the different layers of authenticity would constitute a system in which at least organiza-
tional and endorsed emblems could be trustworthy.

The various ways of distributing an ADEM (DNS, TLS and ICMP) have strengths and weaknesses.
Those relating to the use of a DNS-based emblem are discussed above. Distributing the ADEM via
TLS might prove effective because many application-level protocols, such as Hypertext Transfer
Protocol Secure (HTTPS), are typically served over TLS and could communicate an emblem. A
solution using TLS is, however, relatively difficult to implement. Custom TLS extensions might
be a possibility for distributing the emblem. Operators would need to adapt their TLS servers
in order to distribute emblems. However, to inspect these emblems, TLS clients must also be
adapted, which is more challenging than for DNS- or ICMP-based distribution, where independ-
ent software clients can be used. Another challenge associated with TLS is the injection of exten-
sions if the protected entity is not the owner of the TLS server. ADEM may also be communicated
via other protocols, such as ICMP. Information transmitted over ICMP is, by definition, non-es-
sential; therefore ICMP does not guarantee reliability. Thus an entity should not be labelled only
via ICMP when delivery guarantees are required. However, if delivered via ICMP, the certificate
would still provide authenticity and could reduce or prevent harmful operations. Distribution
via files has the advantages and disadvantages mentioned above in connection with a file-based
emblem. In light of the advantages and disadvantages associated with the different modes of
distribution, one solution might be to distribute the emblem through a combination of modes.

The ADEM framework also foresees different levels of authenticity through different levels of
certificates, which provide different levels of trust. In practice, even small organizations with
limited capacities can generate self-signed certificates and thus signal that they are protected
parties. The authenticity of such self-signed emblems would, however, be difficult to verify.
Those who are required to verify an emblem will be able to choose the authority to which they
wish to give credit (i.e. a self-signed emblem, an organizational emblem, or only emblems
endorsed by an authority they trust). As ‘endorsed emblems’ provide the greatest level of trust,
a medical facility or Movement-affiliated actor in a context affected by armed conflict should
obtain endorsement from the relevant (sometimes de facto) authority in that country (which
could also be territory under the effective control of a non-state armed group), other belliger-
ent parties, or other trusted authorities (i.e. an international entity recognized by all parties).
Where authorities would not endorse valid certificates of protected entities for political reasons,
endorsement by other trusted actors could increase trust in the status of the protected party,
even without the endorsement of a state.

As the ADEM framework can involve endorsements, one form of abuse, potentially, could be the
issuance of fraudulent certificates. To create the — false — impression that such endorsements
are issued by national authorities or international entities, an attacker would have to hack such
authorities and issue certificates in the name of that authority. Such cyber operations are known
to have taken place, including against certificate authorities.?® A decentralized system of revoca-
tion should therefore be considered in order to invalidate fraudulently issued certificates.

There may also be concerns about the possibility of malicious operators hacking the ADEM
framework and misusing it. Such an operation would, however, be complex, and there are solu-
tions for an ADEM to limit the scope of such a hack. Consider an operation against a protected
entity where the attacker’s aim is to steal the protected party’s private key and use it to issue
an emblem for an entity that would not have the right to use the ‘digital emblem’, such as a
military objective. In this case, one could limit the use of certain keys by tying them to specific
IP addresses: thus even if a malicious actor managed to steal a key, they would be able to use it
only in combination with the IP addresses of the protected entity.

28 Examples of such operations are the hack against the Certificate Authority DigiNotar, Comodo.
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MAIN FINDINGS AND POSSIBLE
NEXT STEPS

The obligation to respect and protect medical personnel and facilities is one of the oldest codified
rules of IHL. As cyber operations have become increasingly common in contemporary armed
conflicts, and as their use is likely to increase, the need to protect medical and humanitarian
entities against cyber operations is becoming more urgent by the day.

There is no ‘silver bullet’ to ensure effective protection in the ICT environment, but research and
consultation have shown that the idea of a ‘digital emblem’ is worth further study.

Based on the research conducted by the APL and the CECYT, and the series of consultation
with a diverse group of multidisciplinary experts, the ICRC has identified the following main
takeaways:

In the view of a majority of experts consulted, the expected benefits tend to outweigh the risks.
A ‘digital emblem’ would make it easier for cyber operators to identify and spare protected
entities in cyberspace by visualizing and operationalizing legal protections in the ICT
environment and in the heat of armed conflict (the ‘fog of war’). This will primarily
enhance protection for marked entities against the risk of harm caused by law-abiding
operators; however, it may also have a deterrent effect on malicious ones.

At the same time, digitally marking and identifying medical and humanitarian entities
risks increasing their exposure to harmful operations. The severity of this risk will vary:
for sophisticated operators, and even for those with less advanced capabilities, it is already
easy to identify medical or humanitarian organizations in cyberspace; the additional risk
of facilitating their targeting of marked entities may be relatively small. The use of a
‘digital emblem’ might, however, run the risk of greater exposure to operations by less
sophisticated actors who would otherwise not be able to easily identify these targets.

A different risk is the potential misuse of a ‘digital emblem’ to falsely mark military or
otherwise unprotected infrastructure. This risk also exists in the physical domain, and
misuse of the emblem is widely prohibited under domestic laws. A cyber-specific risk
that may pose new challenges is the speed, scale and reach that characterizes the ICT
environment and might enable new types or a greater magnitude of harmful operations.
To ensure proper use, and prevent and prosecute misuse, a ‘digital emblem’ must be
anchored in law and this law enforced by relevant authorities.

Experts were overwhelmingly of the view that a ‘digital emblem’ needs to be easy to deploy,
remove, and maintain at scale.
A ‘digital emblem’ would need to be easy to deploy and maintain at low cost. It will have
to be suitable for use and maintenance with minimal resources, in places affected by armed
conflict throughout the world, bridging linguistic, technological, resource and cultural
differences.
To be a viable option, it should be capable of integrating into the existing technological
environment, and capable also of marking different types of assets, services and data. A
‘digital emblem’ should also be easily removable, as that is crucial for addressing possible
security risks. Moreover, it should be adaptable to future technological and infrastructure
developments. For example, it would be important to identify a technological solution for
marking protected data in a cloud.
A ‘digital emblem’ would need to be deployable under the direction of the competent
authority of any party to an armed conflict.
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A ‘digital emblem’ needs to be ‘visible’ to and easily identifiable and understood by cyber
operators.
It must be possible for a cyber operator to easily identify the presence of a ‘digital emblem’.
Looking for and understanding a ‘digital emblem’ must not be a burden for a cyber
operator.
Ideally, a ‘digital emblem’ should be part of the information that any cyber operator
asks of a system. It needs to be seen early on in an operation and must signal protection
unambiguously.
It should be possible to easily verify the authenticity of a ‘digital emblem’; this is essential
for such an emblem to be trusted and respected.

Ultimately, the litmus test for any ‘digital emblem’ or other signal of protection will be whether
it is used in practice by protected entities to identify their assets, services and data, based on
the expectation that it is respected by parties to armed conflicts and will increase protection. As
such use is voluntary, it will be the choice of protected entities whether or not to use a ‘digital
emblem’. This decision will depend, among other things, on the assessment of each actor on
whether in a specific environment and context the anticipated protection benefits from using the
‘digital emblem’ are expected to outweigh the possible risks that its use may entail.

THE WAY FORWARD

Based on the research and consultations conducted as part of this project, the generally positive
feedback received from the international group of experts, and the unanimous encouragement
of the Red Cross and Red Crescent Movement “to continue researching the technical feasibility
of a digital emblem ... and assess the benefits of such an emblem’,?® the ICRC will continue
research and consultation on a possible ‘digital emblem’. This will require further work on the
technical development, validation and verification of possible solutions (notably those proposed
by the APL and the CECYT) and consultations with all relevant stakeholders, in particular states,
National Red Cross and Red Crescent Societies, and internet organizations.

29 See Council of Delegates of the International Red Cross and Red Crescent Movement, Safeguarding
Humanitarian Data (resolution), CD/22/R12.
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TECHNICAL SOLUTIONS
PRESENTED BY THE JOHNS
HOPKINS UNIVERSITY APPLIED
PHYSICS LABORATORY

TECHNICAL APPROACHES TO PROTECTING
DIGITAL ASSETS AND INTERNET
COMMUNICATIONS DURING CONFLICT

There are numerous examples of cyber operations being used to disrupt communications and
digital assets. The cyber actors range from pranksters to criminals to nations. Some disruptions
are undertaken in pursuit of a government’s objectives - including in situations below the
threshold of an armed conflict, as in Egypt3® and Tunisia®* during the Arab Spring - or within the
context of an armed conflict, as in Syria3?. Malware such as WannaCry, NotPetya, or Teardrop*
has spread throughout the world indiscriminately, affecting various industries, and in a number
of states, medical services.

A technical solution for marking communications and digital assets—a ‘digital emblem’—would
provide cyber actors with a means to avoid disrupting protected missions. This note recom-
mends criteria to evaluate technical solutions, and lays out three approaches to creating a ‘dig-
ital emblem’ for designating protected status that can be recognized and respected by conflict
participants carrying out offensive cyber operations and by third parties.

CONSIDERATIONS FOR DESIGNING AN EMBLEM
A technical solution can be evaluated based on a set of technical criteria for a desirable emblem.
We propose to evaluate choices for a ‘digital emblem’ based on these criteria:

logistical and operational burden on the ICRC and competent authorities controlling use

of the emblem

logistical and operational burden on the protected organization

visibility of the emblem to third parties to identify violations and misuse

potential for unauthorized use, including perfidious use

30 B. Woodcock, “Overview of the Egyptian Internet Shutdown,” February 2011. [Online]. Available:
; M. Richtel, “Egypt Cuts Off Most Internet
and Cell Service,” The New York Times, 28 January 2011. [Online]. Available:

31 Renesys, “77 networks out in Tunisia,” [Online]. Available:
; M. Elkin, “Tunisia Internet Chief Gives Inside
Look at Cyber Uprising,” 28 January 2011. [Online]. Available:

32 Renesys, “77 networks out in Syria,” 29 November 2012. [Online]. Available:
; Akamai, “State of the Internet @

akamai_ soti,” 29 November 2012. [Online]. Available:

33 Teardrop is one of the malware tools used to compromise the Orion product in the SolarWinds hack. [12]


https://www.privacywonk.net/download/Egypt-PCH-Overview.pdf
https://www.privacywonk.net/download/Egypt-PCH-Overview.pdf
https://www.nytimes.com/2011/01/29/technology/internet/29cutoff.html
https://www.nytimes.com/2011/01/29/technology/internet/29cutoff.html
http://b2b.renesys.com/eventsbulletin/2016/11/TN-1479438870.html
http://b2b.renesys.com/eventsbulletin/2016/11/TN-1479438870.html
https://www.wired.com/2011/01/as-egypt-tightens-its-internet-grip-tunisia-seeks-to-open-up/
https://www.wired.com/2011/01/as-egypt-tightens-its-internet-grip-tunisia-seeks-to-open-up/
http://b2b.renesys.com/eventsbulletin/2012/11/SY-1354184790.html
http://b2b.renesys.com/eventsbulletin/2012/11/SY-1354184790.html
https://twitter.com/akamai_research/status/274163048263057408
https://twitter.com/akamai_research/status/274163048263057408
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alignment with existing cyber operations and security approaches, including traceability of
hostile cyber activity.

Threats to protected operations

A ‘digital emblem’ identifies operations entitled to protection. The risk-benefit trade-off
depends on both the capabilities and the motivation of cyber actors. A ‘digital emblem’ provides
a benefit for cyber actors who want to avoid disrupting protected operations for various reasons,
such as not wishing to draw undesirable attention to themselves and wanting to comply with
IHL. On the other side of the risk-benefit equation, exposing identifying information, in theory,
could make the operations a target of cyber attackers.

A sophisticated cyber attacker will have many mechanisms to disrupt operations relying on digi-
tal processing and internet connectivity. For example, a gang of cybercriminals recently targeted
hospitals in the United States, relying only on existing information to identify their targets.3
Regardless of the presence of an emblem, a sophisticated cyber attacker would be able to disrupt
all but the most technically sophisticated operations on the internet. The emblem is unlikely to
materially affect the actions of a sophisticated attacker intent on disrupting medical operations
or the ICRC’s activities. A state targeting protected operations in violation of IHL has intelligence
resources at its disposal and, in many cases, it also has direct control of internet resources.

A ‘digital emblem’ might create new threats by providing new opportunities for less sophisti-
cated malicious actors to target protected medical facilities, transports and personnel. Marking
with a ‘digital emblem’ could allow a belligerent to more easily identify the resources protected
by that emblem. That could, for example, give a cyber actor the opportunity to use the ‘digital’
emblem to identify targets for harmful operations (e.g. ransomware operation against a hospi-
tal). The threat depends on the degree to which identifying those targets furthers the objectives
of cyber actors.

Efficacy for the protective function

An easily visible emblem allows cooperating cyber actors to take protected entities into account
in their targeting decisions, and prosecute their missions against legitimate targets without
disrupting the operations entitled to protection.

The problem of misrepresentation is widespread in the digital domain. Robust techniques for
preventing misrepresentation are well developed for other information in the digital domain
similar to the digital emblem, typically depending on attestation of the information by a third
party. Similar techniques can be applied to the digital emblem, albeit at a cost in complexity.
The trade-off between the risk of misuse and the complexity of implementation is an important
consideration in selecting a digital emblem.

TECHNICAL APPROACHES

The Johns Hopkins University Applied Physics Laboratory has considered three technical
approaches to designing a ‘digital emblem’, with different implications for the considerations
identified above: threats to protected operations and efficacy for the protective function. The
approaches will also differ in their effects on the different categories of cyber threat actors.

Distinguished file-based emblem

A file-based ‘digital emblem’ signals active use of the emblem, either simply by the existence
of the file or by well-known directives contained within the file. When such a file is placed in a
well-known location on a system, the ‘digital-emblem’ file can be easily located by any software
operating on that system. Additionally, a simple query/response protocol could be developed to
enable external systems to query a target system about the existence/use of the ‘digital emblem’.

34 R. Hattersley-Gray, “Pro-Russia Hackers Targeted More than 400 U.S. Hospitals in 2020,” 30 March
2022. [Online]. Available:
. [Accessed 7 April 2022]


https://www.campussafetymagazine.com/hospital/pro-russia-hackers-targeted-400-us-hospitals/
https://www.campussafetymagazine.com/hospital/pro-russia-hackers-targeted-400-us-hospitals/
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DNS-based emblem

The DNS is a key part of the globally distributed Internet infrastructure. Domain names provide
a human-understandable label for identifying systems; and the DNS provides information of
several kinds that is mapped to the label associated with a system.

Domain names consist of a series of labels aligned hierarchically (e.g. contains
three labels). A special label could be defined that would incorporate the ‘digital emblem’ as a
part of the domain name. As long as the domain name is associated only with systems eligible
for protection by the digital emblem, it will provide a straightforward, human-readable ‘digital
emblem’ identifying the protected system.

The DNS can also map fresh information (i.e. a ‘digital emblem’ record) to the domain name.
When querying the DNS for the network address of a domain name, software could also ‘digital
emblem’ information associated with that name or network address. If such a record exists, the
enquirer will know that the target system is protected by the ‘digital emblem’.

Address-based emblem

Network addresses, for the most part, uniquely identify systems connected to the internet. These
network addresses allow internet infrastructure to determine which path to use to reach the tar-
get system during message exchanges. A network address only supports the technical function
of establishing a path; it does not carry any global semantics regarding the purpose associated
with the system using the address.

One way to deploy a ‘digital emblem’ might be to develop a framework for introducing semantics
into network addresses. Embedding semantics within a portion of the network address would
mean that both protected digital assets and protected messages traversing the network would
have addresses associated with the ‘digital emblem’. This would allow systems anywhere within
the internet to determine whether systems they are probing, or messages traversing the network,
are associated with a protected entity (i.e. a ‘digital emblem’).

ENFORCEMENT

Proper use of certain critical resources within the internet’s infrastructure can be enforced
through an a priori approval process combined with public attestation (the formal certification by
a neutral party) of proper use. For example, a Regional Internet Registry (RIR) allocates network
addresses to an Internet Service Provider (ISP). The ISP will advertise the addresses allocated
to it as an indication of that allocation. At the same time, the RIR will attest to that allocation
through an independent channel. This will allow an unrelated third party to verify the advertise-
ments made by an ISP. A party wishing to use the ‘digital emblem’ would make a formal request
to an allocating entity, such as a member of the International Federation of Red Cross and Red
Crescent Societies. If the member approves, it would publicly attest to that approval through
publicly accessible means. If a third party were to question the use of the ‘digital emblem’, that
use could be verified against the public statements of attestation.

Alternatively, passive monitoring or crowdsourcing could be leveraged to detect misuse of the
‘digital emblem’. Rather than making a formal request to use the ‘digital emblem’, an organiza-
tion could declare its intent to use the emblem in a certain way (e.g. global, distributed ledger).
When a third party detects the use of the ‘digital emblem’, that use could be looked up in the
ledger to determine if it was recorded. If it was not recorded, or if the third party believes the use
was illegal, that could be reported to the entity managing the ledger, who would then be respon-
sible for investigating the complaint. In addition, entities could scan networks for organizations
using the ‘digital emblem’ without prior declaration of its use.


https://www.icrc.org/
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TECHNICAL SOLUTIONS
PRESENTED BY THE CENTRE
FOR CYBER TRUST

AN AUTHENTIC DIGITAL EMBLEM (ADEM)

In response to the ICRC’s call to develop technical solutions for a ‘digital emblem’, the Centre
for Cyber Trust (CECYT), a joint effort of ETH Ziirich and the University of Bonn, designed an
Authentic Digital Emblem (ADEM). ADEM allows protected parties to mark their digital assets as
protected by distributing cryptographically verifiable claims of protection, and to back these
claims by independent, third-party endorsements.

ADEM was designed after rigorously analysing the ‘digital emblem’s’ design space. Before
implementing a ‘digital emblem’, three sub-problems must be solved:

1.

A ‘digital emblem’ must be able to protect vastly different types of entities. How can a ‘digital
emblem’ identify those entities that are protected?

How are ‘digital emblems’ distributed? The heterogeneity of protected entities necessitates
different means of transmission. Additionally, we must identify channels that support the
active distribution of ‘digital emblems’.

(Why should a ‘digital emblem’ be trusted? The challenge here is to design a ‘digital emblem’
such that verifiers are convinced of an entity’s protection whenever they see one, even when
threat actors try to interfere with the system.

ADEM answers these questions as follows:

1.

Entities are identified either by their network addresses or domain names, which identify
networked processes and machines.

Emblems are distributed via three different protocols that offer strong security guarantees
where possible, and enable lightweight distribution with fewer security guarantees in all
other cases. At the same time, at least one of these protocols should be available to any kind
of entity one may want to protect.

ADEM allows authorities to cryptographically endorse protected parties who issue ‘digital
emblems’. We expect nation states or supranational organizations usually to take the role
of authorities. However, independent organizations can also act as authorities. It is up to
verifiers to choose which authorities they trust. In times of conflict, we expect verifiers that
are bound by IHL to be associated with states. In these cases, endorsements by authorities
allows those verifiers to check if their own state has endorsed an emblem, minimizing trust
requirements.

ADEM has many desirable properties stemming from these design decisions:

1.

As the name ADEM suggests, ‘digital emblems’ can be authenticated. Cryptographic endorse-
ments allow verifiers to authenticate a protected party’s status as such.

ADEM allows protected parties to actively distribute ‘digital emblems’. This ensures that
observers of ‘digital emblems’ can remain undetectable. Hence, verifiers can use ADEM
safely, without being detected as a potential threat.
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3. ADEM is distributed. Authorities independently endorse protected parties and need not collab-
orate with or trust one another. This fits with the realities of international diplomacy where
consensus is notoriously difficult to reach. Even parties engaged in armed conflict with each
other can use ADEM.

4. ADEM is flexible. It was designed with many forms of digital assets, services, data, and
various kinds of organizations in mind. Additionally, protected parties can tailor ADEM’s
deployment to their needs.

5. ADEM is simple and self-contained. ‘Digital emblems’ are presented uniformly across inter-
faces. Also, ADEM does not require updates to the internet’s infrastructure. The modes of
distribution are backwards compatible with current clients, and no updates to specifications
or support from independent parties, such as certifying authorities or internet providers, is
required. Finally, ADEM relies on well-tested and well-known principles and technologies,
facilitating easy development and deployment.

DESIGN

We will introduce the design of ADEM with an example. Consider the protected party ‘Emergency
Doctors’ (ED) running a group of emergency hospitals in a region at war. Each of these hospitals
is linked to numerous digital entities:
The hospitals’ staff use personal devices such as tablets or laptops, connected to IT
infrastructure such as databases maintaining patient records.
The hospitals run many small devices, for example, routing infrastructure or medical
devices.
ED run an HTTPS-enabled website that informs the public about their services.

ADEM supports the protection of each of these kinds of entities and more. To configure an entity
to distribute emblems, a system administrator needs only to install and configure a software
client on it. Should some entities not be capable of running the client, or should there be simply
too many clients, ADEM can also be configured on, for example, routers to claim protection for
all nodes in their network.

To enable cryptographic verification of claims of protection, ED must take three more steps:

1. They must configure their central website to identify themselves. They are identified both in
a human-readable sense - by providing information about the organization - and in a tech-
nical sense, by distributing cryptographic public keys. These public keys will enable verifiers
to associate claims of protection with a protected party - in this case, ED.

2. They must individually reach out to the two parties engaged in conflict: call them Alicetan
and Bobania. They ask for cryptographic endorsements, which allow the militaries of both
countries to determine if the public keys hosted on their website do in fact belong to ED, a
party eligible to issue claims of protection.

3. ED must connect the digital emblems issued by their entities with one of the public keys
hosted on their website.

To connect digital emblems with a public key, ED must issue intermediate secret keys, to their
staff, for example. The public keys are cryptographically endorsed by a public key hosted on ED’s
website, and in turn endorse the protected entities’ public keys. This technique closely resem-
bles certificate chains in the ecosystem of web certificates. All cryptographic endorsements are
transferred to the entities and distributed alongside the emblems, so that verifiers are provided
with all the information they need to decide on whether to trust the emblem they see.

Whenever a verifier - for example, a military unit belonging to either Alicetan or Bobania -
receives a ‘digital emblem’, they can verify that: (a) it was issued by ED, and that the party
claiming to be ED has been verified by both (b) Alicetan and (c) Bobania. In all likelihood, they
will not trust their adversary’s endorsements, but only their own.
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VARIATIONS

In the previous section, we set out our recommendation of how ADEM could be deployed. How-
ever, in times of war, compromises might need to be made. ADEM supports less involved ways
of deployment as well: endorsements by third parties, a central website for protected parties, and
even signatures are all options and also highly recommended.

Without third-party endorsements, the public keys of a protected party can be authenticated
only via the party’s identifying website. This might be necessitated by a lack of time, or of con-
nectivity, to reach out to authorities. We should, however, point out that protected parties can
gather endorsements later.

Sometimes, even setting up a central website might not be within reach. In these cases, ‘digital
emblems’ might root in a public key alone. This would require the protected party to reach out
to the parties to the conflict, in order to communicate their root public key independently.

Finally, it might not even be possible for a protected party to connect their assets to a central
public key. In these scenarios, entities can be configured to distribute unauthenticated claims of
protection. While such unauthenticated claims should be given the closest scrutiny possible, they
might be useful as a temporary measure when the conflict is unexpected and its onset abrupt.
They are intended to ensure that a protected party is not left without a sign of protection while
it is setting up the more involved deployment of ADEM.

TECHNICAL DETAILS

So far, we have laid out ADEM’s core idea. In this section, we give more details of its technical
realization. This section is intended for more technically adept readers.

We mentioned two sorts of cryptographic messages: ‘digital emblems’ and endorsements. We
call both tokens. Tokens are encoded as JSON Web Signatures (JWS), a well-known and widely
adopted standard for signing machine-readable, structured data. At its core, each token bears an
issuer, encoded as a domain name that must point to an HTTPS-enabled website. This website
hosts public keys, as mentioned earlier. We call all such keys root public keys.

Root public keys are the subject of endorsements by authorities. Endorsements encode the state-
ment: “Public key K belongs to party P, and P is eligible to issue claims of protection.” Addi-
tionally, endorsements can include constraints, for example, limiting the IP range for which
emblems may be issued. These constraints are intended to limit the effects of secret-key com-
promise and to enhance trust in endorsements. Using constraints, authorities need not blindly
trust protected parties in issuing cartes blanches, which would allow those protected parties to
claim protection for unprotected entities.

Third-party endorsements need to be hosted alongside the root public keys on a party’s iden-
tifying domain. Endorsements can also be used to manage complexity within a protected party.
A protected party can distribute key material, endorsed by one of their root public keys, to their
staff, for example. These intermediate keys can in turn endorse other keys, establishing a chain
of endorsements that reaches the key material stored on the protected entities themselves. Any
endorsements that connect a root public key to an entity public key must be sent alongside
‘digital emblems’.

The distribution of ‘digital emblems’ happens by means of one of three protocols: TLS, ICMP,
and DNS. We recommend using TLS whenever possible. The use of TLS assures a verifier that
no emblem or endorsement has been intercepted by an adversary. ICMP serves as an alternative
wherever TLS cannot be deployed. It comes with no guarantees that an emblem will be deliv-
ered to a potential verifier, but it is supported by almost every entity that can run the IP stack.
Finally, DNS complements the options for distribution channels: it does not require entities to
be modified or reachable, but is not available for all digital entities.
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ADOPTION

Having sketched out the technical details of ADEM, we will now briefly discuss what would
be required by protected parties to adopt ADEM. As mentioned earlier, ADEM does not require
updates to the internet’s architecture. Consequently, protected parties can set it up inde-
pendently. However, we do not expect protected parties to have the expertise necessary to
develop and deploy ADEM from scratch.

ADEM requires four kinds of software components - to manage keys and sign endorsements,
distribute emblems, receive emblems and finally, verify emblems. Software for distribution and
reception needs to be implemented for TLS, ICMP, and DNS each. We plan to implement and test
these components in a prototyping phase.

Luckily, these components can be developed independently from protected parties. We envision
them to be maintained as free and open-source software. Protected parties could then freely
access and utilize them within their organization, minimizing the burden of adoption.

POSSIBLE EXTENSIONS

Besides ADEM’s core design as laid out in the previous sections, we are also looking into two
extensions.

First, the distribution of emblems locally on machines to processes running on these machines,
which can include malware. Local distribution of emblems would make ADEM even more versa-
tile. However, the local distribution of emblems comes with challenges that have been studied in
detail, but remain generally unsolved. Therefore, work on this part is still ongoing.

Second, the support of independently operated logs maintaining a history of central public keys
and their respective endorsements. This would strengthen ADEM’s transparency and account-
ability. Logs would, for example, deter states from setting up false protected parties, endorsed
only by that state, while they are used to conduct malicious operations.

In general, ADEM’s core design is future-proof. ADEM’s trust model can be adapted to new
means of identification of protected entities, or distribution of ‘digital emblems’, with little
additional overhead, should this ever be required in future.
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