DRAFT AGENDA

08:15 - 09:00 09:00 - 09:20 09:20 - 09:50
Main Hall Ctrl Room Ctrl Room
Registration Opening Keynote
TUESDAY and coffee remarks speaker

11 DEC 2018
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Charlotte Lindsey-Curtet Deep Blue
Director for Digital Transformation
and Data, ICRC

SESSION 1 | TAKING STOCK OF A RAPIDLY SHIFTING DIGITAL THREAT LANDSCAPE

09:50—10:45

11:15-13:00

10:45 - 11:15
Esc Room
+  Surveillance, Monitoring & Intrusion
Ron Deibert - ck:)Offeke Track A: Surveillance, Monitoring & Intrusion // Alt Room
Director of Citizen Lab, University of Toronto rea *  Bill Marczak, Senior Research Fellow at Citizen Lab, University

of Toronto

« Weaponisation of Information 01101 . 11 0)0 1« Rakesh Bharania, President of Tarian Innovation

Brittan Heller
Affiliate at Berkman Klein Center, Harvard University Track B: Weaponisation of Information // Tab Room
»  Christopher Tuckwood, Executive Director, The Sentinel Project
»  Cyber Operations »  Tom Wilson, Researcher, University of Washington
Laurent Gisel »  Sarah Yee and Lukas Andriukaitis, Digital Forensic Research
Senior Legal Adviser on Cyber Warfare, ICRC Lab, the Atlantic Council
Track C: Cyber Operations // Shift Room
»  Gary Brown, Professor Cyber Law, National Defense University
»  Marina Krotofil, Technical ICS Security Consultant, Admerita
»  Eireann Leverett, Senior Risks Researcher, Cambridge
13:00 - 14:00 University

Lunch
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SESSION 2 | IMPLICATIONS FOR HUMANITARIAN PROTECTION

14:00 - 14:20
Ctrl Room 14:20 — 15:45

Humanitarian Protection
in Armed Conflicts
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Pierre Gentile Track A: Surveillance, Monitoring & Intrusion // Alt Room
Head of Protection Division, ICRC Facilitated Exercises and Group Work

Track B: Weaponisation of Information // Tab Room
Facilitated Exercises and Group Work

16:15 — 16:45 15:45 - 16:15 . ;
Esc Room Ctrl Room Tra;k C: Cyber Qperatlons // Shift Room
Facilitated Exercises and Group Work
Coffee Report
break back
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DRAFT AGENDA

SESSION 3 | EXAMINING THE DIGITAL TRANSFORMATION AND INNOVATION AGENDAS

16:45—17:45

17:45 - 18:00
Ctrl Room The Glass Room
Conclusion ~peiliznas
of day one Tactical Tech
+  Charlotte Lindsey-Curtet, Director for Digital NEF'{I'EISIEF;{TILT?\II\:E &
Transformation and Data, ICRC
» Androulla Kaminara, Director for Africa, Asia, Latin ! 0) i . 1o 1) 1o Esc Ril-‘l’?“V\;C“:aS‘E enta
America, Caribbean and Pacific, ECHO . ¥ ¥ 9
. . o : Philippe Stoll 18:00 - 21:00
*  Kyla Reid, Head of Mobile for Humanitarian Innovation ¥ Humanitarian
o . ead of
and Digital Identity, GSMA Communication Polic Metadata report
»  Heather Leson, Data Literacy Lead, IFRC and Support. ICR Cy ICRC & Privacy
»  Meg Sattler, UN OCHA pport, International
Moderator: Joseph Guay, The ‘Do No Digital Harm' Initiative
09:00 - 09:15 09:15 - 10:15 10:15 - 10:30
Ctrl Room Ctrl Room Esc Room
Welcome Framing the Coffee
back challenge break

WEDNESDAY
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Protecting Civilian Populations in the Digital Age
* Nathaniel Raymond

Professor at Jackson Institute, Yale University
*  Nathaniel Gleicher

Head of Cybersecurity Policy, Facebook
* Jenny McAvoy

Director of Protection, InterAction

SESSION 4 | TOWARD A SHARED AGENDA

Moderatror: Joseph Guay, The ‘Do No Digital Harm' Initiative
10:30 - 10:45
Ctrl Room
Introduction
to next steps

10:45—12:15

.0 1101110011011 t) 1011100011011010 Prioritize Issues that Warrant Immediate Attention // Ctrl, Alt & Tab Rooms
Lisa Rudnick Facilitated Exercises and Group Work

The Policy Lab
¢ oy fa Identify Entry Points for Coordinated Response // Ctrl, Alt & Tab Rooms

Facilitated Exercises and Group Work

12:45 - 13:00 12:15 - 12:45 s
Ctrl Room Ctrl Room b
Concluding Report s
remarks back =
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Helen Alderson Reat Noch
Head of Regional Delegation for
the UK & Ireland, ICRC



