- £ &% “BHARNAY” @it 70 FFE -

P N 3200 W 245 A5 0 RT3 P 1 S H 3

LA - BRE B FERY FRIE-FEREFER F TER F

i E: AHRORE AR EERTERANORS, LB aELLREFRE., ELEH50K
EohRP, MBHERGERACRAIE, METHEHAFRGEARFIE, T RAERMN, 4
A RA BRI REME ot ) BARREAFTERAAMREG MBI ETREALTFRE
RERMEE R, A, ATHRPRZTEFGFRERFRRAEBILE, KINFW LR R A FE
TE, MAZIOEBAFAEZEAGBERENG, X—EEFER, 22, IAHERGHE
L EFRAGEEIN G BET R T — Pk, BARAILR BT —ifrixz, I NMRAE2H—F
BT, ABFRAGBEFRALERUNAANZEFER, ENATHEELAS, RFATER
IR Ao hmlh Lt —F & R

KR M&AT3 MK BRAER TEAKR &R

2019 ZPUT ( HAFLAZ) dlid 70 JH4E, V7 70 4EH], AL SRIAE KA T RIZU A2
b, VA E PR GERE R TR SRR, PR — PR E, BRI RE R
JEIEAEME AT 2 0 BORFEAr, SRR e fer Suid Fiar, IEERZIM UL AT A 1S M vF 2
g, MAPRRRBIGEMIRSS ) B Triatrirsle —Jrm, BrEoR M T a1E L absr, (et 74
TR, WX GEHL R AR A TR 2 Flanfe E, BahBORBN T B AR, i
1 DX E AT AT RAAE HL T 95 B B AT T A" i @ ZErh DA E K, R B h B
IREEFI—SEiB FUREE, WH SR XOLEA LA E & B M EE Y 5 — I, B
WEME LR FERR, 7EENMEPSZ RSP & EIUFR, FEXTRVE Al B R

* o SN - MRS R FERE R SETE RS O AR W - R T E PR 5 S Sk A
] RS - PREPIERARL T FERZERSERBN . ASUURREERA, HFABANRL T+ FEBER RS
HIWL AL

w21 E BRZR B2 AR XA SR A v SR A R

® B (—=ILPHILE A + T H PR A BRI A E R E B 2 H N RLAZY) ( CHWNRLEE—22)) 5 (—JuJLEEN
F 2 B i bR R  ROB AR BB 2 H N ELAZ) ( CHANRH ZAA)) ;s (—IILLEAA+ =
HRTHFEFBEZ HNILAZY ( (HNESEZAZ)) s (—IUUILEAR + 2 H R TR R RZ HNILAZ)
( CHNBUEEDIALZY)) o BKIIAA—BGRN “ HNELIAZ”

@ See Peter Maurer, “ Developing a New Humanitarian Response in the Area of Cyberspace ”, 2017, https: //
www. orfonline. org/wp — content/uploads/2017/11/0Our — Common — Digital — Future. pdf (last visited July 2, 2019).

® SW “BEHRABEE S, hip: //www. cpad. gov. en/art/2017/4/20/art_ 22_ 62105. html, 3% J5 5 ) iFE] . 2019 4E 6
H17 H,

@ B0 RN FF RS AT IR, hip: //slide. news. sina. com. en/s/slide_ 1_ 2841_ 88624. html#p =1, )5
VilalmfE] . 2019 ££6 7 17 H,



CEPFRERR) 2019 £5E4 8

ZRHON AT WA . X AT NTE R LS A SIS SR A TR AT T SRR R S5,
e Ty PR PR AR 55, XL A SRR E . BT, B4 BURRIFAE TR A TR
LIRS

TEGA M ERAE R, M HORI N W E SO B . BRI Z M 2817 sl & pak o M
HUGE”, (HR IR RS, REHEITs S R bR 2RI, B, RERFXCERIE
PR, A AAE AR g T 2 T, O T LA AT R A 2 1 [ R IE A R e L I 2% ZE o
AEJT @ eGPl 2% TR 74 . AT HARUUN: SEmRN 3R G fE B
s T R sk RO IR R e, LABH AR FBBR A B IR] © SCH B LA Ry I 2% 45 3 @
J5 3 B9 T AV RN B 4 R 38 i LA S e 25 2247 50

2Lt 7 FE bz R 2 1 BEORTE M Al e ph R — AR I 28 AT 8l o X — SRTE M ROR IR T 4L
T PR G il ar, A A R e SR A 2 ) R ER R A, N [ PR N TE
T R N BRI © S, 25 - ER B T AL T E PR s iR T BRI R SR
Fri& TR o R A E PR GEIE TS 17, FFH I AT 1 ] T 0 v 5 2 [ PR B
WU TR FALAR 055 01, IR R R " O fEX—HE R T, L FFEFEZRASMN
B GH . FERRBOR B BB S T BOAII ik B K 8 o SR T 1 e nh 58 v (o T I 46 43¢
A, HLOGEL A EE R (1) T HAFRSORRE R ER W T, M3l et

@ See for example Mike Burgess ( Australian signals Directorate) , “Offensive cyber and the people who do it”, 27 March 2019,
https: //www. asd. gov. au/speeches/20190327 — lowy — institute — offensive — cyber — operations. htm ( last visited July 2,
2019) ; “Statement of General Paul M. Nakasone, Commander, United States Cyber Command, before the Senate Committee on

Armed Services”, 14 February 2019, https: //www. armed — services. senate. gov/imo/media/doc/Nakasone _ 02 — 14 —

19. pdf (last visited July 2, 2019); Jeremy Fleming, “Director’s Speech at Cyber UK 20187, 12 April 2018, hitps: //
www. gchq. gov. uk/sites/ default/files/ Director% 20CyberUK2018% 20 As% 20Delivered. pdf (last visited July 2, 2019).

@ 2015 4F (PEGERER) AR, A0 EFERTE K M 428 B 3 ) 5, b E K R R B R R 45 )
http: //www. gov. cn/zhengce/2015 —05/26/ content_ 2868988. htm, #x)5i/i[a]if[E]: 2019 4£ 6 A 17 H., #—KATEAY,
., Anthony Craig, “Understanding the Proliferation of Cyber Capabilities”, Council on Foreign Relations, 2018, https: //
www. cfr. org/blog/understanding — proliferation — cyber — capabilities (last visited July 2, 2019) , HRHEEC A F #5725 [ R 5%
FRAARAS, 2012 4E 3L 47 D E ZH 8 T P45 %3 BA . United Nations Institute for Disarmament Research, The Cyber
Index, International Security Trends and Realities, UNIDIR/2013/3, Geneva, p. 1.

® A VEALY R R E SRR — AR X B T B . 2009 4 (LA 1R 44 B A B 1R B 5 8, 2 4 IBURY I A A
PrEY BIHE 2 AAE R R E R R ESMBTRI I, (FEMAMES 50", e T PG R S B
H R “fFRMT & C “PIANEMA LU EERZRITEFE S E MBI, BTEEANTEERS. [FRIE
FERE RGN . OGRS AILMBEE Y, SRR T BOG  ETAAHEE, XHRAGEAT OB, BRI AR S A
EE R, BEnzEELARTB ke, 20 ( REEEHS R 5 E R R E bR G2 BN R A EDE),
MR EEREE, 2009 426 H 16 H, http: //treaty. mfa. gov. cn/Treaty/web/detaill. jsp? objid = 1531876097720, % )5 i)i[n]
BffE]: 2019 4£6 H 17 H., 50, HldN, Jeremy Fleming, “Director’s Speech at Cyber UK 2018”

@ See for example Cox, “US, Coalition Forces Used Cyber Attacks to Hunt Down ISIS Command Posts” , Military. com 25 May
2018.

% Sharon Weinberg, “How Israel Spoofed Syria’s Air Defense System”, Wired, 4 October 2007 ; Lewis Page, “Israeli skyhack
switched off Syrian radars countrywide” , The Register, 22 November 2007.

© LTFEBERNSHPTT S MR AT FEBRRA SR ANIE PrFMsLHS, HRA 0 a2 R
A AL RS 2 HEE , R AT TSR AR B . B RO T E R R U ACE Y A TE DN () 2T B
EXER &4 .7 https: //www. icre. org/ en/mandate — and — mission (last visited July 2, 2019).

@ S0 AERBRLO T+ FES5a 5 ABshER), 5 558 3 A 7 3K, https: //www. icrc. org/eng/assets/ files/ other/
statutes — en — a5. pdf (last visited July 2, 2019).



EFRNEEMESHTEREREER

KRENGECH s (2) EPRAGEIRZEG TR OF LULRRED M4 (3) e ERRAER
AL e R o] X b R AU 1] P 2% BT OB o XA SCEARIT I = A Tl

— MZITHIRIBEH R AER N

FET W28 BRI SR PR R e, S AR e o 8 P T R R N TEA UMY, A7 b 0 AT Rp 4k
TR T £ 0 e A o

K W2 TRAR VR T-Bolor ik E BRI T i AE— Rl gl , BIA-—& i 2l 451 Rk
JCE A B R Bt B Prand 5 A7 ORI H bR o IR OL , AT A A A T
Be, WZAT A Al BEAEST i 452 FAR Y R Iy o BT B ] UL R BP0 3 o TRl o 2%
JUEHR R AR T (RS R RIEIE) RW, R Bt AL A iR 55 (19 5t 25 2 52 21 [ 45
Hedi s o2 X R EE T RIS BN e . AN, B BT RR T e Tl ] AR S A AT Bl
EERCIDWNAL R DAY

PRIl B AT eSS o EATESE B S IR A Ty R A S, XN T SR T Y
B ORI R T AT RE 2 MG RTE . AR A, X i A N I I 2% 2 A i B T AN DG
P o P4 T i RE X R RO JC 3 19 75— iR T B2 (Y R R B, E e 7 kA
PAERYE . XISHER B F o2l o Tl A2 i RGBSR o A1 X Tolk #2 R ST A W 28 M ol 2K
FFRE I L IR RN AR ERAE , I ELIE W AR i i G o VB Tl il R G iy e AR
SR 28 AT AR SE, (BRI AR BRI, ELEUM 9 7™ LR FLLARR 19 U &
JRAFE R

FERE PR, EPR ANTEIER BT TR Ry Al H gz, Hab A8 b ey R A SERE B, B
FRIZBHEC SO FS Atr. FICR= (=) S R4S IR A E PR NGBS R .

W2 A 2D = AR TR AN 250 B —, FMGBGEH N TR —E 5Kk
FEEZAT HIRC R AR R A PE (EIFAEARTTAE) o @ 3 — AN T U S o) 2% 2 [a]
BT EPR NIEE AT 9, DA TR S H DT (X2 PRI ST [ B N GE I 1 — Bl 7
) o BB 11t 2 W AR 8 T 190 28 T oty A R i S Bl Pk 9 T DA 26—, R4 ep [ P 4 1 1,
BRI L THASORY B WU 5 HARSE” © 2% A K 7 v S5 AT RE 23 LA —Fh AR e 1Y

@© 20184E 11 J, T FHEPRZEASHAF LRSI, HRIEMEE AR, M2 EeT) R R NGB )5 RIE1T T35k
PFfiti, ICRC, Laurent Gisel and Lukasz Olejnik (eds. ), Expert meeting report; The Potential Human Cost of Cyber Operations
(Geneva; ICRC, May 2019), https: //www. icrc. org/en/download/file/96008/the — potential — human — cost — of — cyber —
operations. pdf (last visited July 2, 2019).

@ ARG TAEZRL “CrashOverride” “WannaCry” “NotPetya” DA} “TRITON” , “CrashOverride” 520 T 1% 58 2% ()
HLHERT s “WannaCry” il “NotPetya” 52 T4 JLAEKERE RS ; “TRITON” 2 EETHR LR RGEHN, FHR
T WA R T YR TR R L T A IHE W, Laurent Gisel and Lukasz Olejnik,  The potential human cost of cyber
operations; Starting the conversation’, https: //blogs. icre. org/law — and — policy/2018/11/14/ potential — human — cost —
cyber — operations/ (last visited July 2, 2019) ,

@ ICRC, Laurent Gisel and Lukasz Olejnik, Expert meeting report: The Potential Human Cost of Cyber Operations, p.25.

@ KRTHEFBAHCEREMRUE NS, ZHTXCEE= (Z) #5.

® PEARANESHAAS 72 MHER—ZXTHE LMK Z 2R BN L8 AT, 2017 410 J 23 H, hip: //
www. china — un. org/eng/chinaandun/disarmament_ armscontrol/unga/t1505683. htm (last visited July 2, 2019)

. 5.



CEPFRERR) 2019 £5E4 8

WA T5 A AT 2 B M el RAE R itk . SRR e R ROAT N it B2, —BO&
ERFRE  gi i, MER s A SRR, B TR E Z AN AT O &t T REAE R R B 1%
A, B TRt RGN T B H M EA AR SRR, 5=, AT s A I RO
ANTH R AU o 6 T 28 Mo 19 B ok, BT 5 AR ME A € Tl 5 19 A 2 R A7 ) 1475 Bl ikt
Jeid A AT BE R SE PRt o DRHOAF ARG KR — R KU, BT sl P 360 849 H A m] RE 2 B AR e o
RERERONG DL, IF ELAR SO A BN, RS T 2 2R A0 T8 T8 et 2 14 PR S 1] T 30 19 1
o) o

W 2019 ARAE A, 28 AT 3 i R R RGN B3, HR B 2 i 1™ 5 A 22 T 4
Y BT MEATIEANENRAY, FEEARKRITW, fRERT] (LA ERM]) BAT
K HYRE AN T BT A, AR s S S 1) fet P I 2547 3l 9 Y 1L RT BEAS [R] 32 4 LS B A 307
T, AR Z B Heagifiid, BARARYE HATrogs, AGEAH A KU L7 A R, 3
25 R B h 9 B 2o U B AR v, 28 AT SR T S RRAFAE AN e P, SRRV, TR
S A IPSE s

= REARPERANEZEXMEITEHHRIAERE

BIRKT B PR NGB Al LUE T R 25 6 (O ELIR gl AR R 25 880 B IRt 475777
G, RL T FE PR o NIRRT I RIS E 12350 4 HFEBRE RSl
BN, B IIRI A M ATE, B Mg, RS2 B E RS GEIERRE, IR R g
OT ST . FESTBOR i —FE, ANRBTIH Y 24T ST AN W7 4 Ji i 7 F R X
— 5L, FFEARERH 1R B 2 P A B AR 1 ST BORI T E5 5 [ B A TE K A3

O AUEMZIRIRRE R A FUS IBOTAC S TOR M . 4G 2015 4F3K 3 T 3 AL ETT, T ECTFTE 2021 4R B
Steve Morgan, “ Hackerpocalypse: A  Cybercrime Revelation 7, Herjavec Group, 17 August 2016, hitps: //
www. herjavecgroup. com/hackerpocalypse — cybercrime — report/ (last visited July 2, 2019) . “NotPetya” R30It E g 10
1276, A MG EL 100 /22558 o Fred O’Connor, “NotPetya Still Roils Company’s Finances, Costing Organizations billion
in revenue” , Cybereason, 9 November 2017, https: //www. cybereason. com/blog/notpetya — costs — companies — 1. 2 — billion —
in —revenue (last visited July 2, 2019); Andy Greenberg, “The Untold Story of NotPetya, the most devastating cyberattack in
history”, “Wired”, 22 August 2018, htips: //www. wired. com/story/notpetya — cyberattack — ukraine — russia — code —
crashed — the — world/ (last visited July 2, 2019).

@ AT FEBRRASHTMN MG 24, ERREMEE R T ERT B, 3 B xR S
0 245 B A e e 4 B R IR AT 3l o SRR 2 A0 — R0 5 RS AR AL U 0 [ Bt [ B 5 8. 48 A BUR (8] 2 A
) XHE BRI E SCR—HEm, BMERMRE “PAsA L EE R Z G B M BAT X H0, & IRy 15
BRG. FREBHEMERTIER., KREEHAHALLH

® See ICRC, International Humanitarian Law and the challenges of contemporary armed conflicts ( Geneva, 2011), pp. 36 -39,
https: //www. icrc. org/en/doc/ assets/files/red — cross — crescent — movement/31st — international — conference/31 - int —
conference — ihl — challenges — report — 11 =5 =1 =2 —en. pdf (last visited July 2, 2019) ; Knut Dérmann, “Computer network
attack and international humanitarian law ”, 2001, hitps: //www. icrc. org/en/doc/resources/documents/article/ other/
5p2alj. htm (last visited July 2, 2019).

@ PR ATE RS T SRS T B, AR A T BRIy S O EAEBEAT Y . (R T SE O RGeS e T B g
MG I — BRI o SRS T O 26 AT Al T e A LR e e 58 O HLAE [ bR A3 1 7T PTG o See ICRC, Commentary on
the First Geneva Convention : Convention (I) for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in the
Field (Geneva, 2nd edn, 2016) (hereafter ICRC Commentary on GC I), paras. 253 —256.



EFRNEEMESHTEREREER

TERAVER, HEPRAGEEFZ . EEREB RG] L2 E R E PR R IE R, #R%
XS5 T ISR

FE B JGE YRR 1 H I L% Bl & AR B vh o€, RIGIR L6745 [ P A GE L 28 20580 2 )5 &
AR . Y E PR GETE SR AEA R, AAECEMA T HKRRMIE, BT REs BRI HTHY
PRI T- B0 291 ELAEE (R P AT 12 7T DLdE T 1868 4R (Rt RE F) Mo &% i
FUE B JE IS T R A T A B O FEX T, SRR HAR R A — A E PR A
EEHUIE 1977 4 CBE—MEMBCE ) 5536 45,2 Ko HE: “fEprsT. K. BATECR
MR« MERTBeal O ikt 4i 20— T s WiiE , RSl IrA oL b, B Eias . PRI
T BTy 12 W el R A AN UCE 5 B T T %46 49— J7 BOAR A L8 1 Bk DU BT A 0k . HE R
BRE, XI55 R R B P A GE RIS T e i sl MR BORT %, I, sk
ALEFATNERA LA TG X PO T M A EOR R 1 RTF B
Jitke

I PR N\ 32508 FH T R 45 X — S e A [ Prid B AT 2R LU P A 2 1 i — 2B S8 . [ Bk
BErE B s A s 1 A e R I T, 3 T A o 2 i B A A 7 SR
FHUWFREE T A FIE e R i, s “ARokmid” @ B, X H P W ass
e

U P NGE 58 T P28 X — WL Bl 12652, 45 T SR A9 TRl TR 2 75 A 114 [ B AT
TE RIS FHIb A TR MUNGE F o 7RI T5 18T, REE AT BoRn 5 vk 9 [ B A TE 5 AL 4 3
TEIRECT Ay - af T AEAT A 07 32 T A — D0kl . MR BeR ak iRl s LR
THRoERA (PSR ARL) SRSk (B RN T 30K ZE0HE R AL o
FT B BT AT 200 A5 SR R R T2 (R, 38 T i sty sl e el 1 [ P A
TE R U RN 70 A

I P NTEVEIE FH T ol s R P M 281730, JF HLIR T AR AT BRG], 5 — S 7E B 1A%
B TBOREEZ AIART o £ 2013 41 2015 AFAIBCA ) O PR2e 4 A 276 1 5 M L £ ek e JRR I
IRERAME) o, BIRLREIA TEMGESI, “FHbnk, THRE (BREEER) 2l LUEH
(7, JEHARM T BEA R EFRE RN, AR a]3E A TE U e RN A U X
SR @ R B 2 1 [ AR [ PR 2R 8 A T AR I B T T T 28 A 3 A A IR
BORALL© Behh, (M EFEEMZ2EEER)  ($]2019 4£5 7 22455 66 4~ K1 3L
Fp) T E PR A S T RGO SR BN B N 2O R e AR 18 mT 3 R [ R

CRTFAER ARG R E ML E 5 ), R348, 1868 4E 11 H 29 H—12 A 11 H.
(1949 4 8 A 12 H H NI AL TP B PP R b RZMEF R MHINSCE AT (BE—BCEH) , 197746 A 8 H,

International Court of Justice, Legality of the threat or the use of nuclear weapons, Advisory Opinion, 8 July 1996, para. 86.

® e o e

Note by the Secretary-General, Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security, A/68/98 (2013), para. 19; A/70/174 (2015), para. 28.

EU Council Conclusions, General Affairs Council meeting, 25 June 2013, 11357/13.

NATO, Wales Summit Declaration (Issued by the Heads of State and Government participating in the meeting of the North

®

Atlantic Council in Wales ), 5 September 2014, para. 72, htips: //www. nato. int/cps/en/natohq/official _ texts _
112964. htm (last visited July 2, 2019).

@ https: //www. diplomatie. gouv. fr/en/french — foreign — policy/digital — diplomacy/france — and — cyber — security/article/
cybersecurity — paris — call — of — 12 — november — 2018 — for — trust — and — security — in (last visited July 2, 2019).

.7 .



CEPFRERR) 2019 £5E4 8

N BRSP4 28 [T 2 AN DT o AR T E B 0T 2011 4R 30, (R A BR{E B 43 1l
M ZESG Blrh, R DO A i AR A 2y [ P AT L7, @ (R B A AT Ak, MR T R A
HAf S R B

HEAEAREA R HS (LN RARIEAR LB A IS AETRE, o E AR A ] L
A — A EENSL . (5 2015 AFRDEARE P 54 JRAFS 0], A2 K262 18] Y [ PRk H)
AU Rl R, R ERE . CORTMAEE ER AR  AL, BT, A E R RS
RO 2%, IS0 E#RIE T 28 as ), [Rliy, X TR — “Ae2 L, A2 B M
W7 Y —AELUS, EWAREINER 55 ARSI 42 ] [ bR BT e TARAL &,
PR CRTRLE, ARz BRI R ER S, LR EGEAREE B TR R ik
TS0 R, (EL0 5 1 PR 22 2 R [ Ak 2o R 2 B 1] s 125 B0 5 7 3 ) 2 1 1
“ZLHNTLINAZ 1977 4 (HEISCE ) it 40 FAEE PR 2" B, —fhEE RN
MR E B GEZE RN A FVEEY R, Cay RBEIMgaSm, Ba FEE B E LT RAE
FL 2013 4R 2015 ARy R afIA, ERmERE QRGEEE) EHTMEa 6. Fig,
P A 6 U b s T I 2 ik, ELAN RS A (AR ©

TEREFPHER TR T, W2 EROEHEEN, AR O R4S B Sl o kM
REEARTELE, M EHOCHSRE A MR AT Sl A kAl (2, ERATAER, Wrs EERATE IS H
TR I A BN =S B AR, I H AT 57 206 HEB A S R 25 i ikl . [ K URiE
TR 2EZ 3] (CHREGEER) BHLE, MR AER L =S b Bt . BT (R
ST (BB EZER) BEORZAN, ISR E A s E S8 e PR TR 5 i S0 ) SR MU 28 47
gly, PR NIEE AT LIS O AT 3 FrBR o Frlie, 1 PR A\ 1208 i PR 5 45 7 R AR A T B
FTTIERESE, RO R R G B AT sh e, el R B 51k, XEK
&, SHRMPRPIMEITE) (SEAHAESETS)) Sk, BT (REE%E

@® Commonwealth Heads of Government Meeting, Commonwealth Cyber Declaration, London, 20 April 2018, p.4, para. 4,
http: //thecommonwealth. org/commonwealth — cyber — declaration (last visited July 2, 2019).

@ Ministry of Defense of the Russian Federation, Russian Federation Armed Forces’ Information Space Activities Concept, 2011,
section 2. 1. Jj4h, B WIT 2011 4EER I T (HERMERL2AL) (ME) FE, HA 7 K82 FH e, EEmME
Proporb, A pha iy 4t 29 B #R A A% B 52 7T 3G T A9 B BROGE e A )i 5 B T B www. mid. rw/en/
foreign_ policy/official _ documents/ —/asset_ publisher/CptICkB6BZ29/ content/id/191666 (last visited July 2, 2019).

® ZWHEPIARIBRHAKIR - MR DBIRTELS 72 JEIKR—Z& BT “HALRFERE L ERZ 2" MkE (AT

BIE), 2017 4210 A 3 05 “ 03¢5 S L EEPRSERRE W S g R il R ZER - S8 SIETEXT B 56 T 11 S

B ZE 0] 6% [a) B |1, 2017 4F, hitp: //www. mid. ru/en/foreign_ policy/news/ — /asset_ publisher/cKNonkJE02Bw/

content/1d/2804288 (last visited July 2, 2019).

AALCO/54/BEIJING/2015/VR, Verbatim Record of Discussions, p. 177.

AALCO/55/NEW DELHI (HEADQUARTERS) /2016/VRf, Verbatim Record of Discussions, p. 159.

TR R EPRAGEE . RESHE—2% (HNRAZ) 1977 4 (MHmSUE+) il 40 H4),

CEPREDITE) 2017 4225 4 391, 558 TT,

See, for example, Position Paper of the People’s Republic of China For the 73rd Session of the United Nations General Assembly,

p- 10, http: //www. chinesemission — vienna. at/eng/zghd/P020180830583238976576. pdf ( last visited July 2, 2019 );

Declaration by Miguel Rodriguez, Representative of Cuba, at the Final Session of the Group of Governmental Experts on

® e ®

Q

Developments in the Field of Information and Telecommunications in the Context of International Security, June 23, 2017, p.2;
WS HIRIBINACHR, 1 T f5 B L2 E R GRS W B G RERR R LAEE - 5i 8 R s BT AL ¢ T I 40 [ K 1)
X [E] R [l



EFRNEEMESHTEREREER

) FIJE (JRERFAD 2o, EPRAGEZE (RIENE) SAM0E TR

Il P N TEVE AT U FH ) 5 AN e 45 [ o — 20 A e s i R P T8, st A TS ML ik B
W, BEE BN TXEA MWL REIE gl BN, 7E 2018 4F5C {5 B HNE 15 HoAR N 22 4 T
B TAEH BN, REER MR “Ial” KRG EEG L KA 2B AEHlEn—& “ &
FOTHEAT A E BRI B AEI (g 13 10) SV {5 182 A U AT B A B R Y 5 —
BT, R RPN I A S 285 e W AH T 2011 AR B R A (R
AEBRAT AN o AREHZHEN], 25 R A YRS B ARGHR” @

HARBNEPR NIE, 0 BUA 04 IS U AL A0 i FH XA Rl 2 IRA R e : BN R
M HIer, s e A A A Rl Eot— 2D R

= HEBFRNEZEXT RS 52 i {5 W 2% 5E 71 B9 BR

AN E PR A TETE BN 3 75 B b A R M 28178 UE S — 20 . X —BisoR By AR
P2 PR NTERE RN (SRR AT SN AR R 1o TRk, o 2 B RIS,

(—) BEFRAEZHERE W L4T3)

I Bs A ik O P T e p o — 3820 1 W 46 47 3l sl T Ay e o 5% 1) I 288 47 3l
( HAPXIEAKATRE) o

TECA N, 8 BT BOtt AT 9 [ Pt sl AR E Pt i bR =T OF 5 ZAHRHR) JF
JEMZRATEIT, AH DGR [ PR A GE IR AT G %478 . ©

I3 — A~ PR TR AU 25k S8 AT 3 5 IEAEHEA T YR R TGS, [ PR AN TEE 75 R LAY B
M RLATsl (B BIEMATEN) o XA )R ZEAE ML FE Pk A [ Pk e i 2R 1) 1949 4R H
LU ZYILIRIER 2 25 FN50 3 2R iBERT b, 200000 Br @ X PIARR AL A sl wh 9 AE 25 07 LB
SRR P G YRR T3 8 o 114 % 7 1) S N R A 3 ey B I R g T, AR A T
ENGE

KT EPRPERSE R, 20T EPRZR RN, FATBA AT i D503 i T 2R I sl 42
FOr s, BE LR RAC TS AL Y — s R R 54T 8, 5 A G R T B T i

A E R AU CNE PR 2 AR B ARSI K RE) , A/RES/73/266 (2018) .

http: //nz. chineseembassy. org/eng/zgyw/t858978. htm (last visited July 2, 2019) . 2013 4=M5 5% vr 730 A0 35 /R 35 07 0740

AR RS E . 55— Wi KX E PR R MRS, SR P H 2011 42 (EMER L 2AZ) (&)

BT 4. BT, SUHEE (NERRE 2R E A AE S RN & AR S) LIRS 73 kG E R

2y Pl ATl CNIEIBRZE 4 A BE ARt I 2% 25 B) [ K B 52 AEAT ), A/RES/73/27 (2018) 5 C MNIEI B 22 4 ff B2

Bin B ABFSIY K E) , A/RES/73/266 (2018)

® See ICRC Commentary on GC I, para. 254; Michael N. Schmitt and Liis Vihul (eds. ), Tallinn Manual 2. 0 on International
law applicable to cyber operations ( Cambridge: Cambridge University Press, 2nd edn, 2017) (hereafter Tallinn Manual 2. 0) ,
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@ ICRC Commentary on GC I, para. 255; Tallinn Manual 2. 0, Rule 83, para. 15.
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R NGB R AT

® ICRC Commentary GC I, para. 437. XX/ [a) 8 g — 194304 W, Tilman Rodenhiuser, Organizing Rebellion ( Oxford:
Oxford University Press, 2018), pp. 104 - 108,

@ ICRC Commentary on GC I, paras. 236 —244.

® ICRC Commentary on GC I, para. 437. yF—1iFi8 0, Cordula Droege, “Get off my cloud: cyber warfare, international
humanitarian law, and the protection of civilians” , (2012) 94 International Review of the Red Cross 533, p.551. Michael N.
Schmitt, “Classification of Cyber Conflict”, (2012) 17 Journal of Conflict and Security Law 245, p. 260,

©® FTHMEREHE TR ETNENE AR F A, W, Vialy Kamluk, “Know your enemy and know yourself:
Attribution in the cyber domain”, https: //blogs. icrc. org/law — and — policy/2019/06/03/know — your — enemy — know —
yourself — cyber — domain — attribution/ (last visited July 2, 2019) ,
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@ Cordula Droege, “Get off my cloud”, p.557; William Boothby, The Law of Targeting ( Oxford: Oxford University Press,
2012), p.384.

See Tallinn Manual 2. 0, commentary on rule 92, paras 10 —12.

® ®

See ICRC, International humanitarian law and the challenges of contemporary armed conflicts (Geneva, 2015) (hereafer ICRC
IHL Challenges Report 2015) , pp. 41 —42, https: //www. icrc. org/en/download/file/15061/32ic — report — on — ihl — and —
challenges — of — armed - conflicts. pdf (last visited July 2, 2019).
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See also, Knut Diérmann, “ Applicability of the Additional Protocols to Computer Network ”, 2014, p.4, htips: //

® ®

www. icre. org/en/doc/ assets/files/other/ applicabilityofihltocna. pdf (last visited July 2, 2019) ; Cordula Droege, “Get off my
cloud”, p.559. —FpA[E W5 L, Michael N. Schmitt, “Cyber Operations and the Jus in Bello: Key Issues”, (2011) 87
Naval War College International Law Studies 89, pp. 95 -96,

© See also Michael N. Schmitt, “Wired warfare 3.0: Protecting the civilian population during cyber operations”, (2019)
International Review of the Red Cross 1, p.7, doi: 10. 1017/51816383119000018.
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@ See, for example, Robin Geiss and Henning Lahmann, “ Cyber Warfare: Applying the Principle of Distinction in an
Interconnected Space”, (2012) 45 Israel Law Review 381.

® AL, REEE CREETUY e, B0, —FhSRrEng T B T B g R 8 75 R BB R N A
ZYSHI AL R A S, MWDK 9 A 2 ey i #8152 25 1k, U. S. Department of Defense, Law of War Manual,
para. 16.6.
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Yves Sandoz, Christophe Swinarski and Bruno Zimmermann (eds. ), Commentary on the Additional Protocols of 8 June 1977 to
the Geneva Conventions of 12 August 1949 ( Geneva and Dordrecht: ICRC/Martinus Nijhoff Publishers, 1987 ) ( hereinafter

e

Commentary on the Additional Protocols) , para. 1963.
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132; Michael N. Schmitt, “Wired warfare 3. 0 Protecting the civilian population during cyber operations” .

ICRC IHL Challenges Report 2015, p. 43.
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@ ICRC, Laurent Gisel (ed. ), International Expert Meeting Report, The Principle of Proportionality in the Rules Governing the
Conduct of Hostilities under International Humanitarian Law ( Geneva; ICRC, 2018), p.39, https: //www. icrc. org/en/
document/international — expert — meeting — report — principle — proportionality (last visited July 2, 2019 ); See also Helen
Durham, “Keynote address” , in Edoardo Greppi (ed. ), Conduct of Hostilities: The Practice, the Law and the Future ( Franco
Angeli: International Institute of Humanitarian Law, 2015) , p. 31.
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@ Gary D. Brown and Andrew O. Metcalf, “Easier said than done: legal reviews of cyber weapons”, (2014) 7 Journal of
National Security Law and Policy 115, p. 133.
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Applicability and Application of International
Humanitarian Law to Cyber Warfare

Knut Dormann, Laurent Gisel and Tilman Rodenhdiuser, translated by Ding Yugiong
Abstract: The ever-faster development of new technologies is transforming societies. It is also affecting
the security and military landscape, and the use of cyber technology has become a reality in today’s armed
conflicts. This article explores first the specific technical characteristic of cyber operations and their
potential human cost. In particular, cyber attacks against the healthcare sector or other critical civilian
infrastructure such as electricity, water or sanitation can have harmful effects on the civilian population.
For the protection of the civilian population and civilian infrastructure during armed conflicts, it is
therefore critical to recognize that cyber warfare do not occur in a legal void but is regulated by
international law, including international humanitarian law (IHL) . The specific characteristics of this
new technology however raise several challenges for the interpretation of IHL rules. While the article
proposes some avenues, further discussions may be needed to clarify how existing IHL principles and rules
apply, whether they are adequate and sufficient, or whether further development the law is needed.

Keywords: Cyber Operations, Cyber Warfare, International Humanitarian Law, Applicability, Application
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